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Yossi Sassi

Defenders live in a world of uncertainty. 

The goal is to reduce the attacker’s window of 
opportunity and reduce uncertainty.

Visibility is the game.

Yossi Sassi is a white hat hacker and consultant, and believes strongly that given enough time and motivation, any system can be hacked. 
Defenders live in a world of uncertainty. To succeed, they need to limit the access and time an attacker has.
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DATA-CENTRIC SECURITY – FUNDAMENTAL FOR THREAT 
DETECTION IN 2019 AND BEYOND





“Forensic investigators hired to assess the breach retraced the route of 
the truck to determine whether they could locate the drives along this 
route, but were unable to find any trace of them.”





Hacked: 2012
Leaked: 2016

Hacked: 2012
Leaked: 2016

Hacked: 2014
Leaked: 2017

Hacked: 2013
Leaked: 2017
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Using SIEM for Targeted Attack Detection
Oliver Rochford & Kelly M. Kavanagh

Organizations are failing at early 
breach detection, with fewer than 

20% of breaches detected 
internally.
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of all folders are 
open to every 

employee

53%
of companies have 
1,000+ sensitive files 

open to every 
employee

87%
of companies have 

1,000+ stale sensitive 
files

of users have 
passwords that 

never expire

22%

38%

17M
files are open to 

every employee on 
average

Highlights from the Varonis

2019 Global Data Risk Report

Read the full study: https://www.varonis.com/2019-data-risk-report
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Exposed data on prem and in the cloud
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Juicy stuff for them; fines for you (GDPR)
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AD is complex, and almost endlessly configurable.
Plus lots of AD vulnerabilities to help me
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Here’s an attack we detected recently

A savvy engineer decides to monetize corporate secrets

Compromises a service account with Domain Admin  (Kerberoasting)

Uses personal workstation crack the account’s password

With privileged service account, user scans file shares for confidential files

ZIPs the files and exfiltrates via personal Gmail account
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Attackers might be exploiting these right now. Let’s see how. 



VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.16

Step 1: find accounts with Service Principal Names
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Step 2: Get their Kerberos tickets (requesting weak encryption)
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Step 3: Which these accounts have elevated privileges?
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Step 4: Let’s crack one (offline)
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Step 5: Let’s use our new account to find some files
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Step 6: Put them in a zip file



VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.22

Step 7: Use Service Account to login to web proxy and Gmail
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Step 8: Create an email and send 
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Oh no...
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How quickly & accurately can you 
answer the most important question:

“Is our data safe?”
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The CISO / Board Disconnect

Source: Source: The Cyber Balance Sheet, Cyentia Institute
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Where is your regulated data located?

Is any of that data exposed and at-risk?

Do only the right people have access?

How is regulated data being processed?

Can you find and delete personal data?

Modern regulations are data-centric
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What if security started with data?

DATA

DETECT

PREVENT

SUSTAIN

We’d know where our sensitive data lives

We’d monitor it for abuse

Only the right people would have access

We’d efficiently sustain our secure state
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For many data stores…

Windows ExchangeSharePointOffice 365 NASUnix/Linux Box
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Is my data at risk? Am I compliant? Can I detect a breach?

Is it locked down?

Who is accessing it?

Who does it belong to? 

Is anyone stealing it?

From where?

Can I investigate quickly?

Where is my regulated 

and sensitive data?

Can I delete it?

Can I prove compliance?

Many questions
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DATA PROTECTION COMPLIANCE THREAT DETECTION & RESPONSE

THREE USE CASES

ONE PLATFORM
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DATA PROTECTION

COMPLIANCE

THREAT DETECTION & 
RESPONSE

Varonis Data Security Platform
ENTERPRISE DATA STORES 

AND INFRASTRUCTURE
USE CASESANALYTICS & AUTOMATION

PermissionsUsers & 
Groups

Perimeter
Telemetry

Access 
Activity

AD
Telemetry

Content
Classification

Windows Exchange

SharePoint

Office 365

NASUnix/Linux

Directory
Services

Edge
Services

Box
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OPERATIONALISE

• Enable alerts and 
automate 
response

• Connect to SIEM

• Create and test 
incident response 
plans

• Operationalize 
reporting

• Apply labels

• Index for 
compliance

DEPLOY

• Deploy Varonis

• Discover privileged 
accounts

• Classify sensitive 
data

• Baseline activity

• Prioritise risk

FIX

• Remediate exposed 
sensitive data

• Eliminate remaining 
global access groups 

• Eliminate AD artifacts

• Quarantine sensitive 
data

• Archive/delete stale 
data

TRANSFORM

• Identify and assign 
data owners

• Simplify 
permissions 
structure

• Enable data-
driven reporting

AUTOMATE

• Automate 
authorisation
workflow via Data 
Owners

• Automate periodic 
entitlement reviews

• Automate disposition, 
quarantining, policy 
enforcement

IMPROVE

• Regularly review 
risks, alerts and 
processes to 
ensure 
continuous 
improvement

Varonis Operational Journey
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What kind of sensitive 

data do I have?

Where is sensitive data 

overexposed?

Where are users acting 

strangely or maliciously?

What’s being used and 

what’s not?

Risk Assessments Reduce Uncertainty
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Thank You

Matt Lock
mlock@varonis.com
+44 7795 153 900


