Defenders live in a world of uncertainty.

The goal is to reduce the attacker’s window of
opportunity and reduce uncertainty.

Visibility is the game.

Yossi Sassi is a white hat hacker and consultant, and believes strongly that given enough time and motivation, any system can be hacked.
Defenders live'in a world of uncertainty. To succeed, they need to limit the access and time an attacker has.




DATA-CENTRIC SECURITY — FUNDAMENTAL FOR THREAT
DETECTION IN 2019 AND BEYOND
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“Forensic investigators hired to assess the breach retraced the route of
the truck to determine whether they could locate the drives along this
route, but were unable to find any trace of them”
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Organizations are failing at early
breach detection, with fewer than
20% of breaches detected
_internally.

Gartner

Using SIEM for Targeted Attack Detection
Oliver Rochford & Kelly M. Kavanagh

22



Highlights from the Varonis
2019 Global Data Risk Report

537

of companies have
V& 1,000+ sensitive files

22% open to every
employee

of all folders are files are open to
every employee on ,

open to every
employee 8 7% ChE IO 38%

of companies have
1,000+ stale sensitive of users have
files passwords that
never expire

Read the full study: https://www.varonis.com/2019-data-risk-report
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N\ Varonis | 21.1051 « = 1o .

<« (& A Notsecure | hitpsy//hub-idu.vinslab.se/DatAdvantage/#/app/dashboards b+ 4 e

Dashboards Analytics Scheduled Searches

ACHR < - 2 ; h
DASHBOARDS « SharePoint Online  nupsv/varonistestsé.sharepoint.com £ 82 select Widgets | &

& Alerts

No. Of Files Shared Publicly H = No. Of Files Shared With External Users

000

% No. Of Sensitive Files Shared Publicly 32

& File Servers

@ Directory Services 6 Files 4’379 Files

@ Exchange 0 i
Sensitive Files

No. Of Sensitive Files Shared With External Users

ooo

@ SharePoint No. Of Folders Shared Publicly

coo

0% Sensitive Files Shared Publicly

B Exchange Online

160 7

Sensitive Files Folders
& OneDrive

No. Of Folders Shared With External Users 4

@& coPR 38% Sensitive Files Shared With External Users 0.33% Folders Shared Publicly

1,637

Folders

o000

i No. Of Sensitive Folders Shared Publicly i No. Of Sensitive Folders Shared With External Users

ooo

79% Folders Shared With External Users

4% 75%

i Size Of Folders With Stale Data(GB) -




N\ Varonis | 2.1.1051 X . + I;li-

<« C A Notsecure | hitpsy//hub-iduvrslab.se/Da

dashboards % O

Dashboards Analytics Scheduled Searches

DASHBOARDS « GDPR  Allservers = 82 Select idgets |
& Alerts ~

% No. Of Files With GDPR Data H i No. Of Folders With GDPR Data H —| Total Size (GB) Of Files With GDPR Data H
£ File Servers

@ Directory Services 367 Files 137 rolders 0.0024 GB

@ Exchange

ooo

No. Of Folders With Open Access Containing GDPR Data g

No. Of Files With Open Access Containing GDPR Data

ooo

SharePoint

Total Size (GB) Of Files With Open Access Containing GDPR
Data

.

@

Exchange Online

&  SharePoint Online 1 87 82

& OneDrive Files Folders 55%

® GDPR [ 51% Files With Open Access Containing GDPR Data 60% Folders With Open Access Containing GDPR Data

0.0013 Files With Open Access Containing GDPR Data

No. Of Stale Folders With GDPR Data

ooo

B wo.of stale Files with GDPR Data

ooo

Total Size Of Stale Files With GDPR Data H

312 0.0022

Files GB

86% Stale Files With GDPR Data 91% The Total Size (GB) Of Stale Files With GDPR Data

Juicy stuff for them: fines for you (GDPR)




USERICONTINUALLY IS GETTING
LOCKEDJOUT, OF HER ACTIVE
DIRECTORY ACCOUNT

FINALLY FOUND THE
CAUSE AFTER 3 DAYS

AD is complex, and almost endlessly configurable.
Plus lots of AD vulnerabilities fo help me




\ Varonis | 21,1051 « = 1o .

< C A Notsecure | hitps//hub-iduvmslab.se/DatAd

Dashboards Analytics Scheduled Searches
DASHBOARDS  «  Directory Services  Aloomains 8 BE selectwidgets |
& Alerts " — o o
. No. Of Enabled Users With Passwords That Never Expire H El No. Of Admin Accounts With SPN g No, Of Users With Passwords That Never Expire H

€ File Servers

214 215
Users 0‘31 % Users

68% Enabled Users With Passwords That Never Expire 68% Users With Passwords That Never Expire

@ Exchange

& SharePoint

®  Exchange Online
1 Admin Accounts With SPN

% SharePoint Online

No. Of Computer Accounts With A Weak Encryption Type For ¢ . No. Of Users That Do Not Require Kerberos Pre- H

@  OneDrive E! No. Of Accounts That Do Not Require Authorization Data Kerberos & Authentication 2

coo

@ GDPR

0% 9% 0%

0 Accounts That Do Not Require Authorization Data 1 Computer Accounts With A Weak Encryption Type For Kerberos 0 Accounts That Do Not Require Pre-Authentication

ooo
o0

m No. Of Accounts That Are Trusted For Kerberos Delegation No. Of Accounts That Are Trusted To Authenticate For . No. Of Users With No Password Requirement

Delegation 3 P

0.31% 0% 2%



Dashboards Analytics Scheduled Searches

E No. of Admin Accounts with SPN

1 Results

User i SAM Accouns Name

BackupService upSenvice

\

liser :  SAM Account Name

BackupServica BackupService
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Here's an attack we detected recently

A savvy engineer decides to monetize corporate secrets

Compromises a service account with Domain Admin (Kerberoasting)
Uses personal workstation crack the account’s password

With privileged service account, user scans file shares for confidential files

ZIPs the files and exfiltrates via personal Gmail account

VARONIS




Attackers might be exploiting these right now. Let'’s see how.




EN Select Administrator: Kerberost

Step 1: find accounts with Service Principal Names




EX Administrator: Kerberost

exchangeAB/hub-dc

kadmin/changepw

TERMSRV/HUB-FILER
Dfsr-12F9A27C-BF97-4787-9364-D31B6C55EB84/hub u.vrnslab.se
IMAP/HUB - EXCHANGE
TERMSRV/hub-sharepoint.vrnslab.se

Hyper-V Replica Service/hub-hyperv.vrnslab.se
CIFS/test-cfg-name.vrnslab.se
HOST/pulsevpn.vrnslab.se

TERMSRV/HUB-COLL

TERMSRV/HUB-SOLR

TERMSRV/DESKTOP1-91148

TERMSRV/DESKTOP2-91148
BackupService/vrnslab.se
SQLService/vrnslab.se
FileServerService/vrnslab.se
VPNService/vrnslab.se
AutomationService/vrnslab,se

Step 2: Get their Kerberos tickets (requesting weak encryption)




EX Administrator: Kerberost
Group 1 - Client

Group 2 - Ticket Granting Ticket
[eeeooe00]
Start/End/MaxRenew: 12/28/2018 5:24:34 PM ; 12/29/2018 3:24:26 AM ; 1/4/2019 5:24:26 PM
Service Name (©2) : krbtgt ; VRNSLAB.SE @ VRNSLAB.SE
Target Name (- : @ VRNSLAB.SE
ent Name c’Bl) : DESKTOP1-91148% ; @ VRNSLAB.SE ( $$Delegation Ticket$$ )
Flags 60a10000 : name_canonicalize ; pre_authent ; renewable ; forwarded ; forwardable ;
Session Key @x00000012 - aes256_hmac
4fcdd9d7e742319 Zeaubacsﬁidn2b dsfa346easf93e68f1fbebadbe2303af21
Ticket : ©x00000012 - aes256_hmac > kvno = 2
* Saved to file [@;3e7]-2-0-60a10000-DESKTOP1-91148%@krbtgt-VRNSLAB.
[eeee0001]
Start/End/MaxRenew: 12/28/2018 5:24:26 PM ; 12/29/2018 3:24:26 AM ; 1/4/2019 5:24:26 PM
Service Name (©2) : krbtgt ; VRNSL E ) VR!ISLAB.SE
Target Name (©2) : krbtgt ; VRNSLAB. VRNSLAB.SE
Client Name (©1) : DESKTOP1-91148% ; VRHbL B.SE ( VRNSLAB.SE )
Flags 40e10000 : name_canonicalize ; pre_authent ; initial ; renewable ; forwardable ;
Session Key 2x00000012 - a 56_hmac
dbb97@c 7+&43996>F31‘ﬂ1wrbedmeelo 8fd1ad13bb2d89bbf591e69f9c2f4
Ticket T OX000000iz - aesZS6_nmac 3 kvno = 2 .
* Saved to file [@;3e7]-2-1-40e10000-DE SKTOP1- 91148%@krbtgt-VRNSLAB. ‘~E.

mimikatz(commandline) # exit
Bye!

Step 3: Which these accounts have elevated privilegese




E¥ Administrator: Kerberost

mimi

Bye!

The

Flags 4@e10000 : name_canonicalize ; pre_authent ; i - iewable ; forwardable ;

Session Key . OxP0000012 - aes256_hmac
dbb970c719ae065137919c6eddceel6c5888Fd1ad13bb2d89bbf591e6919c214

Ticket : ©x00000012 - aes256_hmac vno = 2 [---
Saved to file [©;3e7]-2-1-48e10000-DESKTOP1-91148 rbtgt-VRNSLAB.SE.ki

katz(commandline) # exit

request will be processed at a domain controller for domain vrnslab.se.

Group name Domain Admins
Comment Designated administrators of the domain

Members

BackupService it in proxyu

command completed successfully.

Step 4: Let’s crack one (offline)




Windows PowerShell credential request

Enter your credentials.

User name:

Step 5: Let’s use our new account to find some files




Step 6: Put them in a zip file




Google
Hi varonis
@ sevaronis@gmail.com v

Step 7: Use Service Account to login to web proxy and Gmail




If

C @& htips

M Gmail

I— Compose
[J Inbox

w Starred
@ sSnoozed
> Sent

B Drafts

v Mare

®  varonis -
@&

://mail.google.com/mail/#inbox?compose=jrjtXVZRpkXTmBjBkTFxBQIgLiCFBNDxNZdKwRXbqqVDMsgrdVDnxSRnIVigkghSV... ® Yr o

Q. Search mail

Oo- ¢C
[J Primary

1
me

1-10f1 <

Social Promotions

Nothing to see here

varonis se
Nothing to see here

Not the droids you're looking for or anything.

0

1.87 GB (12%) of 15 GB used
Manage

Step 8: Create an email and send
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« c ://hub-idu € sxs v N @ = ‘
Dashboards Analytics Scheduled Searches
DASHBOARDS «  ALERT DASHBOARD @
All Servers O Last 7 Days v Alert Status: Open, Under Investigati... v 6 Results
& File Servers 2
ALERTS OVERTIME | Resuls displayed per day Alert Severity: High & Medium Low @
@ Directory Services
6
@ Exchange a
B SharePoint z
i 1
2 Exchange Online Dec13 Dec 14 Dects Dec1s Dec17 Dec 18 Dec 13 Dec20
&  SharePoint Online
TOP ALERTED USERS 0] TOP ALERTED DEVICES O] TOP ALERTED THREAT MODELS ®
@ OneDrive
& GDPR . BackupService (vrnslab.se) 5 g desktop1-91148 6 Abnormal service behavior: First-time access to the internet 1
Ezi;\:erwmslab,sen : _] desktop2-91148 o Abnormal behavior: an unusual amount of data was uploaded to ...

FinancialManager (vrnslab.se) Abnormal service behavior: access to atypical files

Zabrak

Potential ticket harvesting attack

Abnormal service behavior: access to atypical folders containing ...

N\ vARONIS
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&« c o hub-idu/datad n @ =
Dashboards Analytics Scheduled Searches @ itadmin
M Alert Device De... o
»  Alerts a
E All Servers B Last 7 Days v Alert Status: Open, Under Investigati... v

-

6 Results A Time
] _——
—-]
0
1312 1412 1512 1612 1712 1812 1912 20112
Alerted events with Alerts by Alerts by Open
1 high severity 5 service accounts 1 admin accounts 6 alerts ®
Il se v port &
v Alert details . . . . . .
Threat Model Name : Platform : File Server/Domai AlertID H Alert Sever. User Name : Device Name
Abnormal service behavior: access to atypical folders containing GDPR data Wwindows HUB-FILER sEICTL .15-892 BackupService (vrnslab.... desktop1-9...
Abnormal service behavior: access to atypical files Windows HUB-FILER ..B4-B2% BackupService (vrnslab.... desktop1-9...
Abnormal service behavior: Service account logged on to a personal device for the first time Directory Services DirectoryServices «..'0C-8F: — BackupService (vrnslab.... desktop1-9...
) Potential ticket harvesting attack Directory Services DirectoryServices . JC-AS( = Engineer (vrnslab.se) desktop1-9...
} Abnormal behavior: an unusual amount of data was uploaded to email websites Proxy Squid_proxy ++44-978 BackupService (vrnslab.... desktop1-9...
Abnormal service behavior: First-time access to the internet Proxy Squid_proxy LB1-AAZ = BackupService (vrnslab.... desktop1-9...

v Alerton
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Dashboards Analytics Scheduled Searches

M Alert Device De... )X

Potential ticket harvesting attack 1 Pprevious Alert 4 Next Alert
I Summary < PLAYBOOK
Users Alert Info: 4 Cr © Lateral Movement Status: Detection and Analysis (No data) 8
The vrnslab.se\Engineer account requested low encrypted access to 5 services within one minute
Incident Notification (No data)
Devices
Containment Eradication and Recovery (No data)
Data
K Improve Future Detection (No data)
Time -
USERS v Next Steps
. Account was not changed in the 7 days prior to the current alert Alerted events
vrnslab.se\Engineer Account is not on the Watch List
el Huma Alerted users

Did not trigger alerts in the 7 days prior to the current alert

4 Additional insights

Alerted devices

Alerted data (£

Copy alert id

Manage alert
All devices were used by the user in the 90 days prior to the current alert

desktop1-91148 was involved in 5 alerts in the past 7 days

- ) No actions originate from devices belonging to other users
DATA
All data accessed by Engineer in the past 90 days
Domain: VRNSLAS.SE 4 Additional insights
VRNSLAB.SE
TIME
12/20/2018 3:16 PM 1 Additional insights
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hub-idu/d

w N @ =

Dashboards Analytics Scheduled Searches @ itadmin

W Alert Device De...)¢ = M Alertinfo:2045. X = mAlertinfo:se3r,. X @

Abnormal service behavior: Service account logged on to a personal device for the first time T Previous Alert 4 Next Alert
I Summary < PLAYBOOK
Usere Alert Info: © © Lateral Movement Status: Oper ~ Detection and Analysis =
Service vrnslab.se\BackupService logged onto a personal device for the first time A service which has not logged on to personal devices
Devices in the past month has logged on to one. This may
indicate an attacker is abusing the account in order to
access personal devices and exploit their assets, it
Data also exposes the credentials of the service to
R sacsrnaiit te harvesting and reuse.
Tirhi Question: Is there a legitimate reason for the activity,
USERS or is the organization under attack?
. Account was not changed in the 7 days prior to the current alert &
g Account is not on the Watch List
L] Read more

Account is not disabled/deleted

Triggered 4
3 Additional insights

ts in the 7 days prior to the current alert

Incident Notification

~

» Containment Eradication and Recovery

v

Improve Future Detection
desktop1-91148 was involved in 5 alerts in the past 7 days

D vrnslab.se\BackupService used Desktop1-21148 that belor ) to someone else w Next Steps
. 0 Additional insights Alerted events 2
Alerted users ©
DATA Alerted devices @
All data accessed by BackupService in the past 90 days Alerted data i
é ngsa::;Y;NSLAB'SE 2 Additional insights Copy alert id
Manage alert
100% of the events are outside BackupService's working hours
9 12/20/2018 3:21 PM 1 Additional insights
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hub-idu/d

Dashboards Analytics Scheduled Searches O itadmin

W Alert Device De... W Alert Infa: 2945, X M Alert Info: SE3F. X M Alert Info; 1AFF. X o

Abnormal service behavior: access to atypical folders containing GDPR data T Previous Alert 4 NextAlert

I Summary Summary < PLAYBOOK

Ui Alert Info: & © Exfiltration Status: Open Detection and Analysis (No data)

vrnslab.se\BackupService File opened shared folder C:\SHARE\finance\FINANCE-REPORT.DOCX on C: (HUB-FILER).

Incident Notification (No data)

Devices
Containment Eradication and Recovery (No data)

Data

F Improve Future Detection (No data)
Time »

USERS v Next Steps

i o
. g s Account was not changed in the 7 days prior to the current alert Alerted events i
g e Account is not on the Watch List
o=

Alerted users [t
Account is not disabled/deleted

Al (&
Triggered 4 erted devices

ts in the 7 days prior to the current alert
2 Additional insights Alerted data —
Copy alertid

Manage alert

All devices were used by the user in the 90 days prior to the current alert

desktop1-91148 was involved in 5 alerts in the past 7 days

dditionatinsig

DATA

First time use of C: in the past 90 days

5 11 Objects 9 sensiti

2 Additional insights

e objects were affected

100% of the events are outside BackupService's working hours

12/20/2018 3:22 PM 1 Additional insights
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Dashboards Analytics Scheduled Searches @ itadmin

M Alert Device De... W Alert Info: 2945. X M Alert Info: SE3F. X M Alert Info: 1AFF. X M AlertInfo: 51E2. X o

Abnormal behavior: an unusual of data was to email i T Previous Alert ¥ Next Alert
I Summary = Summary < PLAYBOOK
e AlertInfo: A Critica © Exfiltration Status: Oper  Detection and Analysis A
vrnslab.se\BackupService uploaded 17643 KB of data to mail.google.com, exceeding this user's normal behavior. A statistically significant increase was detected in the
Devices 2 amount of data uploaded by a user to email websites;

this behavior is compared to the user's behavioral
profile.This may indicate that an attacker is

Time exfiltrating data to unauthorized websites. Question:
Is there a legitimate reason for the activity, does it

ABNORMAL AMOUNT OF DATA UPLOADED BETWEEN 12/20/2018, 3:31:00 PM AND 12/20/2018, 3:31:00 PM stem from a misconfiguration, or is the organization

Uploaded under attack?
KB
7643
Read more
» Incident Notification

BackupService

» Containment Eradication and Recovery

» Improve Future Detection
~ Next Steps
USERS
Alerted events
. Account was not changed in the 7 days prior to the current alert Alerted isers
i s Account is not on the Watch List A
= 3 Alerted devices (&
Account is not disabled/deleted
Is a privileged account Copy alertid
Account is stale/new Manage alert

Triggered 4
0 Additional insights

ts in the 7 days prior to the current alert

All devices were used by the user in the 90 days prior to the current alert
desktop1-91148 was involved in 5 alerts in the past 7 days
0 Additional insights




How quickly & accurately can you
answer the most important question:

“Is our data safec¢”
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The CISO / Board Disconnect

What is the primary value of cybersecurity to the business?

Security guidance CISO Board

Business enabler

Data protection

Brand protection

Source: Source: The Cyber Balance Sheet, Cyentia Institute

VARONIS




Modern regulations are data-centric

Where is your regulated data located?
Is any of that data exposed and at-risk?
Do only the right people have access?
How is regulated data being processed?

Can you find and delete personal datae

VARONIS




What if security started with datae

NINZNIN We'd efficiently sustain our secure state

BN

PREVENT Only the right people would have access

DETECT . We'd monitor it for abuse

We'd know where our sensitive data lives

VARONIS




For many data stores...

Windows Office 365 Unix/Linux SharePoint Exchange

VARONIS




Many questions

Is my data at risk?

Is it locked down?
Who is accessing it?

Who does it belong to?

Am | compliant?2

Where is my regulated
and sensitive data?
Can | delete ite

Can | prove compliance?

Can | detect a breach?¢

Is anyone stealing it?
From where?

Can linvestigate quickly?

VARONIS




NN
X

DATA PROTECTION

THREE USE CASES

O

COMPLIANCE

ONE PLATFORM

THREAT DETECTION & RESPONSE

VARONIS




ENTERPRISE DATA STORES
AND INFRASTRUCTURE

Windows  Office 365  Exchange

o)

Unix/Linux SharePoint

Directory Edge
Services Services

Varonis Data Security Platform

ANALYTICS & AUTOMATION

Users &
Groups

Permissions

Activity

Content \\ Access

Classification

Perimeter AD
Telemetry Telemetry

USE CASES

DATA PROTECTION

COMPLIANCE

THREAT DETECTION &
RESPONSE

VARONIS




Varonis Operational Journey

S 2 . o) ¥

DEPLOY OPERATIONALISE FIX TRANSFORM AUTOMATE IMPROVE

Deploy Varonis Enable alerts and Remediate exposed Identify and assign Automate Regularly review
automate sensitive data data owners authorisation risks, alerts and
response workflow via Data processes fo

Eliminate remaining Simplify Owners ensure
Connect to SIEM global access groups permissions confinuous
. - structure Automate periodic improvement
Classify sensitive Create and test Eliminate AD artifacts entitlement reviews
data incident response Enable data-

plans Quarantine sensitive driven reporting Automate disposition,

Baseline activity eleile quarantining, policy
Operationalize enforcement
reporting Archive/delete stale

data

Discover privileged
accounts

Prioritise risk
Apply labels

Index for
compliance

VARONIS




Risk Assessments Reduce Uncertainty

cess Groups + KPIs

- Activity
ndings: Global Act c

Key Findings

e LISET
Key Fi Key Findings

What kind of sensitive e
dOTO do l hgvee oUP ACCESS .7 66.5 ml"lon ?““.“C"._.V_"

P cess
Hive Fies with Open Acc!
| Ot senstive Fies

GloﬂALG‘l

Where is sensitive data o //

OvereXpOSed 2 ! 6502975 75 0,000"' 35,213,456 sensitive Fles With Open ACCEsS

itive data
. nts 950 events on sensifi B ot Conain sensitive Data

Where are users acting

_—

RISK SUMMARY: o

EUMMARY: o eam . 1ion 597
(o}

jain access to or medify
ignal malware, insider threats, or

What's being used and . N i e e NI

strangely or maliciously?

ACCESS GROUP ACCESS
SCFSFS2 1% « CIFS_f5.2

Wh G T , S n O -I- 2 CCFf3 7% * CIFS_FS.3

“CIFSFs.4  20% « CIF5.F5 4

User Accounts with Non-Expiring Passwords

—_— O

SRS : s PMMENDED ACTIONS:

* EXCH_f5.) - BXeHs) 0 user behovior and fie activity 1 ] 82
dand o ’

s and investigation

ol security

User Aceount
eounts with Non-Expiing Passw,
SWO!

viclations
ords



Thank You

Matt Lock

mlock@varonis.com
+44 7795 153 900
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