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DEFENDING AGAINST THE 
5TH GENERATION OF 
CYBER ATTACKS
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www.Hydro.com
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TODAY’S AGENDA

2019 Threat Landscape

20-22 Security Horizon

Stressful Facts

Defending

Summary
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THREAT INTELLIGENCE 
TRENDS: 
UNITED KINGDOM
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Security updates in Real Time 

Daily inputs from traffic across 100K+
security gateways and 100M of endpoints 

world wide 

En
d

 
Po

in
t

1 Billion
Files analysis 
per day

+100 Billion
URL and Domain
requests
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Attacks per Organization - UK
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Top 5 Malware - United Kingdom- 04-2019
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Email Vs Web Attacks - Last 3 Months

31%

69%

United Kingdom

Web

Email

68%

32%

Global

Web

Email
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Top Malicious File Types, Web- Last 3 Months
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CYBER SECURITY 
HORIZONS 2022



15©2019 Check Point Software Technologies Ltd. 

NOBUS?
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Remember WannaCry?
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Some More Hacker Wars
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Zero Days Price List
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Cyber Criminals Trend  - Money
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Targeting the money - UK
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Business Email Compromise Explosion
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Back to Basics
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Cyber Range – Cyber Defense Simulation

Outside your Perimeter1 New Realities need New 
Protections

- Smartphones & 
Tablets
- Laptops
- Cloud Applications

2

Importance of Zero-Day 
threat prevention3 Consolidated Threat 

Intelligence 4

• Gamified IRT experience

• Customers ‘Learn & Play’ Events

• Best served with EDR Education

Cyber Range
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STRESSFUL FACTS
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Surveying 408 CISOs
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Management GOT your Back
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High Stress Level
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Do you Disconnect?
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Stressing The Limit – Thom Langford



31©2019 Check Point Software Technologies Ltd. 

An Answer To Stress?
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How to Make Stress your Friend
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Automation and AI to the Rescue
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DEFENDING AGAINST 
GEN-V ATTACK
A PRAGMATIC APPROACH
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Where are we?

1990 2000 2010 2015 2017

THREATS

Networks

Gen II

Applications

Gen III

Payload

Gen IV

GEN I

GEN II

GEN III

Protections

GEN IV

Virus

Gen I

Enterprises 
are between 

Gen 2-3

2.8

Mega

Gen V
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IS AI

MAGIC?
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WHAT IS 

YOUR

DATA SET?

Tay Bot



©2018 Check Point Software Technologies Ltd. 

LOST IN 

TRANSLATION
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EXPERTISEDATA

Lots of Data

Rich Data

AI Expertise

Domain Expertise

A GOOD AI SOLUTION REQUIRES:
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KEY PROBLEMS WITH CYBER SECURITY AI

Not Enough Not Enough DATA EXPERTISE

Access to cyber security training data is limited

Verdict logic is obscure

High false detection rate
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rEvolution in
Threat Analysis

AI
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Log Analysis Aggregation Machine Learning

Threat-Hunting Evolution
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The Real Numbers

Characteristics of a customer:

1000+ end-points

100+ servers

Small SCADA/Factory environment

Public Wifi
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The Important Number

One week of logs:

Total logs: 43,401,042

Threat Prevention logs: 107,881

Security Events: 75

Action needed: 4
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((blade:IPS AND ("Adobe Flash Protection 

Violation" OR "Adobe Shockwave 

Protection Violation" OR "Web Client 

Enforcement Violation" OR "Exploit Kit")) 

OR (blade:Anti-Virus AND ("URL 

Reputation" OR "DNS Reputation")))

((blade:"threat emulation") OR 

(blade:"anti-virus" AND "signature") OR 

(blade:ips AND (("Adobe Reader 

Violation" OR "Content Protection 

Violation" OR "Instant Messenger" OR 

"Adobe Flash Protection Violation"))))

((blade:ips AND ("Adobe Reader 

Violation" OR "Content Protection 

Violation" OR "Mail Content Protection 

Violation" OR "SMTP Protection Violation" 

OR "Phishing Enforcement Protection" OR 

"Adobe Flash Protection Violation")) OR 

(blade:"Threat Emulation") OR 

(blade:Anti-Virus ) OR (blade:"Threat

Extraction" AND content_risk ("Medium" 

OR "High" OR "Critical"))) AND 

service:("pop3" OR "smtp" OR "imap")

"Scanner Enforcement Violation" OR "Port 

Scan" OR "Novell NMAP Protocol 

Violation"
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Maggi

Cameo

Exploiter

Locate the relevant threats &

take remediation actions

Analysts don’t scale

Limited to internal network

Based on customized rules

Requires advanced skills

Overwhelming 

Helping the Analyst
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Maggi's purpose is to locate an infected host in a network, 

based on behavioral analysis of a host.

With only ThreatCloud events, in our beta version we are able to 
locate an infected host with precision of 99.4% & 0.8% F/P 

Our own helper - Maggi
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Field Data

Clean 
18140

Infected 
4643

Persistent Infections per Hosts
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Time of infection before Maggi
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Time of remediation with an Automated EDR

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

Hosts 2878 875 381 117 103 52 40 29 23 17 35 16 6 5 11 25 6 3 5 3 4 1 1 2 1 2 1 1

Time until remediation 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 24 25 26 27 28 30
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AUTOMATIC FORENSIC FOR LOCKERGAGA
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• Isolates Minimal Common Forensics Execution Tree that 
uniquely identifies mutations of malware families

• Detects unknown malware based on generic behavioral rules

• Detects and blocks malicious scripts and file-less attacks

BEHAVIORAL GUARD
Predictive malware detection & classification
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CERBER 
EXAMPLE

BEHAVIORAL GUARD
Predictive malware detection & classification
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PRACTICAL 

PREVENTION

ACCURATE 

VERDICT
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Recommendations

Ask us about
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Gad Naveh | Advanced Threat Prevention Evangelist

Preventing GEN-V Cyber Attacks

THANK YOU


