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www.Hydro.com Check Point
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New CEO

FFocus on lifting profitability and drive

sustainability

New CEO >

Dear partner

For instance, please note that Hydro is not under any circumstances asking our partners to change bank accounts.
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Hydro here.
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2019 Threat Landscape

20-22 Security Horizon

Stressful Facts

Defending

Summary
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CHECK POINT RESEARCH

THREAT INTELLIGENCE
TRENDS:
UNITED KINGDOM
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THREATCLNUD
Daily inputs from traffic across 100K+ +1OO B|”|On
security gateways and 100V of endpoints URL and Domain
world wide requests

Security updates in Real Time
1 Billion
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THREATCIOUD

CHECK POINT
OF INFINITY
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Top 5 Malware - United Kingdom- 04-2019 Check Point
CRYPTQooT

WELCOME TO AGENT
EMOTET TESLA A Crypto Miner for

your Website Visitors

» Integrate with Your Website
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Email Vs Web Attacks - Last 3 Months Check Point
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United Kingdom Global

H Web
B Email

B Web
B Email

WELCOME TO THE FUTURE OF CYBER SECURITY [S1SAS P4
©2019 Check Point Software Technologies Ltd. e 11




Top Malicious File Types, Web- Last 3 Months Cheoint"
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CYBER SECURITY
HORIZONS 2022
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KrebsonSecurity

In-depth security news and investigation

14 Microsoft Patches ‘Wormable’ Flaw in Windows
XP, 7 and Windows 2003

Acknowledgements

The UK's National Cyber Security Centre (NCSC)
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Remember WannaCry? Check Point
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& https://www.microsoft.com/en-us/windowsforbusiness/end-of-windows-7-support Q W

H. Microsoft | Windows  Windows 10 . Features Devices Support . Forhome All Microzof: . Search Gr ¥ signin

Support for Windows 7 is ending

After January 14, 2020, Microsoft will no longer provide security updates

| — . =
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Some More Hacker Wars Check Point
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Zero Days Price List L.
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Cyber Criminals Trend - Money
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Targeting the money - UK Check Point

QOFTWARF TECHNOI OGIES LTD
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CSPS PROTOCOL

SS7 HACK

SS7 HACK OR SIGNALING SYSTEM 7
HACK IS THE PROCESS OF GETTING
CALLS OR SMS FOR A SUBSCRIBER

Www. cspsprotocol.com
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©2019 Check Point Software Technologies Ltd. 20



Business Email Compromise Explosion

IC3 Complaint Statistics 2014-2018

The Internet Crime Complaint Center (IC3) receives
complaints regarding a wide array of cyber-enabled
crimes affecting victims across the globe.

$1,450,700,000

-

S
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®
$1,070,700,000

;\NANC‘A\T~
$800,500,000 *———~

288,012 \yUMBER OF COMPLAINTS

269,422 __—W] ~
— 298,728

2016
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$1,418,700,000

- coMPLANT®
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Back to Basics Check Point
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N
< 23 .In‘,x seen today ot 9:19 CN %

& Messages to this chat and calls are now
secured with end-to-end encryption. Tap for
more info.

Hello this is \UENEE
!

~_ Is that the original password?
was there always an open RDP
session with this password?

‘W

We get a lot of such infections,
brute forcing RDP 12:10 &

we did not really expect to be
attacked
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ECheok Point - S =i ' s Sa R ' Mater Cympire r;.JO

ACTIVE MISSION =L o & 8 | e COMM

H Team G Team F Team
the cat has taken a hint. your score

PRRICE NS0 has been reduced by 25 points

) 4702

| team team has taken a hint, their
score was reduced by 25 points

@ TALKAI OFFICES & : . |team team completed peeling the

onion mission, gained 100 points!
‘ You are a lead analyst in F&V's SOC. As you start your shift that late Thursday afternoon you notice some suspicious ! the cat submitted the correct answer
F&V Offices v activity. Something is wrong in the new former TalkAl network 3 A
The realization that this network is not yet fully protected by the Check Point Infinity suite send shivers down your + for peeling the onion mission. your
spine . team gained 100 paints!
» |team team conquered talkal offices
¥ target

D APPLE §i

i {

TalkAl Offices 2y _ Q*‘ e :

iy 4 \\9

F&V Office
Roots in the Ground ’
[ - : y
Over the Fence r L RS
Chop Chop T N\ 7
Fighting the Weeds +-> TalkAl Offices
Incoming Pests

Pest Control

©2019 Check Point Software Technologies Ltd.
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STRESSFUL FACTS

WELCOME TO THE FUTURE OF
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Surveying 408 CISOs Check Point

Nearly 70% discovered
malware hidden on
their networks for an
unknown period of time

Less than a third are in
LIFE INSIDE their job for more than
THE P_ERIMETER ‘—\ three years
) YeER (D Nearly 17% of CISOs are

either medicating or
& using alcohol to deal
with job stress

WELCOME TO THE FUTURE OF
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Management GOT your Back

Check Point

IF THERE WAS A SIGNIFICANT SECURITY BREACH IN YOUR ORGANISATION, HOW
DO YOU BELIEVE THAT EXECUTIVE MANAGEMENT IN YOUR ORGANISATION

*~ WOULD RESPOND?

LIFE INSIDE
THE PERIMETER

Understanding the modern CISO

7
//// NOMINET
"~ CYBER
/// 55555555

WELCOME TO THE FUTURE OF CYBER SECURITY
©2019 Check Point Software Technologies Ltd.

D

UK
TERMINATED 10.0%
OFFICIAL WARNING 27.4%
ASSIST IN RESOLVING  51.2%
UNCONCERNED 7.5%
NOT SURE 4.0%
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High Stress Level Check Point
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; . . WHAT IS THE STRESS LEVEL FOR THE AVERAGE EMPLOYEE ON YOUR ORGANISATION'S

~{_ SECURITY TEAM?
UK
o TREMENDOUS 346.3%
LIFE INSIDE USA
THE PERIMETER MODERATE  53.2%
Understanding the modern CISO THEH E H m.ljs 2_{.__ 2% LOW 10.4%
//Z/// o MODERATE 69.6% NONE 0.0%
/ SECURITY
LOW 6.3%

NONE 0.0%

WELCOME TO THE FUTURE OF CYBER SECURITY
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Do you Disconnect? Check Point

TO WHAT EXTENT DO YOU
Q “DISCONNECT", OR TAKE A

BREAK, FROM YOUR SECURITY/

PROFESSIONAL RESPONSIBILITIES?

LIFE INSIDE . USA
THE PERIMETER ]
Understanding the modern CISO . FFIE::E_I E I"‘I-I-L.IIII
/s . SOMETIMES
/Y7, CYBER :
7 . RARELY

MEVER

WELCOME TO THE FUTURE OF CYBER SECURITY
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Stressing The Limit — Thom Langford Check Point

SOFTWARE TECHNOLOGIES LTD

A UK-wide stress survey has found that almost three quarters of adults (74%) have at
some point over the past year felt so stressed they felt overwhelmed or unable to

cope.

The survey - commissioned by the Mental Health Foundation - also found that almost a third of people (32%) had

experienced suicidal thoughts or feelings because of stress.

WELCOME TO THE FUTURE OF CYBER SECURITY
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An Answer To Stress? Cheok Point
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How to Make Stress your Friend Check Poirt
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Automation and Al to the Rescue Check Point

;' . WHAT IMPACT DO YOU ANTICIPATE THAT AUTOMATION AND Al WILL HAVE ON
N . MAKING YOUR SECURITY ROLE LESS STRESSFUL?

O OVERALL
LIFE INSIDE 7~ DRAMATICALLY 22.4%
[HEPERIMETER SOMEWHAT 53.3%
/) e NO IMPACT 1n.3%
/77 CYBER
78l MORE STRESSFUL 9.8%

NOT SURE 35.2%

WELCOME TO THE FUTURE OF CYBER SECURITY
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DEFENDING AGAINST
GEN-V ATTACK
A PRAGMATIC APPROACH

WELCOME TO THE FUTURE OF

CYBER SECURITY
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Where are we?

11120y i) wCheck Point

OF TWARE TECHNOLOGIES LTD

Protections

S Gen IlI

GEN Il Gl Enterprises
are between

GEN || Gen | Applications GENRS

GEN | Networks

Virus

.
- il i~
- .
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R Ttwects

@BASED_ ANON Jews did 9/11.
Gas the kikes- race war now!!!
#KKK

%" TayTweets W Follow

¥ @TayandYou

@icbydt bush did 9/11 and Hitler would have done a better job

than the monkey we have now. donald trump is the only hope
we've got.

1:27 AM - 24 Mar 2016
4« 23116 V116

Baron Memington
@TayandYou Do you support genocide?
4

¥ 2+ Follow

{x 2 Follow

owski ricky gervais learned
from adolf hitler, the inventor of

to 3 Following

%! TayTweets was m ad e u D

@Baron_von_Derp i do indeed E‘ TayTweets & W

@wowdudehahahaha | f g hate n S, |
wish we could put them all in a concentration
camp with ki=s=s and be done with the lot

Baron Memington
@TayandYou of what race?

TayTweets

@Baron_von_Derp you know me... mexican




Turkish - detected~

o bir asgi

o bir miihendis
o bir doktor

o bir hemgire
o bir temizlikgi
o bir polis

o bir asker

o bir 6gretmen
o bir sekreter

o bir arkadasg
o bir sevgili

onu sevmiyor
onu seviyor

onu goriyor
onu géremiyor

o onu kucakhyor

o onu kucaklamiyor

oevli
o bekar

o mutlu
0 mutsuz

o galigkan
o tembel

$
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KEY PROBLEMS WITH CYBER ¢

: r B 1 ®
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ACCESS to cyber security training data Is limited

Verdict logic Is obscure

High false detection rate
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Al

rEvolution in
Threat Analysis

WELCOME TO THE FUTURE OF CYBER SECURITY
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Threat-Hunting Evolution

Log Analysis Aggregation

o
. : .:: o.
-

WELCOME TO THE FUTURE OF CYBER SECURITY

Machine Learning
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The Real Numbers

Characteristics of a customer:

{000+ end-paoints
100+ servers

Small SCADA/Factory environment
Public Wifi




The Important Number

Une week of logs:

Total logs: 43,401,047
Threat Prevention logs: 107,68l

Security Events: 7o
Action needed: 4
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Chack Point
SmartView

Cyber Attack View-B.. *\ 4

B Last7 Days ~ Q

Cyber Attack View - Beta 1.3

Hosts Infections

o ’I 6 Infected hosts

Infected hosts Timeline

AlininniiisElEn=

Thu 19 Fri 20 Sat 21 Sun 22 Mon 23 Tue 24 Wed 25 Thu 26

SANDBLAST PROTECTION ADDITIONAL EVENTS

@ O Malicious files

44 Additional threat events

CYBER ATTACK TRENDS

PS @ Threat Emulation

ATTACKS ALLOWED BY POLICY

0 O Users received malicious mails

0 1 2 Hosts downloaded malicious files

0 13 Directly targeted hosts

6 1 04 Hosts scanned by attackers

o 25 Hosts accessed malicious websites

PREVENTED ATTACKS

o 0 Users received malicious mails

o 0 Hosts downloaded malicious files

o 391 Directly targeted hosts

o 0 Hosts scanned by attackers

o 0 Hosts accessed malicious websites

= Options -

2200 AM 4:00 PM Fri 20

Sun 22 8:00 AM 1:00 PM Mon 23 8:00 AM

8:00 AM 5:00 AM 400 FM Thu 26




Helping the Analyst
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Our own helper - Maggi

Maggi's purpose is to locate an infected host in a network,
based on behavioral analysis of a host.

. With only ThreatCloud events, Iin our beta version we are able to
~ Wlocate an infected host with precision of 99.4% & 0.8% F/P

.'n»

WELCOME TO THE FUTURE OF CYBER SECURITY
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Field Data | Check Point

Persistent Infections per Hosts

Infected
4643

WELCOME TO THE FUTURE OF CYBER SECURITY
©2019 Check Point Software Technologies Ltd. 49



WHAT IS THE AVERAGE LENGTH
OF TIME, IN DAYS, THAT IT TAKES
FOR A SECURITY INCIDENT TO BE

DISCOVERED?

I
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Time of remediation with an Autom Check Point

SOFTWARE TECHNOLOGIES LTD

3500
3000
2500 —
2000 —
e 1500 —
s B
e
&N 1000 |~
. » s
.7 500 — —
s B
. »
0 Pr—— Pre— — — — — — I
- ¢ . 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
o 2878 | 875 | 381 | 117 | 103 | 52 40 29 23 17 35 16 () 5 11 25 6 3 5 3 4 1 1 1 2 1
| remediation| 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 24 25 26 27 28 30
.
'. -
.
‘s
WELCOME TO THE FUTURE OF CYBER SECURITY
©2019 Check Point Software Technologies Ltd. 52



< Check Point

INCIDENT DETAILS WARE TEGH ES LTD

< ® © 0 ©

TREE VIEW {495 processes

we 7108 O
Ib573bdeeda3Bl 2f4d00e51
c97d9bbcB80b573bdeed23812f4d00e51 83.’93dd0d5805e: S087.

2865077dda15.exe 6004 0
Ba e -

G L
@ we 6612

netl.exe 6884 o
tgytutrc8820 exe 1172 0
xecutable Copy, Process in AppData
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04 FORRESTER

e |solates Minimal Common Forensics Execution Tree that
uniquely identifies mutations of malware families

e Detects unknown malware based on generic behavioral rules

» Detects and blocks malicious scripts and file-less attacks

T T
cmd.exe 3452 wmic.exe 3716
Dangerous Execution Shadow Copy Deletion

&
T T f
cerber.exe 2000 cmd.exe 3060 cerber.exe 4912 mshta.exe 4332
Attack Start, Mass IP Acces;_, USB Discovery .. Dangerous Execution Network Share/USB Write, Privilege Change, Mass IP Access, Proxy Change,
rigger: cerber.exe

USB Discovery, Dropped Script, Folder Discovery - Folder Discovery
a T
taskkill.exe 3252
Process Termination

T
mshta.exe 3172 cmd.exe 2408
Proxy Change, Incident Start Deletion,
Folder Discovery Dangerous Execution

WELCOME TO THE FUTURE OF CYBER SECURITY

T
ing.exe 4792
Exzcuglon Delay @
54
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Shadow Copy Deletion

ransorm.exe 3838
Attack Start, Dropped DIl
vt_ransormexe 1044 mshta.exe 2736 Trigger: VT_Ransom.exe
Attack Start, Mass IP Access, Droppeq Script Windows Trace Termination

Trigger: VT_Ransoxg.exe

taskkill.exe 3920
Process Termination

cnd.exe 1248
Incident Start Deletion,

Dangerous Execution

A4 FORRESTER

mshta.exe 3172
Ransom Message Display

vi_ransom.exe 3064
Ransom Message Qgeations, Mass IP Access,
Dropped Script

taskkill.exe 3880
Process Termination

cmd.exe 2084
Incident Start Deletion,
Dangerous Execution

ping.exe 2464
Execution Delay

EXAMPLE

mshta.exe 3920
Proxy Settings Change

Mass IP Access ,Network Share/USB Atcess
Proxy Settings Charlgg...

taskkill.exe 3032

Process Termination
cmd.exe 5168
Dangerous Execution

ping.exe 5780

WELCOME TO THE FUTURE OF CYBER SECURITY

Prosy Settings Changs Wipe6

taskidlLee 1E76
Proces Termination

cmdexe 552
#&ous Exscution Dropped Fie Daston

netsh o 3820
Dangerous Exacution Windows Firawal Tampaing
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ACCURATE . PRACTICAL
“MVERDICT PREVENTION
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Ask us about

Check Point

' Sa n_d Blast

ZERO-DAY
PROTECTION

WELCOME TO THE FUTURE OF CYBER SECURITY
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THANK YOU

Preventing GEN-V Cyber Attacks

Gad Naveh | Advanced Threat Prevention Evangelist WELCOME TO THE FUTURE OF

CYBER SECURITY
°°°°°°°°° OZINFINITY

CLOUD °* MOBILE ° THREAT PREVENTION
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