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Thales & Gemalto: A New Profile

Revenue*
A balanced

revenvue structure

1 around
Our team Around the world € 9 b n
60% - 40%
80 ooo 6 8 Civil Defence
/4 ., :

~, *Based on Thales and Gemalto reported 2017 consolidated income statements.
employees 4

Innovation

€lbn+

self-funded
R&D* 2017

Does not include externally
financed R&D.
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Thales Cloud Protection & Licensing

Combining existing digital assets in a dedicated global business unit

Secure
Communications Land & Air Defense Ground Digital Identity

& Information Systems Mission Systems et & Security

Systems Systemns

Digital Factory

(Digital Guavus Thales eSecurity

Transfermation (Big Data Analytics) (Cybersecurity)
Accelerator)
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Protecting the entire digital service cycle

r

= Multimodal authenftication
(risk, token, biometric)

= AFIS, Live facial recognition

= Active protection

Access Data Encryption

Management &
Authentication

» Key management

= DP on demand

= HSM, HSE

= Soffware monetization

Digital IDs:
= Personalized smartcards
= Token issuance

= Biometric registries

Cryptographic
Account Delefion

THALES
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Verification
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Traditional security is no longer sufficient

Breaches are growing year-on-year across all sectors

Since May 2018, the EU has received 41,500
nofifications of data breaches

(European Commission)

Annual Cost of Cybercrime by Industry

Banking

Utilities

Software
Automotive
Insurance

High tech
Capital markets
Energy

US Federal
Consumer goods
Health

Retail

Life sciences
mmunications and media
Travel

Public sector

16.55

18.37

15.11
17.84

14.46
16.04

15.78

Us$ millions
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20

Ponemon 2019 Cost of
Data Breach Report
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I The main causes of cyber threats

Main cause of attacks Main cause of damages

IDENTITY THEFT UNENCRYPTED DATA
69~

of breach
incidents
came from _g 8
identity theft S

of breaches involved
unencrypted data
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27

Average number of cloud applications
used by companies
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Why are Cloud Apps Especially Vulnerable to Attack?

| Login page is in the public domain

| Nothing protects the login page except for a

password

| Passwords are typically shared among
applications

» FB breach...

| Privileged users — no barriers in place...

Millions of Office 365 Accounts Hit
with Password Stealers

Phishing emails disguised as tax-related alerts aim to trick users into
handing attackers their usernames and passwords.

A new wave of phishing attacks aims to dupe users and steal their passwords
by disguising malicious emails as tax-related notifications from the IRS.

Barracuda Networks last month flagged a "critical alert” when it detected
attack attempts to steal user passwords. This threat lures victims with
Microsoft 365 Office files claiming to be tax forms or other official documents;
attackers use urgent language to convince people to open the attachment.

Examples of this tactic include files named "taxletter. doc” and phrases like
"We are apprising you upon the arisen tax arrears in the number of
2300CAD." The use of popular file types like Word and Excel, which are
globally known and used, further ensures victims will fall for it.

"Today's documents are far more active ... you're putting in a lot of content,
media, links," says Fleming Shi, senior vice president of technology at
Barracuda, comparing this threat with phishing attacks of the past. "Bad guys
are leveraging the dynamic, active manner of the documents today to
weaponized their files."
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I How STA is positioned in the IAM market

IGA - Iden’ri"ry Governance and Authentication @ =. Microsoft
IAM - Identity and Access Management 7
AM — Access Management P I'OV . ‘% o
2 IGA
.. (o X3
Authorization % l
ORACLE A

IAM

Access Policies

2

SSO

MFA
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I Access Management extends your Security Perimeter

gemalk

a Thales company

@ SailPoint

Protect your
core T

Extend SSO
to all apps

Secure users
identities

They combine to provide secure access for
TOGETHER . .
authorized users to ALL enterprise resources
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I Good Old Perimeter Security

With perimeter defense, there is @ E
only one access poinf — the VPN Email DE

X . B

Travel é

| Financial

File
Servers HR
ﬁ Ne’rwork n

End Pom’rs
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I The New World - Hybrid IT Perimeter

& D
(((

Most enterprises use passwords to authenticate fravel %
to sensitive data in the cloud ] % financiol " Fie bl
| Servers !
" Network :
'\ Storage

ﬁ l":+:"': 'a.ll'l'lazon salesforce mx

web services
paloalio
_.l Ofﬂce 365 6 GlobalProtect
GO gle CYBERARK' i
G Suite th !._II:l]Ii\[:,l
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I The New World - Hybrid IT Perimeter -

@ g
Email B‘é
II X \“
. oy ” T | \
Different users need access to sensitive data P % '.|
stored inside the perimeter and in the cloud ‘.‘ % rreneiel - e R ]
" Network /
. Storage 8
’6? . End Points .

IT Admins \

Standard \
A GlobalProtect

% | | "

~_ CYBERARK |
C-Suite \ ;

G Suite thycotic

~7/
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The New World

Multi-Factor
Authentication

s

IT Admins

W

Standard Users

-

C-Suite

s

S T B Travel
’ \ |
1
1

Access Policies

& ®
w

gl I

Financial File
\ Servers HR
\
\
v Network ,
\\ Storage B )
\ A 4

. End Points ./

SSO
MFA

=

B
siramazon lEEEes
B9 webservices

box

paloalto

CYBERARK' i@
Google

G Suite Thycotic,
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I The New World

Multi-Factor
Authentication

s

IT Admins

W

Standard Users

Access Policies

STA

SSO
MFA

< Dropbox
splunk> CLOUD
APPS
@ box 3
Saas / laas
aas /laa FIREWALL
RADIUS
— PAM
SAML
E\
oIpC
AGENTS On-prem Apps VDI
APIs
vmware cimrix VPN
Horizon View Xen DeSktOp
paloalto wifuafs,

F::=RTINET. €IS

co.
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SafeNet Trusted Access
Prevent Breaches | Secure Cloud Transformation | Simplify Compliance

SafeNet Trusted Access

-

Network

logon

o

Legacy
Web

f\

—*—

S

Orchestration / Business Logic

Policy Management

Risk Assessment

Geo Fencing

Session Management

AUTHENTICATION DEVICES CONTEXT
OTP Push Password  Kerberos Google Windows FIDO 3rd Party
Authenticator Hello
THALES



SafeNet Trusted Access

Supporting the cloud and web-based apps you use...

1 Office 365 Google :'amazon €3
web services

G Suite GoToMeeting
» @ Bring Your Own Apps
“rendesk ¥ slack servicenow $#Dropbox  *bHombookr oy
ORDPRESS

5 - = cimpx £ v Symantec.

X X ShareFile Evﬁgm @ BLUE COAT

JIRA Confluence Mobilelron
= . - SAML 2.0
Ceiors SZDE (P e thycotic, @ - L 2

rupal

generic wizard
SONICWALL SAP Concur M PalONaE,LLgS splunk>enterprise @orkplace 6

oy facebook CYBERARK'
GlobalProtect

and many more...

THALES



SafeNet Trusted Access

Universal authentication methods

@S 0 00 0O

Password  Kerberos OTP Push Hardware 3 Party Google
Authenticator

eMail Voice Pattern-

based

o O

Passwordless Biometric

s

Utilize the MFA
schemes already
deployed

Extend PKI
authentication to the
cloud

Offer the appropriate
level of assurance

Offer convenience with

Passwordless
authentication

THALES



Integrated Windows Integration

| SafeNet Trusted Access can use Windows login to the enterprise
» As an authentication factor in the SSO session

| Enhances convenience:

» No need to authenticate again after logging in with your Windows domain password

® Kerberos (Domain Password Passthrough) When an access attempt occurs. then access is
® Granted
Step 1: Active Directory Setup Denied

Step 2: STA Setup

After authenticating using the factors
Keytab File

Upload tha keytab Fle generated within Active Diractary in Slep 1. + | Password L
9 Active Directory Keytab Flle ® Once per session
. Hide detsils ~

Every access attempt

ACTIVE DIRECTORY DOMAIN PRINGIPAL MAME ¥ Allow Kerberos (Windows Password Passthrough) o
. et e axarmple.com.local HTTP:idp gemalto.com & activedirsctarydomain.corm.ocal
o é =" + | Token Based Authentication (OTP) e
Client Attribute Mapping
Pleasae selact which atiribute should be mapped against the username entered during authertication. Once per session
CLIENT MAME @ Every access attempt
Authenticatian N
LIFM
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PKI/Certificate Based Authentication

Extend cerlificate-based authentication to cloud apps

= SafeNet Trusted Access ~ © A - | @ rouwranc v

Authentication Certificate-Based Authentication

EE Policies and scenarios

Windows A

Certificate-Based Authentication

VALIDITY PER ;!
Jan 20, 2018 - Jan 20, 2020 ON

© Add Trusted Issuer

O

PKI

= Enforce high assurance security across
cloud and web apps

= Simplify access for users with cloud and
web single sign-on (SSO)

= FElevate trust with a choice of PKI and
OTP-based authenticators

THALES



I Manage risk through scenario-based policies

Googl
Qofierss @Y ©00gle IT Admins

Wzendesk  geslack  servicenow

Y ﬁ Standard Users
. < -
IEA c.,n?:{’m @ Sharefile

Policy Scope Default Requirements

o= Users ©

5 attempt occurs, then access is

All Users @ Any of these User Groups:

&hticating using the factors

(| Password ©

A C-Suite
Y. ORACLE ig Once per session
IBISmaxiCloud WEBLOGIC

© Applications @
PP @ Every access attempt

Target Apps Users/Groups

+| Token Based Authentication (OTP) o

Once per session
@ Every access attempt

SafeNet Trusted Access -
.
o Dashboard ®

Access Attempts: History

Define Policies

» Scenario-driven

+ Compliance-focused

* Based on context & risk
+ Set Auth rules by policy

300am

Monitor Risk

THALES




I SafeNet Trusted Access

Configure a policy in 3 mins...

. Powerful policy configuration wrapped in an easy to use policy engine...

‘ Control exactly who, when, why and how users or groups accesses an app

® Who: Include individual users or predefined groups
® When: Specify when groups or users can access an app

¢ Why: Define policies with clear business outcomes:
GDPR compliance, privileged access, admin access

L How: Determine the authentication method for each policy

All it takes is about 3 minutes...

|22 THALES



I Comply simply with regulations

L ]
Health
a1 '
: EEanR ﬁ e I DOAS

Thales solutions

¥y ¥ address
I5A A security across
HEP Gercs N N industry
N _ CERTIFIED
HITRUST =~ @EﬁnﬁL.ANCE FFIEC segments
. =
““““““““““““““““““““ Public el

sector

e o THALES



I SafeNet Trusted Access Protects all Apps and all Users

Privileged Users
Enterprise Apps

®SailPoint

0

Allow, Deny,
or Prompt

Provides SSO across SAML/OIDC applications

|25 THALES



I Move Securely to the Cloud with SafeNet Trusted Access

M Prevent breaches
B Enable cloud fransformation securely

M Simplify compliance

|26 THALES



I Access Management - Your Partner for the Long Terms

en=r JAON
HFASL AN

- 30 years in Identity & Access

"'ll

quqgemenf ' Empower Results”
- More than 25,000 IAM customers and +
more than 30 million users &5 Kimberly-Clark AL

AEROSYSTEMS

- Pioneer in cloud-based
authentication, with more than 4.5

pie. United

million paying subscribers Tochmologies

I
(ST

roing moaey for bether

- PKI authentication leader

CYBER Biue Crose
SECURITY :

EXCELLENCE

Q
&
~+

AWARDS

L WINNER %

2019
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Data Economy

D1
L

» 13 New Songs Added

Spotify
15,220,700 Sent v
Twitter

Text

» 456,000 Tweets send

LI 1L A/ 7 AN 1 L

2.5 Quintillion b}i’res a day

Riders take 45,787 trips " Uber

»~ Conducts 3,607,080 searches

Google

Uses 2,657,700 GB of Internet Datd Americans

Amazon ~>  Make $ 258,751.90

Source:


https://www.domo.com/learn/data-never-sleeps-5?aid=ogsm072517_1&sf100871281=1

Attacks are overcoming traditional security methods eve
minute

2,600,968,280

Records exposed in 2017

a result of

1,765

data breaches globally.

EVERY MINUTE EVERY SECOND

Numberofrecords = _<ESEeS” / | \ /1 N (1 \N___ o
compromised

125,940 296,914 4,949 82

96% of all data breaches involved data that was NOT
ENCRYPTED
THALES

: 2017 Breach Level Index






Nation States
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Iﬁ

Duqu, “Son of Stuxnet”

* Whatitis + Whatitdoes
= Atrojan announced by = System profiler and info-stealer
Symantec on 20 October 2011 * Exfiltrates datato C&C servers

. Unspecified companiesin
* Whatittargets France, Netherlands,

= Microsoft Windows Switzerland, Ukraine, India, Iran,
+ How it spreads Sudan, Vietnam, UK, Austria,
Hungary, Indonesia...

« Whodidit
No attributionto date

Zero-day exploitin Microsoft
Word documents

= Why “Son of Stuxnet”?
o Methodology and portions of code identical to Stuxnet
o Effects and purpose appear different




Organised
Gangs

(Cybercrime
AAS)

Nation States
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HACKING TOOLS & SERVICES

Products ~

$12.99 (See more details on page 10)

THREATS ~ CATEGORIES ~

1,000 - 10,000 accounts $15 - $40

id> — rFassword cracking service

v

Nice introduction

Manthly Basic Rental $750 | Monthly Full
Rental $1,200 | Monthly Suppart $150

RESEARCH

ATM malware is being sold

Day $80, Week $500, Month $1,400

Unlimited Traffic, Day $2,000
Unlimited Traffic, Month $15,000

Your victim details

“where did you heard
about us?”

——
etis

nets, RATS, virus, ransomware and malware creation.

Lite exploit builder $650
Full Version $1,000
$100
) $50
$1,500
Free test . for :contactme “There are disci
serious regular clie $300

customers”

Week long attack $500 - §1,200

$700 - $1,500

ng Tutorials

Multiple Tutorials $5 - $50

Elitehackingservices *

*

B-2017, 01:24 AM (This post was last modified: 11-26-2017, 03:08 PM by Elitehackingservices.)




How Are We Prepared For Cyber Attack

The intention is not just to defeat the defence
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Tradition

On-Premises
(legacy)

Conversation

Friends

Beer

Pizza

Fire

Oven

Electric / Gas

Homemade

[coveme
=N
e
2N
N
o
=

==

~

Infrastructure as a

Service
(laaS)

Conversation

Friends

Beer

Pizza

Fire

Oven

Electric / Gas

o Yl oron
=
—
W
— W
—
—
==

Communal

Kitchen

http://www.paulkerrison.co.uk

Containers as a

Service
(CaaS)

Conversation
Friends
Beer
Pizza
Fire
Oven

Electric / Gas

Bring Your Own

. You Manage

Platform as a

Service
(PaaS)

Conversation

o Yl oo
N N
N
-~ Wi
W
- W
2| | 2
S XS

Friends

Beer

Pizza

Fire

Oven

Electric / Gas

Takeaway

. Vendor Manages

gyfjpizza as a Service 2.0

Function as a

Service
(FaaS)

Conversation
Friends
Beer
Pizza
Fire
Oven

Electric / Gas

Restaurant

Software as a

Service
(SaaS)

Conversation
Friends

Electric / Gas

Hardware



Ten Years worth of problem in six months

Traditional Datacenter Cloud
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Access Conirol Simplified
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PEOPLE

ENVIRONMENT

0101010
1010101

1100101

DATA

PROCESS
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$1

PEOPLE
I | T
EMPLOYEES 3RD PARTIES CONTRACTORS
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I What's Wrong With Passwords?

4 N T

We knew the problem The solution was to increase the

with static passwords security of the passwords
even before we however everyone forgot to
|ﬂ started to use them in consider how many posswords-l- HALES

cyber space humans can remember.



< MobilePASS+

_ Please enter your credentials to login. oo ard NN
Office 365 7191114 —

3(6|3[|9(6

417|0|8(8

2|6(5|2(5

3(915(0]|2

Response |
o ey
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Where To Enable Two Factor A

Cloud
Applications

Linked [ sl \Microsoft
Gisco Por Wl Azure
webex
amazon
GoToMeeting workday. webservices”
Pl °
BIGMACHINES® airwatch™ RightNow n Office 365
12 Check Point e
postini&f BlllE EUAT Cencur CYBERARK'
alvalny Taleo
GOOglE' amazon CISCO
~ . SAML/
mimecast ADR 3.0
§ =
- = %{*
Online g >
Storag
e Disaster Applicat
Recover ion
% Hosting
CIot{d SAML/RADIUS
Services Access
8 Gatewa

< = S -/ E
cB
okens & Users
49 Self-Enrolment / “’ LDAP / Active
ervice Directory

. s

o

L
Directory
Sync
Agent
Ld
&
&
&
&
L4
Ld
Ld
&
&
&
&

N

J.

LDAP / Active
Directory

L
LDAP / Active
Directory

Agent
OWA, WinLogon,

1IS, RDWeb /
RDGatewa

SAML/

ADFS 3.0

LDAP / Active
Directory

S THALES
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User Experience vs Security

&

— 228

=

'Choose very complex password

lfi;*v
: .| )
J |
) H_ i 2 l IJ-J ',.
TS |
J | 4| [ J
V!,V ‘) ) #) )
‘5‘/'
i/
7
£/

ch application



Networ
k

()
Orchestration / Business Logic

Policy Management Risk Assessment SSO Session Management

AUTHENTICATION DEVICES (o{e] 1154}

V@ a0®< | 4] 0
OTP Push Windows  p5o 3 party o

Hello

PKI Password Kerberos

ls2
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Data Security Simplified
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DB

DATA LOCATIONS

FILE

0101010
1010101

1100101

FOLDER

VM

NETWORK

THALES



0101010
1010101

1100101

Pl CREDIT CARD HEALTH CARE

TRADE SECRETS
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SOLUTIONS

0101010
1010101

1100101

AUTHENTICATION ENCRYPTION KEY MANAGEMENT ROOT OF TRUST

|s¢ THALES



#1: Why is Encryption Secure?

Example: AES128 = 3,4 x 10%Keys
Assuming
a Super Computer can calculate ~ 1 Billion Keys / second,

we have 100 Super Computers,
we find the key in the 1%.

inding the Key takes 10%“ years. Universeis 10" years old.

THALES



I Attacks On Cryptography

= Ciphertext-Only attack * Rainbow Table
* Frequency Analysis

= Birthday Attack

= Known Plaintext
= Chosen Plaintext

. = Social engineering for key
= Chosen Clpherfexf discovery

= Differential cryptanalysis - = Dictionary Attack
Side Channel attack

= Linear cryptanalysis

= Brute Force

= Reverse Engineering

= Implementation attacks » Attacking the random number

= Replay attack generators

. = Temporary Files
= Algebraic perary

B THALES



I Is “just” Encrypting data good enough?

» Ransomware

x Database encryption with

weak access controls

) FU ” DlSk e ncryp'hon Wl'l'h Path of Least Resistance: Break the Lock or Steal the Key?

user-name & Password

E THALES



I #2: Why do we need external Key Management?

No one tries to crack encryption by calculating the
keys...

It's easier to use the key and decrypt
the data

eparate Keys from Data and Store/Manage Keys securely

|so THALES
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Data Encryption Simplified
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I Where to Encrypt and Manage Keys?

Application

se
F File/Folder

System
Vi

at
YP

|2 THALES
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Data Protection

Protect Everywhere

Data Center

=1

Applications

Virtual

Network

|64 Gemalto Confidential

Now Available On Demand

Protect Everything

SAFENET DATA PROTECTION ON DEMAND

KEY
MANAGEMENT

ROOT OF
TRUST

@ party
framework

* *
0..“$

ROLICY MANAGEMENT

& REPORTING MARKETPLACE

Payments &
Transactions

(¢

F

Personal
Data

S—
b
—""@

Big Data
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I Benefits for Customers

Designed to offer security-as-a-service quickly and easily

Easy to integrate into

Zero upfront White labelled
E’l hundreds of
investment u versions asglicr:tizss
@ Centralized =  Multi-tenant User friendly
management O==  (apabilities marketplace
Q Cloud-based 1 x Third-party AP {éﬁ Automated:-
pricing support 2 giployments,
illing, etc
THALES
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Thank you

peter.wilbrink@thalesgroup.com
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