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Executive summary

Data Services Cloud Console (DSCC) enables a cloud operating and consumption experience for your storage and streamlines data
management across your environment. It allows you to leverage unique features such as intent-based provisioning and intelligent quality-of-
service. And it is all managed globally through a cloud portal accessible from anywhere, on any device.

DSCC also allows you to deploy your new data infrastructure in minutes with automated discovery and activation. You cable up the system,
power it on, use either the mobile app or the Cloud Connectivity Wizard to enter a minimum amount of networking information, and then use
the DSCC Setup Service to complete the deployment. The Setup Service is a cloud-based application that uses wizards to guide you through
sefting up and initializing a newly installed HPE Greenl ake for Block Storage system built on HPE Alletra Storage MP. Its blueprint feature
streamlines the initialization process with the use of custom, user-defined templates that can be applied to one or more systems. For
example, if you have multiple systems that share the same settings, such as an NTP server and support contact, you could create a blueprint
and then apply it to each system so that the Setup Wizard will be pre-populated with the appropriate data. The Setup Service is particularly
useful if you are setting up multiple arrays because you can initialize all the systems simultaneously from a single console.

Document purpose

This technical paper is designed for anyone who is deploying a new HPE GreenlLake for Block Storage system in their environment. It walks
you through all the steps required to get an HPE Greenl ake for Block Storage array up and running. This process includes everything from
the point when the hardware is installed and cabled, through the connection and onboarding to DSCC, to the initialization of the system
using the DSCC Setup Service.

Overview

The software initialization of an HPE Greenl ake for Block Storage array built on HPE Alletra Storage MP is done primarily in the cloud in
DSCC. Only a short pre-initialization is done on the array by using either the HPE Cloud Connectivity Wizard or the HPE Storage
Connectivity mobile application. You need enter only enough networking information into one of the two tools to make the initial secure
connection to HPE GreenLake. After that, control quickly transitions to the Setup Service in DSCC where the bulk of the system initialization
takes place. The following section provides a brief overview of the process.

Initial connection to the storage array
To make a secure connection to HPE Greenl ake, you must first connect to the storage array on-premises and enter some basic networking
information.

You have two options for entering this network information:

» The HPE Storage Connectivity mobile application runs on iOS and Android™ devices and can be used to connect to the array via
Bluetooth. The app can then be used to enter the networking information.

« A two-step process can be used to make the inifial connection to the array with the server-based Windows-based HPE Discovery Tool or
any multicast Domain Name Server (mDNS) client on a Linux® or Apple® device. Those tools then return a link that can be used to
connect fo the storage and run the Cloud Connectivity Wizard from your browser.

Both methods allow you fo enter enough networking information to make the initial secure connection to DSCC through an encrypted
(MTLS) link using the device certificate that is installed on the array in the factory. The Setup Service is then used o perform the software
initialization.

Onboarding to HPE GreenLake and DSCC

A subscription key that allows you to onboard a system to HPE GreenlLake and manage it with DSCC is loaded onto every HPE GreenlLake
for Block Storage system in the factory. The subscription key and the system serial number are used to onboard the device to the instance of
DSCC that is physically closest to the data center. If this is your first fime accessing HPE Greenl ake, you will also be prompted fo create a
new user ID and workspace for your organization.

You have three options for obtaining the subscription key:

 You will receive an email from Hewlett Packard Enterprise with instructions to log on to the HPE Software Center to obtain the
subscription key. If you use this method, you can onboard an HPE Greenl ake for Block Storage array at any time, even before the storage
arrives on-site.

e The subscription key is provided in the box the system ships in.

E—
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« If you use the Cloud Connectivity Wizard to connect to the storage array, the array makes a connection tfo HPE Greenl ake, which finds the
array in its database and returns its unique subscription key in the last step of the Wizard. (Note that the subscription key is not provided
on-screen in the mobile application.)

Initializing the system in the DSCC Setup Service
The initialization of the storage array is performed through the DSCC Setup Service. With the assistance of the Setup Service Wizard, you will
be guided step-by-step to input all the necessary settings for initializing the system.

You have the option to use blueprints that you previously created to facilitate the process. Blueprints are a kind of custom template that
reduces the amount of information that must be entered manually each time. This option can be a significant time-saver, especially if you are
onboarding multiple arrays at the same ftime. With a new DSCC service called “Secrets,” you also can securely input user IDs and passwords
into blueprints.

After an HPE GreenlLake for Block array has been onboarded to DSCC, you can apply a blueprint even if the array has not yet been
physically installed. You can opt to automatically start the initialization process when the array is powered on and connected to DSCC.
Alternatively, you can pause the initialization until it is manually friggered at your convenience.

When the process is complete, the device is successfully initialized. The connection between the storage array and DSCC is finalized, and you
are ready fo manage the device.

A comprehensive step-by-step description of the initialization and onboarding process is provided in the following sections of this paper. A
video of the onboarding and initialization process is also available at youtu.be/U3XuDY9L eg.

Discovering the HPE Alletra Storage MP

There are two options for discovering the storage array and entering enough networking information to make a connection to DSCC: the
HPE Storage Connectivity mobile application that runs on iOS and Android devices and the server-based options.

Option 1: HPE Storage Connectivity Bluetooth mobile application

Every HPE Alletra Storage MP system is configured by default with a Bluetooth dongle that can be connected to a USB-C port on the
chassis discovery module (CDM) on the back of the controller nodes. The HPE Storage Connectivity mobile application then allows you to
detect the storage device from a phone or tablet and set the networking details.

Figure 1. CDM on the back of an HPE Alletra Storage MP controller node. The Bluetooth dongle can be connected to the USB-C port

You must enter the following information into the HPE Storage Connectivity application:

» Networking: The permanent IP address of the array plus the netmask and gateway addresses that will be used for array management
» DNS server: The IP address of a DNS server
» Proxy: If a proxy server is in use, enter the address of the proxy server and the port the proxy server is using

e NTP: The address of an NTP server


https://youtu.be/U3XuDY9L_eg
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Figure 2. Entering the networking information into the HPE Storage Connectivity application

To run the HPE Storage Connectivity mobile application, complete the following steps:

1. Download the HPE Storage Connectivity Mobile Application from either the Apple App Store or the Google™ Play Store.

2. Start the HPE Storage Connectivity application. Ensure that Bluetooth is connected.

3. When the app first connects to the storage, it pre-populates settings that the array has discovered from the local network. These settings
need fo be updated with a configuration that will allow the system to connect o the cloud. In the next screen, you will need to enter the
seftings into the app. Click Connect to advance to the next screen.

4. In the Initial Configuration screen, enter the network information, and then click the right-pointing arrow.

5. Review the information, and then click Deploy. The network information is sent to the array. The array then uses this information to
connect to DSCC.

Note

If you are unable to make a Bluetooth connection to the storage array, try turning off Wi-Fi on your mobile device. That frequently resolves

any issues.



https://apps.apple.com/us/app/hpe-storage-connectivity/id1622409907?itsct=apps_box_badge&amp;itscg=30200
https://play.google.com/store/apps/details?id=com.hpe.lightbringer&pcampaignid=pcampaignidMKT-Other-global-all-co-prtnr-py-PartBadge-Mar2515-1
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Option 2: Server options with a physical network connection
If you prefer to use a physical network connection to connect to the storage array, Hewlett Packard Enterprise recommends using the
HPE Discovery Tool on Windows to discover the array. However, you can also use an mDNS client on a Linux or macOS system.

HPE Discovery Tool

The Discovery Tool is based on a Windows operating system. This tool discovers the IP address of an uninitialized HPE Alletra Storage MP
array and enables you to make the initial connection. After you enter the serial number of the storage array info the dashboard of the tool,
the tool calculates the possible link-local IP addresses for this serial number. The Discovery Tool tries to connect to those addresses until it
receives a response. The ool does not use mMDNS. The following network connectivity requirements apply to the computer you are using to
run the Discovery Tool:

e The computer must be on the same subnet as the storage array.
e The computer must be on the same switch; it cannot be routed.

e The computer must have only one active network connection. If it has more than one active network connection, the additional
connections must be disabled while the Discovery Tool is running.

You can download the Discovery Tool from the Software page of My HPE Software Center. After you have signed in, use this link to
download the Discovery Tool.

To run the Discovery Tool, complete the following steps:

1. Launch the Discovery Tool.

2. Enter the serial number of the storage array and click Search. The Discovery Tool locates the IP address of the storage array and
provides a URL that you can use to access the HPE Alletra Storage MP array.

3. Select the provided URL and click Launch. The Discovery Tool launches a browser, and the Cloud Connectivity Wizard is displayed.

&= HPE Discovery Tool (1.2.0) X
File Help
| — EULA
Hewlett Packard
Enterprise

HPE Discovery Tool

Select the network type, enter the system serial number and
click Search. This computer must be on the same subnet as
the amay

Networktype @ IPvd O IPv6
Serial number [4WW 1234567 } Search

Ciick Launch to open the Ul

[ tarch ]

® Copyright 2019-2023 Hewlett Packard Enterprise Deveiopment LP

Array found

Figure 3. HPE Discovery Tool after the HPE Alletra Storage MP array has been discovered

Linux or macOS system discovery

If you do not have a Windows computer, you can use any mDNS client on your Linux, HP-UX, or macOS computer to discover the array and
launch the Cloud Connectivity Wizard. To use an mDNS client, first make sure that port 5353 is open, and then enter the following address
into the browser: alletra-<system-serial-number>.local/

1


https://www.hpe.com/downloads/Alletra9000DiscoveryTool
https://myenterpriselicense.hpe.com/cwp-ui/product-download-info/R1P30-63011/1.1.0/sw_free
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For example, if the serial number of the array is 4UW1234567, you would enter alletra-4UW1234567.1ocal/. This process connects
you to the Cloud Connectivity Wizard on the storage array. From that point onward, the process is the same as with the Discovery Tool and a
Windows computer.

Running the Cloud Connectivity Wizard
If you used the Discovery Tool or mDNS client to discover the array, the next task would be to run the Cloud Connectivity Wizard. If you used
the mobile app, you can omit this step.

The Cloud Connectivity Wizard is launched in a browser and runs on-site on the array. It can best be thought of as a pre-setup process that
requires you to enter only the networking information that is needed to allow the array to connect to DSCC through the secure tunnel.

Note

Depending on the configuration of the DHCP server and if a proxy server is not used, the HPE Alletra Storage MP system might be able to
connect to the HPE GreenlLake Cloud without requiring additional networking information. If this is the case, you can choose o bypass
running the Cloud Connectivity Wizard and proceed directly to onboarding the device. This method requires either retrieving the
subscription key from the box the storage array was shipped in, or alternately logging on to My HPE Software Center to activate your DSCC
subscription and receive the key.

The following information must be entered into the Cloud Connectivity Wizard:

» Networking: The permanent IP address of the array plus the netmask and gateway addresses that will be used for array management
» DNS server: The IP addresses of at least one and up to three DNS servers

Network

Enter the network information below fo allow this system fo connect fo the HPE Data Services Cloud Console. Network configuration can be updated at a later date if needed.

* IP address
* Netmask

* Gateway

Add DNS Server

Enfer up to 3 IP addresses of the DNS server or servers that are responsible for the domain. At least one DNS server is required.

* DNS server IP address 1

|
Figure 4. Entering the networking information into the Cloud Connectivity Wizard

o Proxy: If a proxy server is in use, check the box to select Use proxy. If that option is selected, you must enter the address of the proxy
server and the port the proxy server is using. Optionally, you can also enter a proxy server username and password.


https://myenterpriselicense.hpe.com/cwp-ui/auth/login

Technical white paper Page 8

Proxy

Connecting to the HPE Data Services Cloud Console requires an HTTPS connection fo the internet either directly or using a proxy server. If a proxy server is required check the box and enter the proxy server details.

Use proxy

* HTTP Proxy Server

* HTTP Proxy Server Port
Proxy Server Username
Proxy Server Password

Confirm Proxy Server Password

Figure 5. Entering the proxy server information into the Cloud Connectivity Wizard

» Time: You have the option of entering either the time or the address of an NTP server. If the time is entered manually, it is very important
to verify that it is the correct tfime. If the fime entered is not within two minutes of the actual time, you will experience issues when trying
fo onboard the storage to the HPE GreenLake Cloud. Hewlett Packard Enterprise highly recommends that you use an NTP server instead

of manually entering the time. If you enter the time manually during this step, you must provide the address of an NTP server when you
complete the initialization in DSCC.

Time

HPE Data Services Cloud Console security requires this array fo have accurate time configured. We recommend using a frusted NTP server fo ensure time is correct.

@® NTP
O Manual

* Time (NTP) server

* Region

America v
* Country/State/City

America/Adak (UTC-10:00) v

Figure 6. Entering the time information into the Cloud Connectivity Wizard

After all the information has been entered and confirmed, the array takes a few minutes to apply the settings and make an initial connection
to the cloud. Each HPE Alletra Storage system ships from the factory with a device certificate installed. The array connects through an mTLS
encrypted tunnel to HPE Greenlake. The device and the customer are validated, and HPE Greenl ake returns the subscription key that will
be used to onboard the array to HPE GreenlLake along with the system serial number. If the wizard returns an error because you enfered

something incorrectly, a Modify button allows you to go back and make any necessary changes. After those changes have been made, the
process continues where it left off.

1
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After the Cloud Connectivity Wizard has completed successfully and the system is connected to the HPE GreenLake Cloud, it displays 100%
Finished as shown in Figure 7. The subscription key for the HPE Greenlake for Block Storage array will be visible on the screen.

Make a note of the key because you will need it to onboard your array to DSCC. Click Launch Data Services Cloud Console to launch
HPE GreenlLake and onboard the array to DSCC.

[0 HPE Cloud Connectivity Wizard

Connecting to HPE Data Services Cloud Console.

Finished

Applying network settings 100%

Setting up date and time 100%

Checking Data Services Cloud Console connection 100%
100% ]

Your system Is now connected to Data Services Cloud Console.

You may now complete your configuration In Data Services Cloud Console.
Your subscription key Is HBO91
Modify Launch Data Services Cloud Console

Figure 7. Successful completion of the Cloud Connectivity Wizard showing the subscription key used to onboard the system to DSCC

Logging on to HPE GreenLake

To log on to HPE GreenLake, you can either click Launch Data Services Cloud Console in the Cloud Connectivity Wizard or go directly to
console.greenlake.hpe.com. If this is the first time you are accessing HPE Greenlake, you must create your user ID and an

HPE Greenlake workspace before you can enable management of an HPE Greenl ake for Block Storage array. If you already have a user ID
and workspace, you can omit this step and go directly to Step 4.

This document includes instructions for creating a workspace and user ID. The process is also covered in detail in the HPE Greenl ake Edge
to Cloud Platform User Guide, which is available in the Help area of HPE GreenlLake.

The following are resources and links to a series of four short videos on the process:

o HPE Greenl ake Edge to Cloud Platform User Guide

o HPE Greenl ake for Block Storage: Cloud Enablement Quick Start

e Videos:

Creating a New Company Account

Adding Data Services Cloud Console App

— Adding Permissions to Access the Application

- Adding and Assigning a Device

You can also view the videos by selecting Getting Started from the list of help options. (You can access HPE Greenlake Help by clicking
the question mark at the fop right-hand side of any page.)

Creating an HPE GreenLake user account

The first fime you log on to HPE Greenlake, you are prompted to sign up and create a user account. If you already have an HPE InfoSight or
HPE Passport account, you can use those credentials to sign in. To begin, click Sign up at the bottom of the Sign In screen as shown in
Figure 8. Then follow the steps in the HPE Greenl ake Edge to Cloud Platform User Guide.

1


https://console.greenlake.hpe.com/
https://support.hpe.com/hpesc/public/docDisplay?docId=a00120892en_us&page=index.html
https://support.hpe.com/hpesc/public/docDisplay?docId=a00120892en_us&page=index.html
https://support.hpe.com/hpesc/public/docDisplay?docId=a00120892en_us&page=index.html
https://support.hpe.com/hpesc/public/docDisplay?docLocale=en_US&docId=sd00002403en_us
https://common.cloud.hpe.com/static/media/Part1-Creating-and-Orginization.cda6ed735f55791d3b97.mp4
https://common.cloud.hpe.com/static/media/Part2-Adding-an-Application.89fcb78d29f3cc693356.mp4
https://www.hpe.com/h22228/video-gallery/us/en/1084793c-b2f0-49e2-9d68-d33347b98c43/data-services-cloud-console--adding-permissions-to-access-application/video/
https://common.cloud.hpe.com/static/media/Part4-Adding-And-Assigning-A-Device.ee01fd5b5763019e042e.mp4
https://support.hpe.com/hpesc/public/docDisplay?docId=a00120892en_us&page=GUID-939C79FE-3436-4159-98B4-6DC90B5A3DE6.html
https://support.hpe.com/hpesc/public/docDisplay?docId=a00116832en_us&page=GUID-3FA59F67-2ADE-4ED1-86CB-6B50134AB30B.html
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Sign In

Username

|

Remember me
Next
OR

Sign in with SSO

Need help signing_in?

V' 4

Don't have an account? Sign up
Figure 8. Click Sign up to begin the process of creating an HPE Greenlake user account

Creating an HPE GreenLake workspace

An HPE Greenlake workspace is associated with the devices for your company along with any users that are authorized to manage or view
those devices. Typically, a company has only a single workspace. However, if you have multiple discrete environments, it is possible to have
multiple workspaces. Later, you will have the opportunity to invite other users from your company fo the account so that they can view or
manage the HPE Alletra Storage array, depending on the permissions that they are given. A device can belong o only one workspace, but a
user may be authorized for multiple workspaces.

After creating your user account, you will be prompted fo create a new workspace for your company when you first log on to
HPE GreenLake.

Follow the steps in the HPE Greenl ake Edge to Cloud Platform User Guide fo enter the required information and create the workspace.



https://support.hpe.com/hpesc/public/docDisplay?docId=a00120892en_us&page=GUID-C335D790-5166-406F-B0B8-C93AB46A2C76.html
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< Back

HPE GreenLake

Set Up Workspace

Fill in details to create your team's
HPE GreenlLake workspace.

Workspace Name*

‘ Workspace Name ‘

Workspace Country®

‘ Select Country v ‘

Street Address”

‘ Street Address ‘

Street Address 2 (Optional)

‘ Apt, Suite, Building (Optional) ‘

City (Optional)

‘ City (Optional) ‘

State (Optional)

‘ State (Optional) ‘

ZIP/Postal Code

‘ Zip/Postal Code (Optional) ‘

Phone Number

‘ Workspace Phone Number (Optional) ‘

Emall

‘ Email Address (Optional) ‘

‘—| By checking this box, you accept the Legal Terms
- on behalf of your organization.

Figure 9. Creating a new HPE Greenl ake workspace
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Note

HPE GreenlLake workspaces were formerly called “company accounts.” This was not a functional change but merely a name change that

made it easier fo distinguish between a user account and a workspace.

Deploying the Data Services Cloud Console application for an HPE GreenLake workspace

Data Services Cloud Console is the application within HPE Greenl ake that provides unified data operations and management for an
HPE Alletra Storage array. You must select the Data Services Cloud Console application from the Applications Catalog and add it to your

workspace. To deploy the DSCC application, use the following procedure.

1. From the main dashboard, select the Applications tab.

2. Click View Available Apps.
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[ HPE GreenlLake

= Menu

Applications

Discover and provision applications.

My Apps My Apps Choose Region

all_regions v
Available Apps View all the applications added to your account.

No Apps Added

It doesn’t look like you have added any
applications yet. Review your available
applications to add an app.

View Available Apps

Figure 10. Click View Available Apps to add the Data Services Cloud Console application to your company’s account

3. Select Data Services Cloud Console.

4. DSCC has multiple instances around the world, so you must also select the geographical region or regions that are closest to your
company’s storage arrays. Select a region to deploy. If you have additional regions, you can come back and deploy those after the first
one has been set up.

5. Click Set up Application.

If you have only a single geographical region, you may omit Steps 6 through 9 and proceed directly to adding DSCC permissions to your
user account. If you do need to deploy additional geographical regions, follow these steps:

6. Select the Applications tab at the top of the screen.
7. Select Data Services Cloud Console.
8. Click Add Region.

Q. From the drop-down list, select the region you would like to deploy and click Deploy.

Adding DSCC permissions to your user account

Your HPE Greenlake user account must have the correct DSCC role assigned for you to be able to manage the HPE Alletra Storage array.
Without the proper role, you cannot access the DSCC Setup Service, which is needed for the next step in the initialization process. If you
created your workspace, you will automatically be an account administrator for the HPE Greenlake platform. In this step, you will assign
yourself as the DSCC Administrator so that you can also manage the associated storage arrays.

Figure 11 shows a view of DSCC before the necessary role is added to a user account. Only a subset of the apps is available until you add
the correct permissions. Adding those permissions to a user account is shown in Figure 12.
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HPE—_— oo
GreenLake

Data Services Cloud Console

Welcome to Data Services Cloud Console

Backup and Recovery CloudPhysics

Automated protection with rapid Quickly analyzes your data center
recovery and cost efficient long ferm infrastructure to reveal cost and
retention. performance optimizations.

Figure 11. The services you might see in DSCC before the necessary role and scope permissions are added to your user account

Configuring the DSCC Administrator role for the Data Services Cloud Console application
The DSCC Administrator role must be added to the user that will be used to onboard the HPE Alletra Storage array. The HPE Greenl ake

Edge to Cloud Platform User Guide contains the detailed instructions.

» Role: The user who created a workspace is automatically assigned administrator privileges for the HPE GreenlLake platform for that
organization. The role of DSCC Administrator is not added automatically; it must be added manually to the user account.

» Additional resource restrictions: You should not assign any resource restrictions to this user account; the account should retain full
permissions for management of a storage array. Accordingly, the toggle to Limit Resource Access should remain off.


https://support.hpe.com/hpesc/public/docDisplay?docId=a00120892en_us&page=GUID-AE205D03-7B87-4722-93F8-79A9ECD51D78.html
https://support.hpe.com/hpesc/public/docDisplay?docId=a00120892en_us&page=GUID-AE205D03-7B87-4722-93F8-79A9ECD51D78.html
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Figure 12 shows an example of assigning the DSCC Administrator role to a user account.

Assign Role to Nancy

Select a service manager and configure user access through roles and policies.

Service Manager™

[ Data Services Cloud Console

Role*

[ Administrator

Additional Resource Restrictions
Set restrictions to further limit resource access. See how Resource Restriction Policles can improve security.

l LImit Resource Access

Figure 12. Assigning the role of DSCC Administrator to a user account

Figure 13 shows a view after the role of Administrator has been added to DSCC. The DSCC Setup Service, Data Ops Manager, Block Storage,
and Intent-based Provisioning tiles are required to manage an HPE GreenLake for Block Storage array, all these services are now available.
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Data Services Cloud Console Q

Welcome to Data Services Cloud Console

[=]s)
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Backup and Recovery Block Storage CloudPhysics Disaster Recovery
Automated protection with rapid Simple and easy to provision, protect, Quickly analyzes your data center Recover in minutes to a point just
recovery and cost efficient long term and manage block storage that meets infrastructure to reveal cost and seconds before with always-on
retention. your application needs. performance optimizations. replication for virtual machines.
VRV e N o A 4 R

( ) ( ) ( 2 ) ( )

L Learn More ) L Launch ) L Launch (2 ) L Launch )

Data Ops Manager HCI Setup Service Storage Fabric
Simplify storage management at scale Global lifecycle management of HCI Simplify new storage systems setup at ManagemenT
with fleet-wide management and infrastructure and virtualization scale with fleet-wide configuration.

Accelerates configuring, monitoring,

monitoring. resources. and managing Storage Fabrics.

I( Launch >| \( Launch > l( Launch )\ I( Launch )l

o & v=
Intent-based Audit Dual Authorization Tasks
Provisioning

Monitor all user-initiated activity Prevent any data loss by requiring Monitor asynchronous tasks across
- t witl val of two a zed in U i

Simplify provisioning with automatic across your fleet with a single audit approval of two authorized individuals your data services.

optimized app deployment across your °g- to execute an operation

fleet.

|/ Vi \I \/ Vi \1 l/ Vi \I |/ Vi \i

iew iew iew iew
AN J/ AN J/ AN J/ AN J/

Figure 13. View of available services in DSCC after the role of Administrator has been added

Inviting users to your workspace

You always have the ability to invite others from your company to manage the storage arrays in your HPE Greenl ake workspace. You can
failor their permissions to align with the appropriate account privileges by selecting the role that best applies. You also have the option o
create a Resource Restriction Policy that will limit their access to specific resources. For more information about adding permissions to a user
account, see the Identity and Access section of the HPE Greenl ake Edge to Cloud Platform User Guide.

You can invite additional users at any fime. Use the following procedure to send an invitation:

1. From your company’s main dashboard, select the Invite Users box.

2. As shown in Figure 14, enfer the email address of the person you want to invite. From the drop-down list, select an HPE GreenlLake role.
The roles for managing an HPE Greenl ake for Block Storage array appear in Table 1.

1


https://support.hpe.com/hpesc/public/docDisplay?docId=a00120892en_us&page=GUID-49C2FD3B-8EFD-48A0-A84C-E6A15141689A.html
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3. Click Send Invite.

Invite User

Enter email address and assign a HPE
GreenLake role to get them started.

Emall Address™
Enter emall address
By providing the email address of a new user you

confirm that you have permission fo do so.

HPE GreenLake Role”

{ Select Role

Emall Address (Optional)
Use the field below to enter a contact email address.

{ Enter emall address

This will be visible on the invitation.

Figure 14. Inviting users to your company’s account

4. You will now need to assign the appropriate permissions for the user to access DSCC. From the main dashboard, in the Assign User
Access box, click Assign Roles.

5. Select the user you just created.
6. Select Data Services Cloud Console as the application.
7. Select the appropriate role. The DSCC roles that are available for managing HPE GreenlLake for Block Storage arrays are listed in Table 1.

Table 1. Built-in DSCC user roles for managing HPE GreenLake for Block Storage arrays

Role Notes
. ____________________________________________________________________________________________________________________________________|
Administrator All available permissions including storage system and application-level actions

Backup and Recovery Administrator Backup and recovery administration including protection policies

Backup and Recovery Operator Backup and recovery administration except for application registration and the protection policies Create

and Delete

Data Ops Manager Administrator All Data Ops Manager and block storage permissions

Data Ops Manager Operator Application-level permissions: Create and Edit functions, but no Delete

Disaster Recovery Admin All disaster recovery actions including virtual site registration

Read-only View-only permissions with no ability to effect change
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8. If there is no requirement to restrict access for this user fo specific resources, do not enable the toggle for Limit Resource Access. If you
do need fo limit access, enable the toggle as shown in Figure 15 and select a previously created Resource Restriction Policy (there are no
built-in Resource Restriction Policies.) You can find instructions for creating a Resource Restriction Policy in the Identity and Access
section of the HPE Greenl ake Edge to Cloud Platform User Guide.

Assign Role

Select an application and configure user access through roles and policies.

User

’ Select a User

Application™

‘ Data Services Cloud Console

Role*

‘ Select Role

Additional Resource Restrictions
Set restrictions fo further limit resource access. See how Resource Restriction Policles can improve security.

‘ LImit Resource Access

Resource Restriction Policy*

[ Select Resource Restriction Policy

Figure 15. Limiting user access to specific DSCC resources with a Resource Restriction Policy

Device onboarding to Data Services Cloud Console

Before you can run the DSCC Setup Service to launch the HPE Greenlake for Block Storage initialization, you must first onboard the device
fo an instance of DSCC. The onboarding process uses the array serial number and the array subscription key. The process is slightly different
depending on whether the storage array was purchased on an owned or subscribed basis. Both methods are described in the following
sections.


https://support.hpe.com/hpesc/public/docDisplay?docId=a00120892en_us&page=GUID-49C2FD3B-8EFD-48A0-A84C-E6A15141689A.html
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Onboarding a device to Data Services Cloud Console
To onboard an HPE Greenl ake for Block Storage device to Data Services Cloud Console, complete the following steps:

1. On your company’s main dashboard, scroll down o the Quick Actfions area.

Quick Actions

Qs -}

Invite Users Assign User Access

Send a sign-up link to users so you can collaborate with your Asslgn a custom role or bullt-In roles to your team.

team.
Send an Invite Assign Roles

& @

Onboard Devices Manage Subscriptions

Add and tag your compute, networking, and storage devices. Add and manage your device and service subscriptions.
Add Devices Add Subscriptions

Figure 16. The Quick Actions area of the main HPE Greenlake dashboard

2. Af the top right-hand side of the screen, click Add Devices to add a new device.

Devices
Manage your devices and their subscripfions. \
Inventory Inventory Add Devices

View and onboard devices in your inventory.
Auto-Subscribe

Require App Assignments Require Subscriptions Asslgned & Subscribed Total Devices

o 0 o 6

Figure 17. Click Add Devices o add a device to HPE GreenlLake

3. From the drop-down list, select Storage Devices and click Continue.

4. For a customer-owned device, select Purchase or Lease, enter the serial number and storage subscription key for the HPE GreenlLake
for Block Storage array, and click Enter. If you need to add multiple devices, enter the serial numbers and subscription keys for the
additional devices.

5. After you finish adding devices, click Next.
6. Follow the remaining prompts in the wizard to add optional tags and an optional service delivery contact.

It takes only a few minutes for the devices to be added to HPE GreenlLake. After they are added, they appear in the list of devices. If your
workspace has only a single instance of DSCC associated with it, the device is added to that instance automatically. If that is the case, you
can omit Steps 7, 8, and 9 and proceed directly to the HPE GreenLake for Block Storage software initialization section.

1
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& Select Device Type Add Devices Cancel X
Step 2 of 5
. o _ae
Enter Serial Number & Subscription Key
You can find the serial number in the order confirmation email.
Ownership Type
i ) Infrastructure as a Service
@) Purchase or Lease
Serlal Number Subscription Key
MZSD4PDO005 ‘ ‘ RF340WP774GS Enter
Serial Number Subscription Key
123456789 1234567890ABC &
LABC12345 ABCDEF1234567 if

Figure 18. Enfer the serial numbers and subscription keys for the devices
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7. If you have multiple instances of DSCC, you must assign the devices to the DSCC application. Place a check mark to the left of each
device you want to assign. Then, from the Actions menu, select Assign to Application.

You can add multiple devices to DSCC simultaneously. However, note that in this step you are adding the devices to a geographic DSCC
instance. Therefore, if you have multiple devices in different locations, you might need to run the Assign to Application process multiple
fimes. For example, if you have one device in the United States and one in Europe, you must perform this step twice in order to assign

the devices to different instances of DSCC.

Inventory

View and onboard devices in your inventory.

Require App Assignments Require Subscriptions
Q Atetra Y
1 0f 2 Device(s) selected
Serlal Number Model MAC Address
¥ B suwooo HPE ALLETRA 9080
8 4LUWO000 HPE ALLETRA 9060

1

Assigned & Subscribed

0

Application

Data Services Cloud Console

US West

Total Devices

6

Subscription Tler

HPE Data Services Res Svc E-LTU

HPE Data Services Res Svc E-LTU

Actions @

Archive

I Assign to Application I

Manage Tags
Manage Location
Service Delivery Contact

Export
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Figure 19. Select the devices and select Assign to Application from the Actions menu to assign them to DSCC
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8. From the drop-down list on the left, select Data Services Cloud Console as the application, and from the drop-down list on the right,
select the geographic region that corresponds to the device or devices.

Only the regions you previously assigned to your workspace are visible in the drop-down list.

9. Click Finish when you are done.

Steplofl

Assign (1) Devices to Applications Instance

Select an application and application instance to assign to your
devices.

Storage Devices (1) | 1storage Devices

Application* Region*
‘ Data Services Cloud Console v Select @
US West

Figure 20. Assign the device to the geographic region that corresponds to its location

Important
If you do not see DSCC in the drop-down list under the Application heading, you must add it fo your workspace. Follow the process in the

section in this document titled “Deploying the Data Services Cloud Console application for an HPE GreenlLake

Inventory Add Devices

View and onboard devices in your inventory. Added devices can
be associated with an application.

Require App Assignments Require Subscriptions Assigned & Subscribed Total Devices
Q Search by Serial, Model, or MAC Address ‘ v ‘ Clear Filters Actions v

7 Device(s)

MAC Expiration
Serial Number Model Application Region Subscription Tier P Tags
Address Date
Data Services Cloud us HPE Data Services Res Svc E-
[ £ AF-303356  HPE NS 6030 AF DC CTO BASE ARRAY - 0
Console West LTU
HPE GREENLAKE FOR BLOCK STORAGE MP BASE Data Services Cloud us HPE Data Services Res Svc E-
[ & suwoooss11 - 0
CONFIG Console West LTU
HPE GREENLAKE FOR BLOCK STORAGE MP BASE Data Services Cloud us HPE Data Services Res Svc E-
[ & suwoooss10 0
CONFIG Console West LTU

Figure 21. The Device Management page after devices have been added and assigned to DSCC

1
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HPE GreenLake for Block Storage software initialization

The software initialization of HPE Alletra Storage MP is initiated from the Setup Service within DSCC. You can initialize a single storage array
or start the initialization of multiple arrays and have them all run in parallel. You also have the option to use the blueprints you created
previously to facilitate the process, which can be a significant time-saver, especially if you are onboarding multiple arrays at the same time.

Running the Data Services Cloud Console System Setup Wizard
To run the Data Services Cloud Console System Setup Wizard, complete the following steps:

1. From your company’s dashboard, select the Data Services Cloud Console box.
2. In the Setup Service box, click Launch.

Setup Service

Simplify new storage systems setup at
scale with fleet-wide configuration.

Figure 22. The Setup Service tile in the DSCC application

Important
If you do not see the Setup Service tile in DSCC, it is because you do not have the proper permissions associated with your user account.
Follow the instructions in the section of this document titled Adding DSCC permissions to your user account.

3. Alistis displayed of the HPE Greenl ake for Block Storage systems that either are not set up or were recently set up. Any system that
has not yet been set up displays Not initialized in the Setup Status column. Place a checkmark next to the system you want to initialize
and click Set Up System.

Data Services Cloud Console Setup Service v Q [[

System Setup

Systems Blueprints

Important: HPE recommends that you verify your new system is running the latest software version after initializing. To verify go to Data Ops Manager and review the latest software updates. Data Ops Manager [

Below Is a table of claimed systems that are not set up or were recently set up.

’ Set Up System ” Apply Blueprint

System Name Model ¥ Serlal Number Blueprint Connectlon Status Setup Status

4UWO000 HPE GreenL ake for Block Storage ~ 4UWO000 Not Connected (7' Onboarded
Details

O suwooo HPE GreenLake for Block Storage ~ 4UWO0O0O Not Connected [ Onboarded

Details

Figure 23. Click Set Up System above the list of HPE GreenLake for Block Storage systems in the Setup Service application fo launch the System Setup Wizard

1
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4. Click Get Started to begin entering data info the HPE Alletra Storage Setup Wizard.

Any data that was entered previously info the Cloud Connectivity Wizard, such as the DNS or tfime information, is populated in the Setup
Wizard; there is no need to enter it again. However, if you want to change any of the seftings that were entered into the Cloud
Connectivity Wizard, you may type over any pre-populated ones, and the new settings will be applied.

Appendix A: DSCC Setup Service Wizard Settings lists the information that must be entered into the Setup Wizard.

5. Review your setftings in the Review and Finalize step within the HPE Alletra Storage Setup Wizard. If everything looks right, click Submit
fo start the system initialization.

6. A dialog box appears on the screen to allow you tfo monitor the steps in the initialization process. If the process experiences an error, you
will be notified and the Modify Setup button in the dialog box will become available. You can click Modify Setup to refurn to the wizard
and amend any settings you might have entfered incorrectly, and the initialization process will confinue from where it left off.

P

Setting up your environment X

Initialization Progress
lnmanng device setup... 100%
Starting up system manager... 100%

92%

Running
Checking system hardware configuration.. 100%
Committing network seftings.. 100%
Initializing storage system... 100%

Applying network settings

Configuring support settings... 100%

Updating remote support settings

Restarting storage system service.. 51%

HPE recommends you visit Data Ops Manager after your system is initialized to check for software updates 0%

You can safely close the dialog and the setup process will continue running. View the progress details by selecting the status in the Setup Status

column on the Systems tab.

Figure 24. A dialog box allows you to monitor the progress of the system initialization

You can choose to keep the dialog box open, or you can close it while allowing the process to continue running. This enables you to
initialize multiple systems at the same fime and monitor them in parallel. If you close the dialog box, you can return fo it at any time. In
the list of systems, any systems that are still in the process of being set up display a status of Initializing. Click the word Initializing to
return to the dialog box.

System Setup

Systems Blueprints

Important: HPE recommends that you verlfy your new system s running the latest software version affer initializing. To verify go to Data Ops Manager and review the latest software updates. Data Ops Manager [

Below Is a table of claimed systems that are not set up or were recently set up.

| setupsystem Apply Blueprint

System Name 4 ‘Model Serlal Number Blueprint ‘Connection Status Setup Status
(O suwoooss10 HPE GreenLake for Block Storage Details  4UWO0004410 Not Connected [ Onboarded
O 4LUWO0004411 HPE GreenLake for Block Storage Detalls  4UWO0004411 GreenLake for Block s4411 Connected Inﬂlgmr\g

Figure 25. Click Initializing in the Setup Status column to return to the dialog box and monitor the progress of system initialization

1
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7. When the initialization of the HPE Alletra Storage system is complete, the dialog box status displays 100% Completed. In the list of
systems in the Systems tab, the Setup Status changes to Initialized. The HPE Alletra Storage system remains in the list for seven days.

Setting up your environment X

Initialization Progress

Initiating device setup... 100%

o Starting up system manager.. 100%
100%
Completed

Checking system hardware configuration. 100%

Committing network settings.. 100%

Initializing storage system. 100%

Applying network settings

Configuring support settings.. 100%

Updating remote support settings

R@STQ"YIY\Q storage sysfem service.. 100%

HPE recommends you visit Data Ops Manager after your system is initialized to check for software updates 100%

Close

Figure 26. System initialization has been completed

8. Now that the initialization of the system is complete, you can proceed to the Data Ops Manager app in DSCC to begin managing the
storage system.

DSCC Setup Service blueprints

Using a DSCC blueprint as a template enables you o enter settings one time and then apply them fo each system that you need to initialize.
Compared to having to enter all the required settings manually each time, it can be a convenient time-saver — especially if you need to
bring multiple systems on board.

A second use for a blueprint is to prepare for the initialization of your storage arrays well ahead of the date when you plan to perform the
initialization. If you do not already have an HPE Greenlake user ID and workspace, you can create them at any fime and then go fo the
DSCC Setup Service and add the array settings to a blueprint. When it is time to initialize the array, run the Setup Service using the settings
that have been pre-populated in the wizard.

A blueprint contains some or all of the information needed to set up your device. You can pre-fill as many of the fields as you want in the
blueprint. Any fields that have not been filled out can be entered during system initialization. When you use a blueprint to set up a system,
you have the option to retain or re-enter information in any of the prepopulated fields.

Any fields that require sensitive information can be pre-populated in a blueprint with the use of the DSCC Secrets Service. Those fields are:
e The default system credentials that will be used for the on-premises management tools such as the onboard Ul and the CLI

e The HPE Passport credentials that are used to claim the system in HPE InfoSight

e The proxy server credentials if they are required for the environment

Creating a blueprint

There are two ways to create a blueprint. One option is to launch the HPE Alletra Storage Blueprint Wizard from the System Setup
dashboard in the DSCC Setup Service. Alternatively, if you use the HPE Alletra Storage Setup Wizard to initialize your system, the Review
and Finalize step offers you the opportunity to save your settings as a new blueprint.

1
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Running the HPE Alletra Storage Blueprint Wizard to create a blueprint
To create a blueprint by running the HPE Alletra Storage Blueprint Wizard, complete the following steps:

1. From your company’s dashboard, select the Data Services Cloud Console box.
2. In the Setup Service box, click Launch.

3. Select the Blueprints tab.

Systems Blueprints

D Name e Description Created Last Modified

Figure 27. Select the Blueprints tab to launch the HPE Alletra Storage Blueprint Wizard

4. Click the + sign to launch the wizard.
5. Click Get Started to begin entering data into the wizard.

Appendix A: DSCC Setup Service Wizard Settings lists the information that must be entered into the HPE Alletra Storage Blueprint
Wizard.

6. After you have finished entering information into the wizard, name the blueprint, review the settings, and click Submit.

7. Your blueprint is now saved and is visible in the list of blueprints. You can return to the Blueprints tab at any time and edit the
information saved in a blueprint by placing a checkmark next to the blueprint you want to modify and clicking the pencil icon.

System Setup

Systems Blueprints

+ @ X Export Import View Y
D Name 4r Description Created Last Modifled
My Alletra MP blueprint Blueprint for initializing HPE August 15,2023 August 15, 2023
GreenLake for Block built on Alletra
MP Storage
(3 My Alletra 9000 blueprint Blueprint for initializing HPE Alletra  June 16, 2023 June 16,2023
9000 systems

Figure 28. You can edit a saved blueprint by selecting the blueprint from the list and clicking the pencil icon

Setting up a system by using an HPE Alletra Storage blueprint
To use an HPE Alletra Storage blueprint to set up a system, complete the following steps:

1. From your company’s dashboard, in the Data Services Cloud Console box, click App Catalog.
2. From the Applications page, in the Data Services Cloud Console box, click Launch.

3. In the Setup Service box, click Launch.

1
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4. On the Systems tab, locate the list of the HPE GreenlLake for Block Storage systems that are either not set up or were recently set up.
Place a checkmark next to the system you want fo initialize and click Apply Blueprint.

Data Services Cloud Console |  Setup Service v

System Setup

Systems Blueprints

Important: HPE recommends that you verify your new system is running the latest software version after Initializing. To verify go to Data Ops Manager and review the latest software updates. Data Ops Manager [

(&4
Below is a table of claimed systems that are not set up or were recently set up.
[ Set Up System ]L@w Blueprint ]
System Name 7 Model Serial Number Blueprint Connection Status Setup Status
O suwooo HPE GreenLake for Block Storage Details ~ 4UWO00 Not Connected [7 Onboarded
4UWOOO| HPE GreenLake for Block Storage Defalls  4UWOOO Connected Not Initialized

Figure 29. An HPE Greenl ake for Block Storage system in the Setup Service application that has been connected to HPE GreenLake but has not been initialized. Click Apply
Blueprint to launch the System Setup Wizard and apply the blueprint

Note

A blueprint can be applied to a system that has undergone the onboarding process to HPE Greenlake but has not yet established the initial
connection using the Cloud Connectivity Wizard. With a system in this scenario, the system Setup Staftus will be Onboarded and the
Connection Status will be Not Connected, as shown in Figure 30. You have the flexibility to choose between two options for the initialization
process: automatically initiating it when the array is powered on and connected to DSCC or pausing the initialization until you manually
frigger it at your convenience.

Data Services Cloud Console | Setup Service v Q [[

System Setup

Systems Blueprints

Important: HPE recommends that you verify your new system is running the latest software version after initializing. To verify go fo Data Ops Manager and review the latest software updates. Data Ops Manager [

Below is a table of claimed systems that are not set up or were recently set up.

’ Set Up System ]I Apply Blueprint

System Name Model v Serlal Number Blueprint Connectlon Status Setup Status
4UWO000 HPE GreenLake for Block Storage ~ 4UWO000 Not Connected [‘_71‘ Onboarded
Details
D 4UWO000! HPE GreenLake for Block Storage ~ 4UW000 Not Connected ['_71| Onboarded
Details

Figure 30. HPE GreenLake for Block Storage systems in the Setup Service that have been onboarded to HPE GreenlLake but have not established an initial connection
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5. From the list of the available blueprints that is displayed, select the one you want to apply to this HPE Alletra Storage system and click
Apply.

Apply Blueprint to 4UW000-

Name Description

D GreenLake for Block MP s4411 HPE GreenLake for Block Storage, Alletra
MP, s4411

(O HPE Alletra 9000 blueprint HPE Allefra 9000 blueprint

(O My Alletra blueprint HPE Allefra 9000 US datacenters

1-30f3 | |~

Some blueprints may require additional information before applying. When you apply a blueprint
you will be taken to a dialog to fill in any incomplete configuration.

Cancel

Figure 31. Selecting a blueprint to apply to the initialization of a system

6. The HPE Alletra Storage System Seftup Wizard launches. This process follows the same flow described in the Running the Data Services
Cloud Console System Setup Wizard section in this document. The only difference is that the fields you entered into the blueprint are
pre-populated. You have the option of keeping any of the information in the Setup Wizard or re-entering the information to change the
seftings to apply to this storage array.

7. Review your settings in the Review and Finalize step within the HPE Alletra Storage Setup Wizard. If everything looks right, click Submit
to start the system initialization. If your system has already made an initial connection to HPE Greenlake with the Cloud Connectivity
Wizard, proceed to Step 11.

8. If your system has not yet established a connection to HPE Greenlake, applying a blueprint friggers a change in the system stafus to
Initialization Pending, as shown in Figure 32. After you run the Cloud Connectivity Wizard and establish a connection to
HPE Greenl ake, the system initialization will start automatically. If that is the action you want, proceed to Step 12. However, if you prefer
fo pause the initialization and initiate it manually, follow Steps 9 through 11.

The setup for lem s4411 has been saved. Setup will run when the Jem connects to the Data Services Cloud Console.
System Setup o AL - o X

Systems Blueprints

Important: HPE recommends that you verify your new system is running the latest software version after initializing. To verify go to Data Ops Manager and review the latest software updates. Data Ops Manager [

Below Is a fable of claimed systems that are not set up or were recently sef up.

Set Up System Apply Blueprint

System Namo 4 Model Serial Number Bluoprint Connection Status Setup Status
[ suwoooss10 HPE GreenLake for Block Storage Defails ~ 4UW0004410 Not Connected [ Onboarded
[ swse11 HPE GreenLake for Block Storage Defails ~ 4UW0004411 54411 LM confact Not Connected [ Initialization pending

Figure 32. A system that is not yet connected to HPE GreenlLake shows Initialization Pending when a blueprint is applied

1
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9. If you prefer not fo initiate the system initialization automatically upon the completion of the Cloud Connectivity Wizard, locate your
system in the list and click Initialization Pending. Then click the Pause option in the pop-up window.

Initialization Pending: s4411 X

This system is configured to automatically start initialization after connecting fo Data Services Cloud
Console.

To delay automatic initialization, click Pause.

Figure 33. Click Pause fo delay automatic system initialization

10.A pause icon appears next to the Initialization pending status for the system in the list.

Systems Blueprints

Important: HPE recommends that you verlfy your new system is running the lafest software version after Initiaiizing. To verify go o Data Ops Manager and review the latest software updates. Data Ops Manager [

Below is a fable of claimed systems that are not set up or were recently set up.

Set Up System Apply Blueprint

System Name + Model Serlal Number Blueprint Connection Status Setup Status
[ suwoooss10 HPE GreenLake for Block Storage Defalls  4UW0004410 Not Connected [ Onboarded
O s4s11 HPE GreenLake for Block Storage Defails  4UWO0004411 s4411 LM confact Not Connected (7' 00 Initialization pending

Figure 34. System initialization paused

11.To start the initialization for the system, locate the system in the list and click Initialization Pending again. Next, click the Start option in
the pop-up window.

(0 Initialization Pending: s4411

This system is ready 1o be initialized, but is paused.

To resume automatic initialization, click Start. The initialization process starts after the system
connects or immediately if the system is already connected.

Figure 35. Click Start to restart automatic system initialization

1
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12.A dialog box appears on the screen to enable you to monitor the steps in the initialization process. If the initialization process
experiences an error, you will be notified and the Modify Setup button in the dialog box will no longer be unavailable. You can click
Modify Setup to refurn to the wizard and change any settings you might have entered incorrectly, after which the initialization process
confinues from where it left off.

When the initialization of the HPE Alletra Storage system is complete, the dialog box status displays 100% Completed. In the list of
systems in the Systems tab, the setup stafus changes to Initialized. The HPE Alletra Storage system remains in the list for seven days.

Summary

Initialization of an HPE GreenL ake for Block Storage array can now be performed in HPE Greenl ake by using the Cloud Connectivity Wizard
and the DSCC Setup Service. The Cloud Connectivity Wizard provides enough networking information to allow the HPE Alletra Storage
system to make an initial connection to HPE Greenlake and retrieve the subscription key that is used to onboard the device to DSCC. After
the device is onboarded, the DSCC Setup Service is used fo initialize the storage arrays, using blueprints of common information that can be
sef up in advance and used multiple times for multiple storage arrays.

Appendix A: DSCC Setup Service Wizard Settings

The HPE Alletra Storage System Setup Wizard and the HPE Alletra Storage Blueprint Wizard share a common set of inputs. The only
exception is that there are a few fields in a blueprint that require sensitive credentialing information. Those credentials are integrated with
the DSCC Secrets Service. In a blueprint, you can select a credential that was previously created, or you can create a new credential. Creating
a credential also saves the credential to the DSCC Secrets Service for later use.

8

Secrets

ely store sensitive data needed fo

ccess multiple business applications.

Figure 36. The Secrets tile in DSCC

Table 2 summarizes the information that must be entered into the HPE Alletra Storage System Setup and HPE Alletra Storage Blueprint
Wizards.

Table 2. Summary of fields in the HPE Alletra Storage System Setup and HPE Alletra Storage Blueprint Wizards

Field Required Can be entered into blueprint Notes
__________________________________________________________________________________________________________________________________________________________|
DNS servers Yes Yes IPv4 or IPv6 addresses of one to three DNS servers.

NTP servers Yes Yes Hostname or IPv4 or IPv6 addresses of one to three NTP servers.

System time zone Yes Yes Pertains to the geographic location where the storage array resides.

HTTP proxy server No IP address and port only Proxy server hosthame or IPv4 or IPv6 addresses and port. Proxy server credentials

can be added but are optional.

Support contfact Yes Yes Name, country, preferred language, company, phone number, and email.

Network information Yes Yes IP address for on-premises management. IPv4 addressing is required; IPvé

addressing is optional.

System credentials Yes No Admin user account for on-premises management.

1
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Details
Additional information and screenshots of the wizards are detailed in this section. Note that the HPE Alletra Storage System Setup Wizard

and the HPE Alletra Storage Blueprint Wizard look almost identical. The screenshots used in this appendix are from the System Setup
Wizard.

System type

The wizard includes the steps that are common to all HPE Alletra Storage systems. However, Hewlett Packard Enterprise recommends
selecting your specific system type in this step. Doing so will simplify the process because you will be presented with only the selections that
apply to the HPE Greenl ake for Block Storage.

Select System Type

The basic wizard includes the steps that are common to all HPE Alletra systems. You can optimize the basic wizard for a specific
system by selecting one or more of the systems below.

Information needed based on selection:
HPE GreenLake for Block Storage

(O HPe Alletra 5000 « Information common across all HPE Alletra systems
() HPE Alletra 6000 « Domain Name Server (DNS) Information
() HPE Alletra aHcl  Network Time Protocol (NTP) server addresses
e Attributes such as proxy, proxy credentials, support contact, and
(3 HPE Alletra 9000 HPE InfoSight organization and credentials

a
« System, netmask, and gateway IPs

Important:When applying a blueprint to a connected system, initialization begins. When applying a blueprint to a not-connected
system, initialization is pending until the system connects.

Figure 37. Selecting HPE GreenLake for Block Storage as the system type

Domain

DNS servers
You must enter the IP address of between one and three DNS servers. You can use either IPv4 or IPv6 addresses. If you are using an IPvé
address, you must configure the system network seftings on the System page to use IPvé.

Domain

One DNS server is required, up to a maximum of three servers. Either IPv4 or IPvé is acceptable. When using IPvé, configure
the system network settings on the System page to also use IPvé.

Add DNS Server +

DNS Server 1

|Pv4 or IPV6

Figure 38. Entering the DNS information into the wizard
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Time

NTP servers

You must enter either the hostname or the IP address of up to three NTP servers. You can use either IPv4 or IPv6 addresses. If you are
using an IPvé6 address, you must configure the system network settings on the System page fo use IPv6.

System time zone
You must enter the region and the time zone of the geographic location where the storage array resides.

Time

Set the date and time using Network Time Protocol (NTP) servers.

One NTP server is required, up to a maximum of three servers. Acceptable formats are hostname, IPv4 or IPvé. When using
IPvé, configure the system network seftings on the System page to also use IPvé.

Add NTP Server +

Time (NTP) Server 1

System Time Zone

Region
America v
Timezone
America/Chicago (UTC-05:00) v

Figure 39. Entering time information into the wizard

Proxy

If your website uses a proxy server, you have the option to input that information.

HTTP proxy server

Enter either the hostname or the IP address of an HTTP proxy server. If a static IP address and related network information are entered into
the Cloud Connectivity Wizard during the on-system pre-initialization process, that information will be used when a blueprint is applied. If a
DHCP-assigned IP address and related network information are entered into the Cloud Connectivity Wizard, the information from the DSCC
blueprint will be used. You can use either an IPv4 or an IPv6 address. If you enter an IPv6 address, you must configure the system network
seftings on the System page to use IPvé.

You can enter the details of the proxy server on its own or include the proxy credentials if they are necessary for authentication.
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Proxy

Enter proxy server details if needed. Acceptable formats are hostname, IPv4 or IPvé. When using IPvé, configure the system network settings on the System page fo also use IPvé. @

O No proxy
(®) HTTP
O NTLM

Proxy Server

Proxy Credentlals

D Credentials are required

Figure 40. Entering HTTP proxy server information into the wizard

NTLM proxy server and port
Enter either the hostname or the IP address of a Microsoft NTLM proxy server. If a static IP address and related network information are

entered into the Cloud Connectivity Wizard during the on-system pre-initialization process, that information will be used when a blueprint is
applied. If a DHCP-assigned IP address and related network information are entered into the Cloud Connectivity Wizard, the information
from the DSCC blueprint will be used. You can use either an IPv4 or an IPv6 address. If you enter an IPv6 address, you must configure the
system network settings on the System page to use IPvé.

Proxy credentials are required for an NTLM proxy server.

Entering NTLM proxy server information into the wizard

Proxy

Enter proxy server defails if needed. Acceptable formats are hostname, IPv4 or IPvé. When using IPvé, configure the system network settings on the System page to also use IPvé6. B

O No proxy
Q H1TP
(®) NTLM

Proxy Server

Proxy Server Port

t number must be 1 to 65535 inclusive

Proxy Domain

Proxy Credentials

Credentials [l

Select credentials v 4+

Figure 41. Entering NTLM proxy server information into the wizard

1
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Proxy credentials
If the proxy credentials are necessary for authentication, they can be selected from credentials previously created in the DSCC Secrets
Service, or you can use the plus sign next to the drop-down menu fo create a new set of credentials and save them as a new Secret.

Proxy Credentlals

Credentials are required

Credentials |H@

Select credentials A4 —|—

Figure 42. Select the plus sign to create a new set of proxy credentials

Enter a name for the Secret plus the username and password that are required for authentication to the proxy server. Note that in this step
you are not creating any credentials; you are merely saving existing proxy server credentials in a DSCC Secret.

Create Credential

* Name

Description

* Username

* Password

* Confirm Password

Ente Wor ®

Cancel

Figure 43. Creating a DSCC Secret for proxy server credentials
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Support contact
You must enter the contact information of a person for HPE Support to contact if the system needs attention. All fields must be filled out:
First Name, Last Name, Country, Preferred Language, Company, Phone Number, and Contact Email.

Support Contact

When a system issue in need of attention is detected, HPE will communicate to the support contact. Personal data, such as name,
phone number and email address, is used only for the purposes of providing support and optimization. For further information
about HPE's privacy practices, visit HPE's Privacy Statement .

" First Name
Enter first name

* Last Name

Enter last name

* Country

Select a country v

* Preferred Language

Select a language v

* Company
) Phone Number

" Contact Email

Figure &44. Entering the support contact information into the wizard

Email alerts
Enter the address of an SMTP server if required. Acceptable formats are hostname, IPv4, or IPvé. If you are using IPv6, configure the system
neftwork settings on the System page to also use IPvé.

Email alerts will be sent to the support contact's email address. Emailed alerts provide proactive notification of critical issues such as
hardware failures. You can enter an email alias if you would like to send alerts to more than one address. The From Email Address is used
only when email alerts are sent from the storage system. The address does not need to be a valid email account. Use an address that allows
you fo easily identify the storage system that is sending the email alert.

Emall Alerts B

Enter SMTP Server defails if needed. Acceptable formats are

hostname, IPv4 or IPv6. When using IPvé, configure the

system network settings on the System page to also use IPvé.

SMTP Server

Hostname, IPv4 or IPvé

From Email Address [

Figure 45. Enfering SMTP server details

1
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System
Specify a name for the system and select the country in which it is located.

Network information
Either IPv4 and IPv6 addressing or IPv4 alone can be used. The IPv4 information must include the following values:

 IPv4 management address that will be used for the HPE Alletra Storage MP onboard Ul and CLI (The management IP address is not used
to log on to DSCC)

e |Pv4 subnet mask
» |Pv4 gateway

IPv6 can be used for the system management address, DNS server, HTTP proxy, and NTP server addresses. If you are using an IPv6 address
for any of these settings, select the radio button next to Use IPv4 and IPvé and enter the following information:

» An optional IPv6 management address
o [Pvé6 prefix length

» |Pv6 gateway

System Name

System Country Location

(®) UseIPv4 only

O Use IPv4 and IPvé

Network Information

IPv4 Address
* IPv4 Subnet Mask

" IPv4 Gateway

Figure 46. Entering the system name and network information into the wizard

System credentials

Enter the credentials for the admin user that will be used to log on to the HPE Alletra Storage MP onboard Ul and CLI. This is separate from
the user account that is used to log on tfo DSCC. The admin credentials can be selected in the drop-down from credentials previously created
in the DSCC Secrets Service, or you can use the plus sign next fo the drop-down menu to create a new set of credentials and save them as a
new Secret.

1
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Create Credential

* Name

Enter name

Description

Enter description
* Username

Enter username
* Password

Enter password
* Confirm Password

Enter password

Figure 47. Clicking the plus sign in the System Credentials area allows you to enter new credentials and save them as a Secret
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Resources
HPE GreenlLake for Block Storage Ul 2.1 User Guide
https://support.hpe.com/hpesc/public/docDisplay?docl ocale=en_US&docld=sd00002401en_us

HPE GreenLake for Block Storage: Cloud Enablement Quick Start
https://support.hpe.com/hpesc/public/docDisplay?docl ocale=en_US&docld=sd00002403en_us

HPE Greenl ake for Block Storage Onboarding and initialization video
https://youtu.be/U3XuDY9L _eg

Learn more at
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