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The following presentation does not represent direct legal 

advice.

We strongly recommend you discuss achieving 

compliance via your Legal/Compliance teams, Data 

Protection/Privacy Officer and work with the relevant 

workers councils.

DISCLAIMER
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Commercial Leader
with

Content Security & DLP

Cloud / On-Premise / Hybrid

Pioneer on Cyber Frontlines
with

Financial Resources

Deep Understanding of Threat Detection

Networking Innovator
with

Advanced Evasion Prevention

Security at Scale

UNIQUELY FORMED TO

OFFER A NEW APPROACH TO SECURITY
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AS AN ORGANISATION THAT HANDLES PII…

Are you a controller?

Are you a processor?

Are you both?
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ARTICLE 4 - DEFINITIONS

‘controller’ means the natural or legal person, public authority, agency or other body which, alone or 

jointly with others, determines the purposes and means of the processing of personal data; where the 

purposes and means of such processing are determined by Union or Member State law, the controller or the specific criteria for its nomination 

may be provided for by Union or Member State law; 

‘processor’ means a natural or legal person, public authority, agency or other body which processes 

personal data on behalf of the controller;

‘personal data’ means any information relating to an identified or identifiable natural person (‘data 

subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular 

by reference to an identifier such as a name, an identification number, location data, an online 

identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person; 
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Project Delivery 
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Security 

Architecture

Governance, Risk 

& Compliance

Legal & Human 
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Threat Prevention, 

Detection & Response

Identity 

Management

Risk Management
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NETHERLANDS - GDPR READY

Source:  http://nos.nl/artikel/2136510-4000-datalekken-gemeld-sinds-1-januari.html

• Netherlands introduced a new Data 

Protection law in 2016.  A head-

start to GDPR

• 4000+ data breach incidents 

reported to authority personal since 

1st January 2016

• >50% of Dutch Government 

agencies reported a data breach in 

2016

• Breach causality involved human 

error in majority of cases
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ICO REPORT 2016

Source:  https://ico.org.uk/action-weve-taken/data-security-incident-trends/
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Inadvertent 

Behaviors

Poorly communicated policies 

and user awareness

Broken Business 

Process

Data where it shouldn’t be, 

not where it should be

Rogue

Employee

Leaving the company, 

poor performance review

Criminal Actor

Employees

Corporate espionage, national 

espionage, organized crime

Malware

Infections

Phishing targets, breaches, 

BYOD contamination

Stolen

Credentials

Credential exfiltration, 

social engineering, device 

control hygiene

ACCIDENTAL INSIDER MALICIOUS INSIDER COMPROMISED INSIDER
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Copies PII to 

removable media

GOOD 

EMPLOYEE

MALICIOUS 

INSIDER

• Leaving on monthly business trip

• Regularly takes work home

• Complies with company policies

John A.
Actuary

Global Insurer
• Received bad performance review

• Stockpiling sensitive data on 

personal USB drive

• Copying customer details and 

requirements
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Credentials are 

compromised

• Regular remote worker

Roberto S.
Scientist

Pharmaceutical

Company

• Escalating privileges

• Off hour working times

• Remote connection from 

foreign country

GOOD 

EMPLOYEE

COMPROMISED

INSIDER
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RECOMMENDED ITEMS

35-50L Rucksack

Mountain Boots

Crampons

Gaiters

Helmet

Harness

Ice axe

Waterproof Jacket and 

Trousers

Mountain Trousers

Thermal Layer

Mid-Layer Jacket

Light Weight Duvet Jacket

Gloves

Warm Hat, Sun Hat & Buff

Socks

Sun Glasses & Goggles

Sun Cream & Lip Protection

Water & Water Bottle

Snacks / Hill food

Head Torch

Personal Medical Items

Money

Passport

Mobile phone

Map
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ASSUMED ITEMS

ITEM NEED

Passport Allows me to travel

Proves I’m authorised

Mobile phone If I need help I can call –

selfie at summit to prove I 

made it

Map Allows me to set a route 

and check on progress.  

Make Day 1 hut
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ASSUMED ITEMS

ITEM NEED

Certification (ISO27018) Allows us to operate

Proves we’re authorised

Supervisory Authority If we need help we can 

call – selfie at summit to 

prove we made it

Data protection strategy Allows us to set a route 

and check on progress.  

Make Day 1 hut (25th May 

2018)
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MATURITY
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Perimeter Baseline Organisation 

Threat

Organisation 

Risk

 SIEM

 Anti-Virus

 Device Encryption

 Breach detection

 Malware forensics

 Threat intel feeds

 Threat modelling

 Enterprise DLP

 Data discovery

 Data encryption

 Data pseudonymisation

 Behaviour analysis

 Predictive analytics

 Automated Risk scoring

Compliance Threat Risk (Data-centric)

 FW/IPS/WAF

Infrastructure
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 Assessment of current data protection practices

 Creation of a data protection governance structure

 Maintaining a personal data inventory

 Creating information notices

 Maintaining consent mechanisms

 Application of technical and organisational controls

 Performing Data Protection Impact Assessments (DPIA)

 Preparation to report personal data breaches

GDPR

Source: https://www.forcepoint.com/solutions/need/eu-general-data-protection-regulation-gdpr

GDPR: http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
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 Article 6 – Lawfulness of processing

 Article 17 – Right to Erasure

 Article 25 – Data Protection by Design/Default

 Article 32 – Security of Processing

 Article 33 – Data breach Notification <72hrs

 Article 35 – Data Protection Impact Assessments (DPIA)

 Chapter V (Article 44-50) - Data Transfers

 …many more!!

GDPR KEY ARTICLES

Source: https://www.forcepoint.com/solutions/need/eu-general-data-protection-regulation-gdpr

GDPR: http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
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 Assess where PII data is stored/processed for each cloud 
service/application

 Enforce policies on processors that process PII data in non-EU 
locations to ensure Data Transfer rules are met 

 Track use of PII data through behaviour analytics from endpoint, 
network and cloud

 Align organizational, governance and technical controls to identify 
misuse, mishandling, unlawful processing or profiling

 Review model contracts, consider Privacy Shield, understand 
other national data protection laws 

 Educate employees on the correct use of cloud 
services/applications.  Provide measurement and metrics to the 
Data Protection Officer

GDPR GUIDANCE FOR CLOUD
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GDPR STRATEGY

Preparation

• Appoint a Data Protection Officer (DPO)

• Review controller/processor responsibilities

• PII Data Discovery

<12 Months

• Data Flow Mapping (Internal/External processing)

• Contract Review

• Data Protection Impact Assessments

<25th May 2018

• Updated Technical & Organisational controls

• Data Breach Notification Readiness (<72hrs)

• Right to Erasure, Portability, SAR, Consent etc
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NEW OSTERMAN REPORT

Source: http://www.forcepoint.com/ostermanGDPR
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DATA DISCOVERY

Location

Access 

Control

Machine 

Learning

File 

properties

Workflow - DPO

Remediate - Encrypt/Pseudonymize

Escalate - Incident



Copyright © 2016 Forcepoint. All rights reserved. |  26

DATA BREACH NOTIFICATION

Source Destination

Full Data 

Forensics

# Records
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INCIDENT RISK RANKING
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INCIDENT RISK RANKING
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STEP 4: INDIVIDUAL DRILL DOWN
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OUR COMMITMENT – OOCSO, TRUST PROGRAM, FEDRAMP, CSA STAR 2, ISO27001, ISO27018
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