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The world has changed. 



The data center is a cloud. 



The corporate network is Starbucks WiFi. 



Phones, tablets, and wearables have 

replaced managed laptops. 



The hottest new apps are built in 

someone’s garage. 



The new world of choice puts  

your data in the hands of users,  

and out of your control. 



Time on mobile, vs 

42% on PC 

51% 

f 

Time in apps,  

not the browser.  

90% 
OS and form factors are 

converging 
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Consider the data on you mobile device 

ENTERPRISE EMAIL 

ENTERPRISE NETWORK 

VPN, WiFi 

ENTERPRISE APPS 

SaaS, Custom Apps 

CREDENTIALS 

Stored, Soft Tokens 

PHOTO ALBUM 

Whiteboard Screenshots, IDs 

SENSORS 

GPS, Microphone, Camera 



All the applications an 
employee needs 

Employee sourced 
mobile apps 

IT-provided 
mobile apps 

Computer Applications 

Mobile 

Apps 
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APP SOURCING 
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Opportunity 

120k users 

     Mon Oct-14, 10:32am 

Bob to assign Director (Kevin?) to project and 

provide requirements. 

Forecast 

80% 

New 

Edit 

14k apps      Thu Oct-10 9:12am 

Bob said he is unlikely to get budget for this 

project, but will find out more in planning… 

60% Edit 

History 

8.2k users 

Details 
 

BYOD project “Choice” led by Bob. Rollout staged… 

SA 

30-Jun-15 

1,600 apps 31-Dec-14 Infrastructure update to enable DR and Business… 

2,000 users 30-Jun-14 Initial purchase for Networking group for Project… 

100 users 30-Jun-14 Proof-of-concept purchase for Project Choice (BY… 

Customer Care 

Failed Login Mon Oct-14, 8:15am Provided work-around for login issue… 

Appliance F… Tue Oct-1, 3:22pm Replaced faulty NIC under warranty usi… 

Opportunity Customer Pipeline Activity Reports 

ACME Manufacturing 
 

Bob Smith 
COO 
 

125 Main St 
Freemont, CA 94536 
 

Mobile:+1(408) 555-1534 
Work: +1(408) 555-8461 

SALES MASHUP 
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salesforce.com 

LinkedIn 

Contacts  

salesforce.com 

License tracking db 

SAP 

Bugzilla 

Google Maps 

salesforce.com 

SaaS API 

Legacy System API 

SALES MASHUP 
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OS Apps 

Network 

Mobile attack vectors 

Malicious apps 

Non-compliant apps 

App vulnerability exploits 

Data leakage 

Malicious MitM attacks 

Anomalous Root CA 

End user jailbreak/root 

Malicious jailbreak/root 

OS vulnerabilities exploitation 

Data on stolen devices 





Exhibits no sensitive 

behaviors 

Exhibits one or more sensitive 

behaviors 

Exhibits malicious 

behaviors 

• App behavior risk spectrum 
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3rd Party App Analysis 
Understand the capabilities and risky behaviors of the apps on your employees’ mobile devices 
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3rd Party App Analysis 
Understand the capabilities and risky behaviors of the apps on your employees’ mobile devices 



General threat encounter rate for enterprise mobile devices  

Out of every 1,000  

enterprise mobile devices… …nearly 30 encountered  

    serious threats 
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Threat encounter rate for Retail Sector mobile devices 

Out of every 1,000  

enterprise mobile devices… 

… 45 serious threats,  

of which 

… 32 trojans 

…   7 root enablers 

…    4 surveillance 
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Threat encounter rate for Healthcare mobile devices 

Out of every 1,000  

enterprise mobile devices… 

… 67 serious threats,  

of which 

… 42 trojans 

… 14 root enablers 

…    7 surveillance 
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Threat encounter rate for Financial Sector mobile devices 

Out of every 1,000  

enterprise mobile devices… 

… 70 serious threats,  

of which 

… 42 trojans 

… 14 root enablers 

…    8 surveillance 
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GDPR Principal #6: 

 
Personal data shall be…. 

processed in a manner that ensures appropriate security of the 

personal data, including protection against unauthorised or 

unlawful processing and against accidental loss, destruction or 

damage, using appropriate technical or organisational 

measures. 



Mobile devices are personal 



? 

Encrypt, contain and control as first steps. 

OS Apps 

Network 

Mobile Era 

Encryption 



EMM + Security 

RISKS 

Lost Device 

App distribution 

Policy violations 

Data leakage 

Jailbreaking & rooting 

Malicious apps 

Container exploits 

Network attacks 

 

 

          EMM ONLY 

 Protected 

 Protected 

! Limited Protection 

! Limited Protection  

! Limited Protection  

X No Protection 

X No Protection 

X No Protection 

SECURITY + EMM 

 Protected 

 Protected 

 Protected 

 Protected 

 Protected 

 Protected 

 Protected 

 Protected 

OS Apps 

Network 

Mobile Era 

Encryption 



MDM 

Device ID 
MDM Lookout 

USERNAME: 

JOHN SMITH 

EMAIL: 

john.smith@acme.com 

PHONE NUMBER: 

+1 (555) 455-0000 

IMEI: 

0150880990440000 

MDM Device ID: 

ID101519905000 

Privacy by design: 

Data privacy controls limit what Lookout can see 



APP-BASED THREAT TRIGGERS CONDITIONAL ACCESS TO O365 

LOOKOUT MTP CONSOLE 

INTUNE CONSOLE 

ALERT 

MALWARE DETECTED 

MALWARE DETECTED 

CONDITIONAL 

ACCESS 

CONDITIONAL ACCESS 

STOP EMAIL ACCESS 

LOCK MANAGED APPS 



ALERT CONDITIONAL 

ACCESS 

APP-BASED THREAT TRIGGERS CONDITIONAL ACCESS TO O365 

LOOKOUT MTP CONSOLE 

INTUNE CONSOLE 

MALWARE DETECTED 

MALWARE DETECTED 

CONDITIONAL ACCESS 

STOP EMAIL ACCESS 

LOCK MANAGED APPS 

USER REMEDIATION CONDITIONAL 

ACCESS 

THREAT 

REMEDIATED 

THREAT 

REMEDIATED 



• Industry: Healthcare 

• Device Policy: COPE 

• MDM: MobileIron 

 

Results: 

• Improved productivity for remote nursing 

teams 

• 100% mobile threat remediation by non-

technical users 

• Gained compliance with Dutch privacy laws 

regarding private data on mobile devices 

• Visibility into network and app-based threats 

with potential to cause data loss 

 

35 

Healthcare Case Study 



You don’t have visibility yet, but we do.  



EVERYTHING WILL BE OK 


