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DPR all about?

“all personal data



lat is personal data?

hone - Traditional view of data
ID numbers; nicknames

itive personal data

e or ethnicity; political opinions; religious beliefs;
e-union membership; genetic or biometric data;
alth; sex life or orientation; criminal convictions

“information relating to an identified or
- identifiable natural person....directly or
indirectly”



hat's the same?

al transfers

-irec ve - DPA in UK
latform neutral



GDPR - What's the same?

ed, but now with added ingredients:

onal transfers -

— directly applicable in the UK
o Still “platform neutral”



t's changed?
tion to data subjects increased

ubject Access Requests

ility to demonstrate compliance with the
tion
ed documentation

Enhanced data subject rights

= Enlarged subject access rights; Right to erasure (“to be forgotten”); Right
to correction; Data portability



What else will be effected?

or processing including Consent
and Default

't Assessments (DPIAs)
atory data brez ification
o shop .

1onal transfers

S
acy shield

G clauses, et al

Processor liabilities
o™

andatory Data Protection Officers
o Fines - € 20 Million or 4% of Global turnover



Vet practical changes will it require?

ical architecture

ed importance for Information Security

reater press scrutiny & public awareness



bout Security?

in the General Data Protection Regulation

d 1in in a manner that ensures
.. using appropriate

fe hmcal and orga lonal measures” .

- Article 32

e state of the art, the cost of implementation
the nature, scope, context and purposes of
processing as well as the risk of varying likelihood
and severity”



by Default
y by Design

’rotection Impact Assessments



reach Notification

ependent upon risk
ies: No Risk; Risk; High Risk

atic n(DPA as was)

sent to the DPA without undue
ay and normally wi 72 hours after discovery of
breach where that is feasible.

cation to Data Subijects - defined circumstances
viewable by the S

Data Breach systems need to be robust, rehearsed and
regularly reviewed.

= Not if When



_ng of the outcomes of the DPIAs

5 All need to be INTEGRATED into operations
~ and into development, with pre-planned IS



n security use this?

esources enhanced

to be reviewed and updated
atory Data Breach notification

If data is the new gold you need a good bank!



architecture
ont, DPO

= Identify your allies
5 Integrate IS into company strategy
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