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SECTION 2: DATA SECURITY
ARTICLE 30: Security of processing

1. Having regard to the state of th “... '5.5;, of implementation and taking into account
B0 ®cessing as well as the risk of varying likelihood
A :d%@ls, the controller and the processor shall
|mplement appropes '. aI measures, to ensure a level of security
appropriate to the & :
(a) the psepdony

: in particular of the risks
that are presented by data processing, in e t{\; ":"f-;:» nlawful destruction, loss,
alteration, unauthorised disclosure of, or accag 8na tr @ mitted, stored or otherwise
processed. es prv. i
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2a. Adherence to an approved T il ¥ SnaLc purs t to Article 38 or an approved certification
e nydement to demonstrate compliance with

“’. rocessor shail tal W that any person acting under the

)\ %@ 101103 SAEST s to personal data shall not process

e or she is required to do so by Union or

1. In the case of a personal data -,,-._’;:- 1 @X\ o4t undue delay and, where
feasible, not later than 72 hg g otify the personal data
breach to the supervisory ag :,-,_: ticle 51, unless the personal
data breach is unlikely to re3 !
to the supervisory authority
not made within 72 hours. 7
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Step by step
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1. Legal framework / Understand GDPR
2. Create roadbook / Data register
3. Data classification

4. Start with top priorities
4a. Procedures & Policies

4b. Data protection
5. Assess & document other risks

6. Revise & repeat
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Gemalto vision
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Low skill and Low Focus

Go for low hanging tools. They normally look for whatever data is available easily.

High skill and Low Focus

These are the attacks that we normally hear about in news

High Skill and High Focus (single focus attacks)

These are single focused attacks with a very specific reasons.
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A new mindset SECURESREACH

Perimeter security alone is no

Accept the Breach longer enough.

Protect What Matters,
Where It Matters

Data is the new perimeter.

Attach security to the data and

Secure the Breach applications. Insider threat is
greater than ever.

Gemalto Research: www.breachlevelindex.com
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Three Pillars

ENCRYPT
THE DATA

CONTROL
USERACCESS
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Authentication
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Why two-factor authentication?

» Audit trail for GDPR compliancy

» who accessed

» at what time

» which information
» Reduce risk for stolen credentials

* Breach prevention
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SafeNet Authentication Service by the Numbers

Over 4.000.000 users of Cloud Edition

30 minutes to set up

400+ fully-tested integrations

‘ 60% lower TCO than other solutions
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Protect Everything and Everyone, Anywhere

Tokens & Users
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Key Management




Why Key Management?

GDPR Text

SECTION 2: DATA SECURITY

* GDPR States to encrypt data msss), s —

ngas Iaslhenskofvamnuhkelhood
s and the processor shall
rlsa :I measures lnenswealevelofsecmly

» However when encrypting data:

1a. In assessing the izpmmalelevdof 4 rlt{ be Ben in particular of the risks
that are ptesemed by data proce: inpa i nlawful destruction, loss,

alteration, unauthorised disclosure of, or accd 'r3 , stored or othenwise
pfowssed

» Data is no longer important

» But Key Management is!

)
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Who are you protecting against?
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The Right Kind of Protection

Security

Application

Destination Storage / Tape / Disk

Deployment Effort

“Many organizations understand the benefits of encryption ... but have difficulty on the

question of just where to encrypt the data?.”
Jon Oltsik, Senior Analyst, Enterprise Strategy Group

)¢
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A new mindset

SafeNet Data Encryption Solutions / Crypto Management Platform
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Cloud HSM

Crypto Comméhd Center
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The Right Connector For Every Use-Case

WHERE DOES THE SENSITIVE DATA RESIDE?

Databases Files, Folders, or Shares

Selected Whole
Columns Database Files

Block Level

TDE PROTECTFILE ; P ROTECTY

.

) N, 3
A Encrypt \ ~ !—
PROTECTDB )
‘ * PROTECTAPP PROTECTFILE

Y” Y, .
PROTECTAPP ((( TOKENIZATION
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Crypto / Data protection




Lost or stolen data in terms of GDPR

Only breach notification
No user information duty
No secrets revealed

No bad publicity

Less business impact

Breach prevention
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Top HSM Use Cases

* Public Key Infrastructure

. - T
B Microsoft @ Eentrust Datacara” A, . EJBCAT @ ciobaision

PKI BY PRIMEKEY

* Transparent Data Encryption

= SSL/TLS Private Key Protection
(& Blue®Coat

x Code Signing
. ¢
L’\} @& os I E_"ji \/Symantec

Java

» Data Protection for Cloud Apps

cLounrq@unory [ openstack

amazon

webservices
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Threats vectors

Granularity

Application

Destination Storage / Tape / Disk

Deployment Effort

“Many organizations understand the benefits of encryption ... but have difficulty on the

question of just where to encrypt the data?.”
Jon Oltsik, Senior Analyst, Enterprise Strategy Group
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GDPR Explained

|
PERSONNEL RECORDS DATA BREACH
REP. STEPHEN LYNCH

D-Massachusetts, 8th District
Boston, Brockton, Quincy, Norwood

https://www.c-span.org/video/?c4578124/opm-Ssh
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Questions?
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Thank you
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