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MAPPING TECHNOLOGY TO GDPR



GDPR STRATEGY

[» FORCEPOINT

Preparation

« Appoint a Data Protection Officer (DPO)
» Review controller/processor responsibilities
« PIl Data Discovery

<12 Months

« Data Flow Mapping (Internal/External processing)
« Contract Review
« Data Protection Impact Assessments

<25 May 2018

» Updated Technical & Organisational controls
« Data Breach Notification Readiness (<72hrs)
 Right to Erasure, Portability, SAR, Consent etc
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WHAT TECHNOLOGIES WILL ORGANIZATIONS LOOKS TO INVEST IN?

WHITE PAPER

GDPR Compliance and Its Impact on
Security and Data Protection Programs

An Osterman Research White Paper
Published January 2017

B
actiance’ [* ForcepoINT
Hewlett Packard { TI » JanusNET mimecast
Enterprise S seculy

starts with you

sonian il fecknolosies

Osterman Research, Inc.
P.0. Bax 1058 « Black Diamond, Washington » 9 .
Telk +1 253 630 5683 » infooster
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Data Protection Technologies That Organizations Will Spend More On
During the Next 12-18 Months to Specifically Address the GDPR

Data loss prevention (DLP)

Network protection

Endpoint protection

Encryption/tokenization/pseudonymization
for file-level or database-level data (data at
rest)

Endpoint security

Encryption/tokenization/pseudonymization
for application-level or format-preserving
content (data in use, in motion)

Source: Osterman Research, Inc.
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HOW DLP CAN HELP

MAP, MANAGE &
CONTROL
PERSONAL DATA FLOWS

INVENTORY
PERSONAL DATA

Coes )
@ <

—*—
Email Database

Network Laptop

\Storage Drives J
S &lf &KX

DLP: Discover, DLP: Network, Endpoint Security Manager & Insider
Cloud, Endpoint Web & Email Security modules Threat Command Center




The Need to Inventory
Personal Data

Understand an organization’s exposure to GDPR
Understand an organization’s ‘Attack Surface’

Copyright © 2016 Forcepoint. All rights reserved. | 8
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ARTICLES OF THE GDPR — RELEVANT TO DATA INVENTORY

« Chapter 2 (Principles), section 3 (Rectification & Erasure):

- Atrticle 17 (Right to erasure / ‘right to be forgotten’): ‘The data subject shall have the right to obtain
from the controller the erasure of personal data concerning him or her without undue delay’

Article 20 (Right to data portability): ‘The data subject shall have the right to receive the personal
data concerning him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format’

« Chapter 4 (Controller & Processor), section 1 (General Obligations):

Article 24 (Responsibility of the Controller): (1) ‘The controller shall implement appropriate
technical and organisational measures to ensure and to be able to demonstrate that processing is
performed in accordance with this Regulation’.
« Chapter 5 (Transfers of personal data to third countries or international
organisations):
Articles 44 — 50 This chapter explains the conditions of when personal data can be transferred or
processed outside of the EU, including Article 46: (Transfers subject to appropriate safeguards)
including Article 46: (Transfers subject to appropriate safeguards)
[» FORCEPOINT
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PERSONAL DATA DISCOVERY
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PRE-DEFINED POLICIES ARE A DIFFERENTIATOR

TRITON® APX

User name: admin [Leg Off

=) Appliances @Tmmusmmgs % Help -

Rale: Super Administrator [ Deploy

. Manage Policies > Policy Library

=) View= & Refresh

Reporting
=

Policy
Management

E‘-,.

116 Policies:

+-{_] £ Credit Cards
{153 Financial Data
-] 20 PHI: Protected Health Information

{] 120 PI1: Personally Identifiable Information
{1150 Data Theft Risk Indicators

{]12 Employee Discontent

L]0 Indicators of Compromise

{7 53 Suspicious User Activity

{m] [ Regulztions, Compliznce and Standards
{1 -0 Financizl Regulations

Pl policies

Policy: Netherlands Personal Data Protection Act

Description:  Policy to promote compliance with the Dutch Personal Data Protection Act, which
implements the EU Directive 95 on privacy. The policy contains rules to detect
combinations of Netherlznds sofinummer and sensitive private information like account
number, driver license number, passport number, ethnicity and health conditions.

Rules (enabled: 6, total: 9)

1. DUTCH PDP: Sofi and Ethnicities (1277590)
Rule for detecting a Netherlands sofinummer when appearing together with the name of a race
or ethnicity, in English or Dutch.

. DUTCH PDP: Sofi and Account with Password (1277590)
Rule for detecting 2 Netherlznds sofinummer when appearing together with 2 5-10 digit
account number, in proximity to a password having a password related term next to it.
Manitors Data in Motion channels, excluding HTTP.

~

} Eapa 3. DUTCH PDP: Sofi and CCN (1277590)
i
08s e P Regulati Rule for detecting a Netherlands sofinummer when appearing together with 2 valid credit card
=i rivacy Regulations number prevalent in Europe, employing various heuristics involving credit card relzted terms

Settings

o

General

Deployment

=l |3 European Union (GDPR)

[ EU Directive 9546EC
*7 EU finance

-] £ Iceland
t-{ ] 3 Russia

Regulztory & Compliznce

Regulztory & Compliznce
Regulztory & Compliznce

1277590

1277590
1277590

and use of delimiters.

. DUTCH PDP: Sofi and Crime (1277590)
Rule for detecting a Netherlznds sofinummer when appearing together with the name of
crime, in English or Dutch.

. DUTCH PDP: Sofi and Diseases (1277590)
Rule for detecting a Netherlznds sofinummer when appearing together with the name of
sensitive hezlth condition, in English or Dutch.

. Dutch PDP: Dutch Bank Accounts with proximity (1277590)
PreciselD NLP rule for detecting Elfproef validated Dutch Bank Account numbers, when found
in proximity to Bank Account related terms, such as "giropas’.

. Dutch PDP: Dutch Bank Accounts (1277590) - Disabled
PreciselD NLP rule for detecting Elfproef validated Dutch Bank Account numbers. This rule may
cause false positives, and is not selected by default.

. Dutch PDP: Driver License Numbers (1277590) - Disabled
Rule for detection of at least 3 Driver's License Numbers of the Netherlznds, when appear in
proximity to support terms. This rule is not selected by default.

. Dutch PDP: Passport Numbers (1277590) - Disabled
Rule for detection of at least 3 Passport Numbers of the Netherlands, when appear in proximity
to support terms. This rule is not selected by default.

rs

@

o

~

@

w

E NOTE: For a rule to take effect, you must enzble it
To enzble a rule, highlight it in the Policy Management tree view, select Edit, znd click
Enzbled.

| nnnnd.

[ ot || _cone_|
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DATA DISCOVERY RESULTS

TRITON® APX User name: admin | Log OfF
[ web  J  owe J  emai I mebie ] = applerces | {53 TRITON Settings | ) elp -

Role: Super Administrator

DLP Demo Discovery Incidents Report

@ Workflow~ | % Remediate~ | % Escalate - | | & settings| [5) view= |, - (R - (B0 | & Refresh
¥ () Report: DLP Demo Discovery Incidents Report  Date Range: Last 80 Days Manage Repart
Showing 8 incident(s) / 1 selected B
[] | Incident Tag Discovery Task [=] | [=] | Policies [=] | File Name [=] | Ma... [=] | File Size [=] | severity [=] | Folder [=] | Incident Time - Detected by [=] | Discovery Type =]
251 Windows Endpoint .. 3644219 | Suspected Malicio.. BhpjUBPLE WA | 2188 KB @ Medium \GUYDEMO2016.QAE. . 2016-11-13 20:41:28 %% Endpoint Agent Endpoint
O | 252 | Windows Endpoint ... | 3643572 | Deep Web URLS for... | tor-links.docx | 225 | 2413 KB | @ High | \\GUYDEMD2016.0AE. .. | 2016-11-13 20:41:25 | % Endpoint Agent | Endpoint
| Mac Endpoint Disc... | 5722651 | MBA Documents | dip-BB67ES4E... | 1| 7687 kB | @ Medium | \Library\Applicat... | 2016-11-13 18:39:46 | % Endpoint Agent | Endpoint
| Shared Storage DB... | 3641618 | Croetian Candidat... | Moji kandida... | 16 | 456 B | @ Medium | \\gastorage.webse... | 2016-11-10 16:22:06 | € CrawlerE... | File System
TefFsy | Box Discovery Task | 3384283 | Japan Private Inf... | F2 #=EE1T | 5 | 62.87 kB | @ High | \Box3@websense. | 2016-11-10 12:08:25 | €0 CravderE.. | Box Cloud
Management | Box Discovery Task | 3383493  Fingerprinted Des. | 2020_t.rar | 1| 125638 | @ Medium | \Box3@websense. | 2016-11-10 12:08:15 | € craverE. | Box Cloud
| Shared Storage Di... | 3383585 | US PHI For Discovery | bariatric fo... | 1| 20077 k8 | @ High |\\uasmragewehse | 2016-11-09 16:15:13 | €0 CravderE.. | File system
| Sharepoint Online | 3384047 | Software Source C... | PhishingDete... | WA | 13.95 KB | @ Low | tt | 2016-11-08 16:56:04 | € cravderE.. | SharePoint Online
Logs
Settings
Q Incident: (4] 3641618 [»] Severity: (@ Madium Channel: € Discovery Discovery Type: File System Tune Policy
General Display: | Violation triggers ¥ T "
@ Rule: Croetian Candidates information @ A
[ File Details
- * ga degsemnt Px;]?(z:r;cn:i]%Tgerlpr!rmngzqii?nﬁfjsii?‘fﬁzsn]n? 62584481930, Vurnek, M t File path; a2 b slume_1iUsers|PubliciDoc \Mof kandidati. bt
Authorization ond, Stjepan, ezl Tara vrnek At postnam qastorage.websensz.com .
n File Size: 4566 F I I e
Date Created: 06 Nov. 2016, 04:48:10 PM GHT+0000
) Date Modified: 10 Nov. 2016, 04:15:23 PM GMT+0000
o Date Accessed: 10 Nov. 2016, 04:15:23 PM GHT+0000 2
R Checksum: bbd06a738d439ccbfa072e2echel et P ro e rtl eS
eployment Folder Owner: Unix User\501
File Owner: Unix User\501
File Permissions
Unix Group\fp!_145 [RW]
Everyone [RW]
ACC e SS Unix User\501 [RW]
Incident Details
Severity: @ Medium
Status: B ew
ontro Channel: € Drcavery
Analyzed by: Policy Engine EIPMANAGER tegdom.com
Detected by: Cravler EIPMANAGER tegdom.com
Event time : 201611101
Incident time: 2016-11-10 16:
Assigned to: Unassigned
Incident tag: 241
Task name: Shared Storage DE PII discovery -




The Need to Monitor, Manage
& Control Personal Data Flows

Ensure Personal data is processed in accordance with
Data Protection Policies.

Manage the flow of personal data to approved suppliers
and third countries

Copyright © 2016 Forcepoint. All rights reserved. | 13
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ARTICLES OF THE GDPR — RELEVANT TO MAPPING DATA FLOWS

Chapter 4 (Controller & Processor), section 1 (General Obligations):

« Atrticle 24 (Responsibility of the Controller): (1) ‘“The controller shall implement appropriate
technical and organisational measures to ensure and to be able to demonstrate that processing is
performed in accordance with this Regulation’.

Article 25 (Data protection by design and by default): “The controller shall, both at the time of the
determination of the means for processing and at the time of the processing itself, implement
appropriate technical and organisational measures, such as pseudonymisation, which are
designed to implement data-protection principles, such as data minimisation, in an effective
manner and to integrate the necessary safeguards into the processing in order to meet the
requirements of this Regulation and protect the rights of data subjects’.

FFORCERQ[M
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CONSIDERATIONS FOR MONITORING DATA FLOWS

[ v \ ( Active ' \ ( . : ) \
Active Sync Monitor File Monitor
e @ FTP @ FTP Changes Up':ais

I | 4 e 4
yf-‘ \ /4
~ /4 < N /7
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./ ® Storage Printer
/ \

Web &

Cloud
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Network Printer

Email
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NETWORK

Data in Motion
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Web &
Cloud

Media
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Email

J

ENDPOINT

Data in Use
& in Motion

\_

Discover
Cloud Use

J
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& in Motion
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DATA IN USE & IN MOTION

Who

What

Where

How

Human Resources
Customer Service
Marketing

Finance

Accounting

Sales / Marketing
Legal

Technical Support

Engineering

) FORCEPOINT

Raytheon

Source Code
Credit Card Data
Personal Data
M&A Plans

Employee Salary

Financial Report

Customer Records

Manufacturing Docs

Research

Evernote
Dropbox
Business Partner
Facebook
OneDrive
Malicious Server
Removable Media
Competitor

Customer

File Transfer

Web

Instant Messaging
Peer-to-Peer
Email

Print

File Copy

Print Screen

Copy/Paste

Action

Confirm
Block
Notify

Remove

Encrypt

Quarantine

Confirm

Audit
Notify

Copyright © 2017 Forcepoint. All rights reserved. | 16
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TRITON® APX

2r name: admin

{c:i:TRITON Settings

Log OFF

‘? Help =

[l

Save and Deploy |

User Summary Report for Dremus

Top 10 Users of Dremus

VISIBILITY OF UNSANCTIONED CLOUD APPLICATION USAGE

Clowd App Detais 200
Description: Coud Vertical is platform that integrates with the entie stack of ¢ il
services and displays and andlyses the information, e App Summarv (e epetrlllo 180
Cloud Apps | Client Apps | Operatin lelfler. Digital Mnes Limited Top 10 Cloud Apps Used by epetrillo
Location: Contarf, Treland 180
Tirne period: 20 days w | Company: Frivate
Service Type: CoudServics 140
Apprisk level: BHgh2 & Medium: ServCorm q |
"l:l.' Cloud apps: 21 i Users: 7 ot fpp Risks ¥ 1
@ Content carmot be shared with 4y Alows files to be uploaded t FreshBooks i
Find: users who do not have sccounts in apo o o0
the aop 4y Allows content be posted &
W@ Fles and content carnot be chared apn Clicksor B0
with groups of usars b Intemnal and external user ac
Risk Level | Cloud App & Data cannot be shared via a direct carnot be revoked immediat 50
ik Ly Third parties (lke the uger's
High Dremus & Daletes data zcsoclated with the empinyer) cannot track an ﬂdDataExpress a0
account after the account has been account’s usage histary
High Cloud Vertical cnsad b A user carnot determine wh
& Users cannot track their own Usage accessed a particulr object eFax 20
Medium Cascade HR History feature or function)
W Form-based,Brovser axtension 4y Doas not support two-facton o T -
Medium Exact Online 4 Encrypts user dsta at rest (nat authenticaban CoralTres a
being shared ar usad) b Acress cannot be restricted @ @ = ﬁ
Medium AdDataBupress endponts with 3 certificate o a - [ <
type of verffication methed Cobweh 2 2 E =1
Mediurm CoralTree 4 Offers an option to rememi © g = z
account password on a user —
Medium Act-On Software endpoint device Cloud Wertical
4 Does not support dfferent
Mediumn Easy Office Phone permisson sets for users witl
different roles
Medium eFax 4y Offered by a private compar Cloud Aspects
&b Does not comply with the P
Mediurm Walmart standard
Easy Office Phone
T T T T T T T T T T T T T T T T 1
— o2 RRIRBEBRRBIEIEREELRIE
Pequests

Identifies usage of cloud apps that can represent risk to an enterprise

) FORCEPOINT

PowERED BY Raytheon
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The Need to Be Prepared to
Report a Data Incident

Understand an organization’s exposure to GDPR
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ARTICLES OF THE GDPR — RELEVANT TO RESPONDING TO A DATA BREACH

« Chapter 4 (Controller & Processor), section 2 (Security of personal data):

« Article 33 — (Notification of a personal data breach to the supervisory authority): (1) ‘In the case of a
personal data breach, the controller shall without undue delay and, where feasible, not later than 72
hours after having become aware of it, notify the personal data breach to the supervisory authority
competent in accordance with Article 55, unless the personal data breach is unlikely to result in a
risk to the rights and freedoms of natural persons’.

« Atrticle 34 — (Communication of a personal data breach to the data subject): (1) ‘When the personal
data breach is likely to result in a high risk to the rights and freedoms of natural persons, the
controller shall communicate the personal data breach to the data subject without undue delay’.

* (2) “The communication to the data subject referred to in paragraph 1 shall not be required if any of the following
conditions are met:

* (a) The controller has implemented appropriate technical and organisational protection measures, and those
measures were applied to the personal data affected by the personal data breach, in particular those that
render the personal data unintelligible to any person who is not authorised to access it, such as encryption;

* (b) The controller has taken subsequent measures which ensure that the high risk to the rights and freedoms
of data subjects referred to in paragraph 1 is no longer likely to materialise;

* (c) It would involve disproportionate effort. In such a case, there shall instead be’

F FORCE pOI NT Copyright © 2017 Forcepoint. All rights reserved. | 20
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INVESTIGATING A DATA BREACH
4 cloud )

—lle -
| /g
—aln—

Email Database

BT o

Network Laptop

N_ i/ \ Storage Drives _/

MAKE USE OF SECURITY REVIEW RESULTS TO REVIEW INCIDENTS

ANALYTICS AND RISK HISTORICAL TO PAST DATA FLOW

RANKING TO PRIORITIZATION PERSONAL DATA POLICY VIOLATIONS
RESPONSE PROCESS INVENTORIES

FORCEPOINT PRODUCTS:
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EXAMPLES OF REPORTS TO ASSIST WITH BREACH INVESTIGATION

TRITON® APX

Incident Risk Ranking - Top Cases

R .. T T |dentify High Risk

sat 8Oct2016 | 20 €™

. s e Users & Provide
4 Business Context

08.0ct. 2016, 1131 AM m: 137126 08 0ct. 2016, 09:31 AM

@ James Brown & || @ vinda Jackson
Policy Principle Engineer e ——— )

Management
gome: Sant password content to a personal acquaintance, James Brown h
gueBgmail.con 8| Principle Engineer
q Department. R&D
= frownEmycompany com

. +001 (312) 3456711

¥ (2 Repor Tncidents) 29 Jan. 2016, 11:32 AM To 17 Jan. 2017, 11:32 AM

Top 20 Users

This report showrs the users who generated the most incidents across all active DLP policies.

settings premsprery e ® o
08 Oct. 2016, 08:21 AM 1 197135 W Medium
o Low

&

@ mMark Smith
Security Administrator

General

Sent credit card content

£ et
& FE

s o o o s
A o“’&”‘\»“"} a‘p*’f«“"*v‘f

o Identify high risk LI TE S

&
& P
Deployment Suspected personal co &

08 0ct. 2016, 11:00 AM - . » :
=i data incident cases g
Developer | user | Full name Title Department | Manager | @ High | @ Medium |3 Low | Total
g GIGANTIONEP'builder ] 82 o us2
10.0.133.203 ) & - -
over I ast 24 h ours e sacksen nda 3acsen B e sing . TRITON® APX
: 101018 ——T1 1 — e
wrs-orant websenge com F
Kenneth Helson Kenneth Nelson | CEO Management | Bruce Spring 3
. Brent Helling Brent Helling QA Engineer Sales Teamleaders2 0
e Claudiz Stanhope Claudia Stanhope | Director Sales TeamLeaders2 2
Patrick Bimey | Patrick Bmey Manager IT HR TeamLeader241 0
» Linda Jacksen Linda Jackson o Bruce Spring 9 e
O: Kendra Van Loon | Principal Engineer TeamLeaderS0 0
Deployment Alyson Legh Manager IT Research TeamLeaderd?4. 2 p—
Drew Ware Drew Ware Manager HR Teamleaderi85 2
Lindell Wells Lindell Wells Senior Engineer Management TeamLeader279 2
Maureen Northop Maureen Northop | Principal Engineer | RZD TeamLeader316 2
L B - - Rami Swinbyrn Rami Swinbum ‘Senior Engineer Marketing TeamLeaderd11 9
I R R Utl I izes M ac h ine Le arnin Gracabiemns Groce baeme | Ensineer Rimisistve | Teameaderd f
Tristin Northcote Tristin Northcote | Manager I Management | Teamleaderss 0
Helena Monroe Helena Monroe | QA Engineer Management | TeamLeaders9 2
" Arielle Halden Marketing Teamleader209 | 0

and Security Analytics to
cluster incidents into cases

tncdents by Action

T st shos ncicees bt acan that s petormes e ther

ff f&p-\f{“‘t’
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INVESTIGATING A DATA INCIDENT

ERE ey

Workflow - DPO

Remediate - Encrypt/Pseudonymize
Escalate - Incident

e T S S

NEA Memorial

Graham Stevenson
DOB 1965-8-25

Acc: A001644

ForenSICS i | _;'v-*,“" A L AcqTm: 11:29:42

256x192
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INTEGRATED WORKFLOW

Remediation actions might include:
Move

Delete
Encrypt

Apply DRM
Apply Masking

TRITON® APX

Apply Categorisation
Incidents P . .
(et 1 Soym) Apply Pseudonymisation
& Workflow= |+ Remediate~ | Escalate~ |
«+ e t7davs)  DateRange: 293Jan, 2016, 11:09 AM To 17 Jan. 2017, 11:09 AM
Change Status J} | e critical
Change Severi »
2 b New e [+l ] Policies I | Channel =l
lll Jgpore lncident * | P InProcess ackson pizza Lo Endpoint LAN
Reporting Tag Incident... P Closed ackson | pfua | €0 Endpoint LAN
i P Escalated i - ST
Policy Dovmload Incident... ackson |
Management _ Edit Status... ackson | pzza
» 3 White | Information
? rovrvrrevresd-22 16:50:46 Barbara White Information
Za 7667482 | 2016-12-22 16:50:46 Barbara White | Information Incidents
Logs 7373044 | 2016-12-13 04:35:07 Linda Jackson | SEC M 7“’
7372894 | 2016-12-13 04:20:50 Linda Jackson 1 SEC

& Workflow~ | + Remediate~ | %2 Escalate~ |
Emaill to Manager...

Email tooﬂnﬁ

7372774 | 2016-12-07 05:33:23
7373227 | 2016-12-07 05:21:42

t: [@ 7

: | Violation triggers ¥

ws-orant.websense.com
ws-orant.websense.com

Suspected
| Encrypted fi

Settings 1

i2016, 11:09AMTo 1
|

wh

Status

| 100000¢g §

Q
2
z |8

¥ (i) Report: Incidents (last 7 d

&

General

3 S @ Medium

Action: Denied (confirmed) cl

Showing 59,540 incident(s) /

lll 7372894 | 2016-12-13 04:20:50 Linda Jackson
7372774 ' 2016-12-07 05:33:23 ws-orant,websense.com
7373227 | 2016-12-07 05:21:42 ws-orant.websense.com
F FORCE po| NT 7373220 | 2016-12-07 05:21:42 ws-orant.websense.com
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DATA BREACH NOTIFICATION - USER BEHAVIOR RISK SCORING
& INVESTIGATION WITH FORCEPOINT INSIDER THREAT

SureView® INSIDER THREAT

'COMMAND CENTER

ORGANIZATIONAL RISK SCORE TREND TOP RISK SCORES

Admoitration Workbench |[£] Poky B Investoaton Viorbench
Ple Cases Repots Seach Resus Tooks Help

B - P Ll oo mercoer. + m: [Coassiswor o oo

sons - B8 B oOAB 00
Coblection - il Copied
e DOEGHCROSTER 3
Agent: AGENTCROSTER (Windoms 32:50) 1
Solcys e Sharng Path Audit Al - e Drecary Cooy Move
At ForensicContext e ChanvelCache

HIGH RISK EMPLOYEES

5.5 ) Christopher V Foster » -
Categary:
1 Collection Properties

Fizrame Conbracsss260c

= Copyig 1013 tems (L5468

Copying 1,013 items (1.54 GB)

3.5)) phitip C Mitchel

from FIEA (VAFIEA) o Desktop (CALsers\closten Deskior

Hetucek
s

2 Temp Weekly (%)

& Temp-Daly

s [Xw] 3 W0k

Totak 0400 32516 10:24:16 AW

W s IR oo el

2.2 [Server Teme:21:00:03 GT-+00:01)

Ogerstor: Operator | 5
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GDPR PRACTICAL ADVICE

= Assess current data protection practices

= Create a data protection governance structure

= Maintain a personal data inventory

= Create information notices

= Maintain consent mechanisms

= Apply technical and organisational controls

= Perform Data Protection Impact Assessments (DPIA)

= Report personal data breaches to Supervisory Authority (SA)

[ FORCEPOINT

GDPR-A legislative miles

e
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GDPR RESOURCE PACK: WWW.FORCEPOINT.COM/GDPR
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The Forcepoint GDPR Resource Pack
Helping your organization prepare for compliance with the new regulation.
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