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WHY ARE WE HERE TODAY? 

• Overview of common tactics in advanced attacks 

• Explain the privilege pathway 

• Recommend four controls to reduce risk 

• Outline a methodology for rapidly implementation  

SESSION OBJECTIVES 
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3 The Forrester Wave: Privileged Identity Management, Q3 

2016 

FORRESTER ESTIMATES THAT 

80% OF SECURITY BREACHES 
INVOLVE PRIVILEGED 

CREDENTIALS. 



THE ATTACK SURFACE CONTINUES TO GROW  
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CYBER ATTACKS TYPICALLY START WITH PHISHING 

“If an attacker sends out twenty to thirty phishing emails, 

there’s a good chance he’ll penetrate your network.” 



Typical Lifecycle of a Cyber Attack 
SAMPLE ATTACK SCENARIO 
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THE PRIVILEGE SPRINT 

• Rapid reduction of privileged account risk, focused on Active Directory 

• “Act as if you’ve been breached” 

 

Four core objectives: 

 

 

 

 

 

 

Reduce the attack surface 

 
Isolate privileged access 

 

Require two-factor authentication for privileged access 

 

Detect attacks on privilege 
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REDUCE THE ATTACK SURFACE 

• Eliminate unnecessary accounts and entitlements 

• Implement a password of the day approach for personal privileged accounts 

• Vault and automatically change the passwords for remaining privileged accounts 

• Don’t over use privilege 

• Domain Administrators should only log on to Domain Controllers 
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ISOLATE PRIVILEGED ACCESS 

• Establish a barrier between the untrusted workstation and sensitive assets 

• Most approaches utilize a hardened “jump server” 

• Greatly reduces risk of credential theft 

• Increases visibility and accountability for privileged activities 
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REQUIRE 2FA FOR PRIVILEGED ACCESS 

• Strong authentication for privilege is mandatory 

• Challenging to manage native integrations 

• Enforcing two-factor at the “jump server” standardizes deployment 
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DETECT ATTACKS ON PRIVILEGE  

• Solutions can detect pass-the-hash and golden tickets in real-time 

• Behavioral profiling and anomaly detection  

• Improves odds of detection at all phases of an attack 
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IDENTIFYING KEY RISKS – DOMAIN COMPROMISE 



IDENTIFYING KEY RISKS – LATERAL MOVEMENT 



CYBERARK PRIVILEGED ACCESS SECURITY HYGIENE PROGRAM 



WHAT HAVE WE LEARNED 

• In the past 24 months, many successful attacks have used hijacked privileged credentials 

• Protecting privileged credentials must be a top organizational priority  

• Significant risk reduction does not take long 

• It’s possible to adopt a proven framework for an intensive 30-day sprint to implement a set of key 

controls around privileged credentials 

SESSION KEY TAKEAWAYS 
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WHERE TO START 

• Run DNA to discovery privilege accounts across your organisation.  

• Review your privilege account security hygiene plan 

• Download a copy of the “The CISO View Report” - https://www.cyberark.com/cisoview/  

• Focus on rapid risk reduction!  

 

 

 

 

SESSION NEXT STEPS 
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THANK YOU 
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