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Common Incident Response Cases 

CYBER SURVIVAL GUIDE  
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Hacker’s GIT it 
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We Don’t 
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So you are moving to the cloud 
 

Let’s start with the simple stuff 



7 ©2018 Check Point Software Technologies Ltd.  

You start with a simple web 
infrastructure  
 
Load Balancer with access 
control lists 
 
Web Servers 
 
S3 Bucket for storage 
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Success, the environment Auto Scale's 

 
It gets bigger and bigger… 

 
Costing more money 
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JBoss management console exposed 
 
 
 
 
 
 
 
 

Auto-Scaling Resource Consumption 
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Let’s move more to the cloud! 



12 ©2018 Check Point Software Technologies Ltd.  



13 ©2018 Check Point Software Technologies Ltd.  

Until one day you get a call……. 
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From: Accounts Payable 

To: CFO 

Subject: Urgent Payment 

 

Hi Steve, 

 

Please note that due invoice payment would be 
received to our subsidiary account as we have just 
been notified by our bank that our corporate account 
is audited and cannot accept any payments for now. 
Please use the following details for outstanding and 
future payments. 

Acct Name: Send me money 

BSB: 999999 

Acct No: 1234567890 

Kindly acknowledge receipt and understanding of 
message 
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Let’s make some money from Email 
 

Outbound SPAM  
 

Data Theft 
 

Whaling 



16 ©2018 Check Point Software Technologies Ltd.  



17 ©2018 Check Point Software Technologies Ltd.  

Lateral Movement 
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How Forensics Works 

FORENSICS data 

continuously collected 

from various OS 

sensors 
1 

Report generation 

automatically triggered 

upon detection of network 

events or 3rd party AV  
2 

Digested incident 

report sent to 

SmartEvent 4 Processes 
Registry 

Files 

Network 

Advanced 

algorithms analyze 

raw forensics data 3 
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Forensic Analysis 
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Machine Learning  
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Polymorphic, but C2 is a giveaway 
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In the beginning… 

“ Powerful 

  Bible Study 

    Made Simple! ” 
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Social Engineering is back 
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Let’s move everything to the cloud 
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Take Away 
 

 
• Full gateway protections with controls that span all layers 

 
 

• Account Take Over Protection 
 
 

• Prevent! 
* (B) Ready to respond and remediate 
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Recommendations 
 

 

 

Ask us about 
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THANK YOU 
 


