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Hacker’s GIT it
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We Don’t
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Let’s start with the simple stuff

So you are moving to the cloud
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You start with a simple web
infrastructure

Load Balancer with access
control lists

Web Servers

S3 Bucket for storage

WELCOME TO THE FUTURE OF CYBER SECURITY
©2018 Check Point Software Technologies Ltd.

o
555
4 8a

=
Check Point

SOFTWARE TECHNOLOGIES LTD

amazon

webservices




Responsibility

Data classification
& accountability

Client & end-point
protection

|dentity & access
management

Application
level controls

Network controls

Host infrastructure

Physical security

On-Prem laaSs PaaS Saas

. Cloud Customer . Cloud Provider

From: Amazon Web Services
To: Mark Nunnikhoven Hide

amazon
+ osvces

Securing Amazon S3 Buckets
Today at 6:17 AM

Hello,

We're writing to remind you that one or more of your Amazon S3 bucket access control
lists (ACLs) are currently configured to allow read access from any user on the Internet.
The list of buckets with this configuration is below.

By default, S3 bucket ACLs allow only the account owner to list the bucket or
write/delete objects; however, these ACLs can be configured to permit public read
access. While there are reasons to configure buckets with public read access, including
public websites or publicly downloadable content, recently there have been public
disclosures by third parties of S3 bucket contents that were inadvertently configured to
allow public read access but were not intended to be publicly available.

We encourage you to promptly review your S3 buckets and their contents to ensure that
you are not inadvertently making objects visible to users that you don't intend. Bucket
ACLs can be reviewed in the AWS Management Console
(http://console.aws.amazon.com ), or using the AWS CLI tools. ACLs permitting "All

Users" grant public read access to the related content.

For more information on configuring your bucket ACLs, please visit:

For additional assistance reviewing your bucket ACLs, please visit
http://aws.amazon.com/support to create a case with AWS Developer Support.

Your list of buckets configured to allow read access from anyone on the Internet are:

markn.ca
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Success, the environment Auto Scale's
It gets bigger and bigger...

Costing more money
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JBOSS

SERVER

Auto-Scaling Resource Consumption
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Let's move more to the cloud!
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Internal corporate netwaork

Exchange Online

Online users

Azure Active Directory

YBER SECURITY

Directory
synchronization
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Until one day you get a call.......
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From: Accounts Payable
To: CFO
Subject: Urgent Payment

Hi Steve,

Please note that due invoice payment would be
received to our subsidiary account as we have just
been notified by our bank that our corporate account
is audited and cannot accept any payments for now.
Please use the following details for outstanding and
future payments.

Acct Name: Send me money
BSB: 999999
Acct No: 1234567890

Kindly acknowledge receipt and understanding of
message
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Let’s make some money from Email
Outbound SPAM
Data Theft

Whaling
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How Forensics Works o
Check Point
FORENSICS data
continuously collected
from various OS
Report generation R Digested incident
) automatically triggered 4 report sent to
upon detection of network SmartEvent

events or 3@ party AV
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Advanced
3 algorithms analyze
raw forensics data
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Forensic Analysis
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9 PM 8/10/2015, 5:29:06 PM
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SandBlast Age

Forensic Anal

:D Tree Timeline View (8 processes)

O

wooooe Gatak_D1439216946773

8/10/2015, 5:29:15 PM 8/10/2015, 5:29:15 PM 8/10/2015, 5:29:16 PM 8/10/2015, 5:30:58

systeminfo.exe 3460
Systern Info Gathering

rundli3Z.exe 3348

Application Info Gathering, IP Location Check, Proxy Change,

Dangerous Execution, HTTF Anomaly
354276622%.exe 3276
Attack Start

Trigger: 3534276622%.exe
crmd.exe 1980
Incident Start Deletion,

Dangerous Execution

systeminfo.exe 4080
System Info Gathering
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Malware Report 1=} Check Point
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Malware Residues (4 out of 10) ©

Attempted access to a known infected site (http://vmx13321.hosting24.com.aufreport N_0039 24F051ECTEBOCCO1-749CEG0980B0CCO1-365296D3A5B82CC01-
1C4122ECTEBOCCOL1_434F4D45545850_61646D696E_ABEFESBD _ASABBDTF 6 _process_System)

Attempted access to a known infected site (http:/f'vmx13321 . hosting24.com.aufreport_ N_0039_24F0S1ECTEBOCCO1-749CEGQ980B0CCO1-365296D3A582CC01-
1C4122ECTEBOCCOL_434F4D45545850_616460D696E_ABEFESBD _ASABBDTF_7_process_smss.exe)

Attempted access to a known infected site (http://vmx13321.hosting24.com.aufreport N_0039 24F051ECTEBOCCO1-749CEG0980B0CC0O1-365296D3A5B82CC01-
1C4122ECTEBOCCO1_434F4D45545850_61646D696E_ABEFESBD _ASABBDTF 8 process_csrss.exe)

Attempted access to a known infected site (http://vmx13321.hosting24.com.aufreport N_0039_24F0S51ECTEBOCCO1-749CEGQ0980B0CCO1-365296D3A5B82CC01-
1C4122ECTEBOCCOL_434F4D45545850_616460D696E_ABEFESBED ASABBDTF_ 9 process_winlogon.exe)

Generc detection of malicious behawviors.

The module accesses language settings systems services registry keys

The module accesses the systems services by open controlset001 registry keys
The module allocates memory in a foreign process and writes to it

The module creates a new DLL and executes it using rundll3 2

The module creates a new file and executes it

The module creates a suspended process

The module creates a suspended thread

The module creates an autorun.inf file used for flash drives

The module disables the task manager

The module dynamically loads AP| functions used for dynamic loading of API functions
The module executes an extemal DLL using rundli32

The module executes another copy of itself

The module executes network related commands

The module executes the ping command used to check connectivity

WELCOME TO THE FUTURE OF CYBER SECURITY
©2018 Check Point Software Technologies Ltd. 20



Polymorphic, but C2 is a giveaway

Malware Report

2934096450.exe
:j 4k Malicious Activity Detected
Type Q axe
File 536.0 KB
Size

MDS 13bfbB8daSb83aS5Sc073I88edddacf09ca43

SHAl b59dlZ2aldbd82a94dll0220aZadél3de78aTadod
D nl lici Fil

E=l=E 58 Suspicious Activities
ITI

Attempted Communication to http://vmx13321 hosting24.com.aufreport N 0037 ...
Attermpted Communication to http://vmx13321 hosting24.com.aufreport N 0037 ...
Attempted Communication to http://vmx13321 hosting24.com.auw report N 0037...
Attempted Communication to http://vmx13321 hosting24.com.auw report N 0037...

g‘ 55 Affected Registry Keys
0 Entries Set | 55 Entries Deleted

HEKLM\SYSTEM\ ControlSet00 1L\ EnumiACPIPFMNPO3I03\ME&2c5aT73I3 280 LogConfallo...

HEKLM\SYSTEM\ControlSet001\EnumAACPIRPMNPO303VE&2c5aT733260MLoaConf\Bas. ..

HEKLM\SYSTEM\ ControlSet00 1\ EnumiACPRPNPO30INAE2e5aT 332600 LoaConf\Boa. ..

HELM\SYSTEM\ControlSet00I\EnumAACPHPNPO303\48&2c5a7332&0\LogConf\Filte..
more
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3 . 2 Affected Processes

T 2 Processes Created | 2 Processes Terminated | 0 Processes Crashed

CAWINDOWS\system32emd.exe
CAWINDOWSYsystem3 2\systeminfo.exe

4 2 Affected Files

= 0 Files Created | 1 File Modified | 2 Files Deleted

ChDocuments and Settings\admin\Local Settings\Temp\—035040.tmp
Cihte fileshemulatedFile2 1.exe
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Your personal files are encrypted!

11:58:20

Your documents, photos, databases and other important files have been encrypted
with strongest encryption and unique key, generated for this computer. Private
decryption key is stored on a secret Internet server and nobody can decrypt your
files until you pay and obtain the private key. The server will eliminate the key after a
time period specified in this window.,

Open I bs7aygotd2rnjl4o.onion. link
or http bs7aygotd2rnjl4o.torstorm.org

or http bs7aygotd2rnjl4o.tor2web.org

in your browser. They are public gates to the secret server.

If you have problems with gates, use direct connection:
1) Download TOR Browser from http:/ /torproject.org
2) In the Tor Browser open the http:// aygotd2rnjldo.onion

(Note that this server is available via Tor Browser only. Retry in 1 hour if site is not
reachable).

Write in the following public key in the input form on server:

Copy Public Key to Clipboard m

WELCOME TO THE FUTURE OF CYBER SECURITY
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Let’s move everything to the cloud
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The referenced account is currently locked out'and may notbelogget

w. WINndows / Ultimate
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- Full gateway protections with controls that span all layers

- Account Take Over Protection

- Prevent!
* (B) Ready to respond and remediate
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Ask us about

Check Point

SandBlast

ZERO-DAY
PROTECTION
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THANK YOU

Gad Naveh | Advanced Threat Prevention Evangelist WELCOME TO THE FUTURE OF

CYBER SECURITY
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