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Don’t Envy the CISO

Jan 19, 2017 Attackers start

COMPUTERWORLD  wiping data from CouchDB and

Frowiee  Hadoop databases

Jul 12 2017 Cloud Security
Failure: Millions of Wrestling

eSecurity Planet @77/ Fans' Personal Data Exposed

Jun 1 2017 Booz Allen Hamilton leaves
60,000 unsecured DOD files on AWS
server

Dec 19, 2017 120 Million American

Forbes Households Exposed In 'Massive'

ConsumerView Database Leak
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Feb 16 2017 The Era of Data-Jacking
Reading is Here. Are You Ready?

DARK

Jul 12 2017 Misconfigured Amazon

threat Storage Exposes 14 Million Verizon

Customer Records

Apr 3 2018 37M Panera Bread customer

records found to be exposed to all and sundry
in the cloud

@
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Jul 17 2017 Dow Jones customer
THE data exposed in cloud error
HILL




Architectures Moving Fast

S

Internet Gateway

VPC CIDR : 10.0.0.0/16

External subnet: 10.0.0.0/24
Default route: Internet GW

Gateway Cluster

Private IP : 10.0.0.20
Secondary IP (Cluster IP) : 10.0.0.10
Secondary IP (Web) : 10.0.0.40

Cluster Member A \
Active '
athl

Private IP: 10.0.1.20
Secondary IP (Cluster IP) : 10,0.1.10

Internal & sync subnet: 10.0.1.0/24
Default route: Member A /eth1

rr Instances

.

Traditional
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Front end Back-end services :

| sau
-—._.. . External
data stores
Azure load : m___.,o_’
5 19

Client Apps
Ingress
balancer | autoscaling
MNamespace
helm u rade :
HELM oo e
aph DS db
********** o [T
Azure docker mi.ﬁ] docker Kubernet
Pipelines push pull cluster
Container : mm
registry -— — Aggrlob
Submission
dstafsource-identical Jdatafvatdated e Lavar
. - Data staging layer Data staging layer e
Department / Input validation /
friwchs conversion Input tracking AWS Lambda
layer layer Aggrjob
Dev/Ops menitoring
layer

Identity and Access Management (IAM)
Monitoring and logging (CloudWatch)

Containers
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Amazon
Redshift

Aggregationand

load layer

Server-less
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Public Cloud Further Changes the Game Cheok Point

e Cloud-native: Everything as a service

— Load balancers, Data and DBs, File systems, Storage, |dentity, etc.

o Elastic & Ephemeral Infrastructure

— Auto Scaling models with Short-lived Entities

e Multi-Cloud makes it even more Complex

III

Watch “The Perimeter is Dead. Long Live the Perimeters

https://www.youtube.com/watch?v=nvVI3azDmOQ
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Cloud Security Key Challenges

_________________________________________

. Cloud environments are
i dynamic |

. Cloud Security Should.... |

| Prevent fatal
misconfigurations, enforce
strict security posture i
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©2018 Check Point Software Technologies Ltd.

_________________________________________

Cloud applications have
i evolved |

Cloud Security Should.... |

. Actively protect workloads |
and cloud services from
| modern attacks i

Check Point
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_________________________________________

Security should not slow
. down cloud innovation

" Cloud Security Should....

' Enable the cloud to stay |
| agile and elastic



Check Point CloudGuard laa$ Chock Point
Protection for private and public cloud networks

- Advanced threat prevention
« Next Gen Firewall (NGFW)

- Application and data security
- Forensic analysis BN . con

» Dynamic policies . “ CloudCuard

2 |

- Comprehensive Networking |
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Introducing ‘
Check Point CloudGuard Dome9~_ " - S!’Domleg

Securlt{ for the Public Cloud Natlve Controls

Google Cloud Platform



Network
Security

Continuous
Compliance

Privileged
|dentity
Protection

Cloud Threat
Intelligence

CHECK POINT

CloudGuard
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Protecting your Cloud workloads and
services is no longer complex. Get full
security visibility & control with
continuous.compliance



Com

plete Network & Security Visibility

Check Point

SOFTWARE TECHNOLOGIES LTD

M

mm ) Prote Clarity Compliance &
Clarity home / AWS Prod / Oregon / Main Demo VP I8 senvers
o+ = ECOMPACT> L LANOSCARE- O HEDEEMPTYSG O PEEMED VPSS D VPO RLOWLOSS o PRINT O SEARCH T HILTER EY TAGS Q. paln Dema VPC (vpe-B9e113ec) - SECURITY GROUSS - M
-
External Zone Internial Zone
Dl ververs
- 4 bAoAt tdd
[ 70085 kn ALt -dreenaiing '._IJ minpdpreivelt
* Instances: ()
[ IS0 Truyubbets j DB %
™ LS| v DB2 %
= ROS(T)
i1 Cr ¥ . W
[ It Ao r \_ﬁ w.rmﬁn:] VY 21 %%
d B L ) Lamiais 2 = Inbound Rules: (3)
| My comonse PRt (@ e F) | P 465 SWTP - Se
) — - (Ermm )
[ 104,901 5432 b 1 [@' LBl 1) [m L= e
| = | 5 Acpt Severs I (m o M ke r_:]i—
e F | ..--ﬁ = ,] = Outbound Fules: (1)
1 Wint Saramm 1 . 1
(" pummo s (M oo - ) w ) \ = > AT
[- Appd_ g plicationSe J ) t-:i‘- e - "_] = Souroes: [3)
7 App Sesvers %
[ NYE Oifice ___il - DB servers -] WebServers b
Common 3G %
™
( Monitor Exteral .. N

S LAST 10 MIN D EXPORT TO CSY
Select codumn

sucoESTIONS: | Sounce | Destination | | Source Porlt | Dest Pon

Source Source Port Destination
181 21LET 34 406D cEl
185 L17T.2E 50461 CBEY
RAEA L RN P o (M
716135131 901 oAz

FEATURES
® Automatic discovery and classification of security groups
by exposure level
Intuitive visualization of topology
Object-based IP management with IP lists
VPC flow log overlay for traffic analysis
Click-through remediation
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Cloud Compliance and Best Practices

IAM Safet

Compliance Engine  policies VOashooaro Assessment History P.aygfo'on (9'\: nuous Compllance 1 May 15, AWS CIS Foundations v, 1,1.0
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® Multiple compliance standards like PCI DSS, CIS
Fikers Results Benchmarks, ISO, NIST, FedRAMP, and more
Showing S0/50 CLEAR Ensure the default security Continuous Compliance granular assessments
A TESTED, . (G5 RELEVANT Compliance posture history
44 . . .
Results . Extensive entity and service coverage on AWS, Azure, GCP
Faded (44) 1 H
Pasced @ Ensure multi-factor authen Prlntable reports
26 TESTED 18 RELEVANT ? s -
Severity v e




Automate Compliance with Continues Compliance Gheck Point
and CloudBots Remediation
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Governance and Compliance Knowledge Base Check Point
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GSL KNOWLEDGE BASE

Dome9 Governance Specification Language (GSL) allows Dome9 users 1o create Compliance and Security rules
written in a concise, common language that is easy to understand. With an online visual editor, a hundred lines of
code can be reduced to a short human readable GSL statement,

This Knowledge Base provides Dome9 GSL Best Practices for AWS, Azure and GCP environments. We constantly
update this Knowledge Base, so please check this page for new updates!

https://gsl.dome9.com/

Showing 119 from 119

AWS  Amazon Web Services /S Microsoft Azure N Google Cloud Platform
Search
Risk Level Network Security
High Unused firewall rules GCP Security Group
WaGn Global Firewall rule that aflows all traffic GCP Security Group
Ensure that Cloud Storage bucket is not anonymously and/or publicly accessible Storage Bucket
Domain Ensure that there are no publicly accessible objects in storage buckets Storage Bucket
Network Security Ensure the default network does not exist in a project GCP VPC Network
Encryption and Key Management Asset Is not labeled Virtual Machine Instances
Logging Asset does not contain a security tag Virtual Machine Instances
Network Ports Security Google Instance with public IP Virtual Machine Instances
) Disable IP forwarding while creating instances Virtual Machine Instances
Entity
Security Group
Storage Bucket Encryption and Key Management
VPC Network
Virtual Machine Instances Ensure VM disks are encrypted with Customer-Supplied Encryption Keys (CSEK) Virtual Machine Instances
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Analyzing Cloud Traffic Is Hard

Lambda Function Destination ~ Number of
VPC Flow Log Wmterface Destination IP K Port I.Pa_ckets destinati Log Status
version : . d KNOWwn malicCious aestination

is talking to
1 ! 1 \f I/v 1 T f Timeframe (in seconds) T

2 270870580655 eni-6d25f24c 172.31.100.49 178.137.87.242 80 57379 6 15 1843 1496697675 1496697715 ACCEPT OK

} ! L\ !

AWS Account Source IP Source Port |IP Protocol Bytes SG or NACL
action

Lambda function is
sending outbound traffic

over port 80 to a
malicious IP address
178.137.87.242
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CloudGuard Threat Defense Check Point
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Surface of Attack Assets

Network
CloudGuard
laaS Data
X S
—rh @
Identity

> CloudBuard Servers and services
Dome9 IAM Safety

Control Plane %
Cloudiiuoard @

Dome9 Compliance Engine

CloudGuard

Dome9 Network Security
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CloudGuard: Comprehensive Multi-Cloud Security Check Point

CHECK POINT

CloudGuard
laaS

Market-leading threat prevention — anti-
bots, IPS, anti-malware, AV and more

Securely connect your hybrid cloud
Adaptive policy for macro-segmentation

WELCOME TO THE FUTURE OF CYBER SECURITY
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CHECK POINT

CloudGuard

LN

oy Domed)
WAPDH s e curity

Full security visibility and control

Cloud services and applications are never exposed
Continuous compliance for cloud native services
Auto-remediation of security misconfigurations

Active protection against identity theft and data loss
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2019 Cloud Offering

CHECK POINT

CloudGuard
Saa$

Protecting enterprise data by
preventing targeted attacks on
SaaS applications and cloud-
based email
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©2018 Check Point Software Technologies Ltd.

CHECK POINT

CloudGuard
laa$

Protecting public & private
cloud networks with
advanced threat prevention,
network segmentations and
policies that span across
multiple clouds and hybrid
environments

CHECK POINT

CloudGuard
Dome9

Protecting against cloud
configuration mistakes,
identity theft and data loss.
Delivers full visibility and
control of network security
posture, and best in class
governance and compliance

[Internal Use] for Check Point employees
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360° Cloud Security

Zero Day Anti- Identity
Protection Phishing Protection

Data
Leakage
Protection

Shadow IT
Discovery

Anomaly
Detection

CHECK POINT

INFINITY
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Chart source information goes here

aWS Centralised

~ =) Centralised

Mmg:n;f“‘ Logging
] Office 365 A h

Google Cloud Platform
Alibaba Cloud Sce

G Su Ite w (\) Application PtV

Control Anti-Bot

CHECK POINT CHECK POINT

CloudGuard
slack Aut
ﬁ. saas E Provi:i:ning
openstack.
EGN*TE NUTANI
servicenow vmware

Advanced
Threat

salesforce G Protection
CHECK POINT |I|I|I|l|

Cisco

AAzu re \aWS,

),

Google Cloud Platform

Network
Security

Compliance
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URL
Filtering

Data Loss
Protection

API Driven
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THANK YOU!

Securing the Cloud with
Check Point CloudGuard

Richard Flanders | Head of Cloud UK WELCOME TO THE FUTURE OF

CYBER SECURITY
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