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Data Economy
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13 New Songs Added

Spotify

15,220,700 Sent Text

Twitter » 456,000 Tweets send
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2.5 Quintillion bi’res a day

Riders take 45,787 trips” Uber

= Conducts 3,607,080 searches

Google

Uses 2,657,700 GB of Internet Datd Americans

Amazon . Make $ 258,751.90

Source:


https://www.domo.com/learn/data-never-sleeps-5?aid=ogsm072517_1&sf100871281=1
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Attacks are overcoming traditional security methods eve
minute

2,600,968,280

Records exposed in 2017

a result of

1,765

data breaches globally.

EVERY MINUTE EVERY SECOND

Numberofrecords =  <ESEeS”  / | \ /1 N (1 \___ o
compromised

,125,940 296,914 4,949 82

96% of all data breaches involved data that was NOT
ENCRYPTED
THALES
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Nation States
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Duqu, “Son of Stuxnet”

+ Whatitis + Whatitdoes
= Atrojan announced by = System profiler and info-stealer
Symantec on 20 October 2011 * Exfiltrates datato C&C servers

. Unspecified companiesin
* Whatittargets France, Netherlands,

> Microsoft Windows Switzerland, Ukraine, India, Iran,
- How it spreads Sudan, Vietnam, UK, Austria,
Hungary, Indonesia...

+ Whodidit

No attribution to date

= Zero-day exploitin Microsoft
Word documents

= Why “Son of Stuxnet”?
o Methodology and portions of code identical to Stuxnet
o Effects and purpose appear different
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Hacker Tools
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Products ~

THREATS ~ CATEGORIES ~

ATM malware is being sold

4

Free test ..for :contactme : “There are disc
serious FR : regular clie
customers”

HACKING TOOLS & SERVICES

$12.99 (See more details on page 10)

1,000 - 10,000 accounts $15 - $40

Manthly Basic Rental $750 | Monthly Full
Rental $1,200 | Monthly Suppart $150

Day $80, Week $500, Month $1,400

Unlimited Traffic, Day $2,000
Unlimited Traffic, Month $15,000

Lite exploit builder $650
Full Version $1,000

$100

$50

Week long attack $500 - §1,200

$700 - $1,500

ng Tutorials Multiple Tutorials $5 - $50

aa> - Password cracking service

Nice introduction

Your victim details

“where did you heard
about us?”

nets, RATS, virus, ransomware and malware creation.

Elitehackingservices *

*..

B-2017, 01:24 AM (This post was last modified: 11-26-2017, 03:08 PM by Elitehackingservices.)




How Are We Prepared For Cyber Attack

The intention is not just to defeat the defence



You may think you have unbeatable Security

Till you have been
hit by a someone
no one knew
about.
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Tradition
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Ten Years worth of problem in six months

Traditional Datacenter Cloud
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Why we fail?
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I Audits Make You Secure?

/ Audit Time

Security
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Access Conirol Simplified
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I Question

| If accounts team receive an email from CxO for making a payment to a
particular individual/organization, would they confirm the details by
call/text/chat?

| If yes, how many times?

2 THALES
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SOLUTIONS

AUTHENTICATION
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I What's Wrong With Passwords?

VodS L ob Lol

We knew the problem The solution was to increase the
with static passwords security  of the passwords
even before we however everyone forgot to
E started to use them in consider how many posswords-l- HALES

cyber space humans can remember.



User Experience vs Security
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{ MobilePASS+

_ Please enter your credentials to login.
Office 365 7191114
3|16|3|9|6
417|088
2|16|5|2|5
3191502
Response |
.
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Where To Enable Two Factor A

Cloud
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Single Sign On
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Orchestration / Business Logic

Policy Management Risk Assessment SSO Session Management

AUTHENTICATION DEVICES (o{e] 1154}
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OTP Push Windows  gpo 3 party o

Password Kerberos Hello

Js0



THALES

-

Data Security Simplified
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SOLUTIONS
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#1: Why is Encryption Secure?

Example: AES128 = 3,4 x 10%Keys
Assuming
a Super Computer can calculate ~ 1 Billion Keys / second,

we have 100 Super Computers,
we find the key in the 1%.

FInding the Key takes 10%“years. Universe'is 10" years old.
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DRIVING PERFORMANGE

However When We Need Speed With Security The Picture Is Little Different




I #2: Why do we need external Key Management?

No one tries to crack encryption by calculating the
keys...

It's easier to use the key and decrypt
the data

eparate Keys from Data and Store/Manage Keys securely

o THALES
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Data Encryption Simplified
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I Where to Encrypt and Manage Keys?

Application

se
F File/Folder

System
Vi

at
YP

[« THALES

KeySecure



Data Protection ..... Now Available On Demand
Protect Everywhere Protect Everything

B O
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I Benefits for Customers

Designed to offer security-as-a-service quickly and easily

Easy to integrate into

@ Zero upfront White labelled
hundreds of
‘ investment @ versions o , ' .S ©
applications
@ Centralized —  Multi-tenant User friendly
management 0= (apabilities marketplace
Q Cloud_based 1 x Third—party AP (o) Automated:—
oricing support Sy Deployments,
Billing, etc
THALES




H nvoro |SUCCESS
EhE ARE NO SHORTCUTS.

Manoj.Bhati@thalesgroup.com
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