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Nirvana

You are here
(Never Been Breached)

Attacks

Security Scale

Agenda

Agenda
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Spotify 13 New Songs Added

Text15,220,700 Sent

Twitter 456,000 Tweets send

InstagramUser post 46,740 photos

Amazon Make $ 258,751.90

UberRiders take 45,787 trips 

Google Conducts 3,607,080 searches

Youtube User watch 4,146,600 videos

AmericansUses 2,657,700 GB of Internet Data

Source: https://www.domo.com/learn/data-never-sleeps-5?aid=ogsm072517_1&sf100871281=1

2.5 Quintillion bytes a day

Data Economy

https://www.domo.com/learn/data-never-sleeps-5?aid=ogsm072517_1&sf100871281=1
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Lets put things in perspective

Trust. Every day.4

2019



5

Attacks are overcoming traditional security methods every 
minute

2,600,968,280
Records exposed in 2017

As a result of 

1,765
data breaches globally

More than 96% of all data breaches involved data that was NOT 
ENCRYPTED

Number of records  
compromised

7,125,940

EVERY DAY

4,949

EVERY MINUTE

296,914

EVERY HOUR

Source: 2017 Breach Level Index

82

EVERY SECOND
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Think like a bad guy
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Script Kiddies

Organised Gangs 

CAAS
(Cybercrime AAS) Nation States
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(Cybercrime 
AAS)

Nation States

Hacker Tools
Script 

Kiddies

Organised 
Gangs 



10



11

How Are We Prepared For Cyber Attack

The intention is  not just to defeat the defence

Attacker have to succeed just once
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You may think you have unbeatable Security

Till you have been 

hit by a someone 

no one knew 

about.
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Is cloud answer?
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Ten Years worth of problem in six months

VS

Traditional Datacenter Cloud
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Why we fail?
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Hackers Security Team
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Audits Make You Secure?
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Compliance =! Security

9/6/2019 GDPR Explained 19
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Access Control Simplified
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Question

▌If accounts team receive an email from CxO for making a payment to a 

particular individual/organization, would they confirm the details by 

call/text/chat? 

▌If yes, how many times? 
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ENVIRONMENT

PEOPLE DATA 

0101010

1010101

1100101

PROCESS
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EMPLOYEES 

PEOPLE 

3RD PARTIES CONTRACTORS
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SOLUTIONS

ENCRYPTION KEY MANAGEMENT

0101010

1010101

1100101

ROOT OF TRUSTAUTHENTICATION 
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What's Wrong With Passwords?

We knew the problem
with static passwords
even before we
started to use them in
cyber space

The solution was to increase the
security of the passwords
however everyone forgot to
consider how many passwords
humans can remember.
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User Experience vs Security

Choose very complex password Enter password for each application
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Where To Enable Two Factor A

Tokens & Users

Self-Enrolment / 
SelfService

Role Based 

Administrators

Corpora
te 

Network

LDAP / Active 
Directory

LDAP / Active 
Directory

Corpora
te 

Network

LDAP / Active 
Directory

Directory 

Sync 

Agent

Agent

OWA, WinLogon, 
IIS, RDWeb / 
RDGateway

SAML/ 

ADFS 3.0

Corpora
te 

Network

API/SDK

SAML/RADIUS

Access 

Gateway

Online 

Storag

e Applicat

ion 

Hosting

Disaster 

Recover

y

Cloud 

Services

Cloud 

Applications

SAML/ 

ADFS 3.0

Corpora
te 

Network

LDAP / Active 
Directory

LDAP / Active 
Directory

Corpora
te 

Network

1

2

3

4

5
6

7

8
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Single Sign On
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S i n g l e  S i g n  O n

Orchestration / Business Logic 

Policy Management Risk Assessment SSO Session Management

OTP Push KerberosPKI
Windows 

Hello
Password FIDO

AUTHENTICATION DEVICES

Networ

k

logon

Cloud IT
Legacy

Web VDI

CONTEXT

3rd Party

Geo fencing
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Data Security Simplified
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FILE FOLDER  

0101010

1010101

1100101

VMDB NETWORK

DATA LOCATIONS



33

DATA TYPES

CREDIT CARD HEALTH CARE 

0101010

1010101

1100101

TRADE SECRETSPII 
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SOLUTIONS

ENCRYPTION KEY MANAGEMENT

0101010

1010101

1100101

ROOT OF TRUSTAUTHENTICATION 
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Example:    AES128 = 3,4 x 10
38 

Keys

Assuming

a Super Computer can calculate ~ 1 Billion Keys / second,

we have 100 Super Computers,

we find the key in the 1%.

Finding the Key takes 1022 years. Universe is 1011 years old.    
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Remember……Anyone can encrypt…However When We Need Speed With Security The Picture Is Little Different



39

#2: Why do we need external Key Management?

No one tries to crack encryption by calculating the 

keys...

It‘s easier to use the key and decrypt 

the data

Separate Keys from Data and Store/Manage Keys securely
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Data Encryption Simplified
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“Many organizations understand the benefits of encryption … but have difficulty on 
the question of just where to encrypt the data?.” 

Jon Oltsik, Senior Analyst, Enterprise Strategy Group

Where to Encrypt and Manage Keys?
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Data Protection ….. Now Available On Demand

Virtual

Cloud

Data Center

Protect Everywhere

Network

Payments &
Transactions

IoT

Big Data

Protect Everything

Personal
Data

SAFENET DATA PROTECTION ON DEMAND

Applications

ROOT OF
TRUST

KEY
MANAGEMENT

ENCRYPTION

MARKETPLACE

POLICY MANAGEMENT 
& REPORTING

SaaS

PaaS

IaaS

APIs

Gemalto Confidential

Taking Traditional HSM and Encryption and Making it Consumable as a Service
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Zero upfront 

investment

Centralized 

management

Cloud-based
pricing

White labelled

versions

Multi-tenant
capabilities

Third-party API 

support

Easy to integrate into 

hundreds of 

applications

User friendly

marketplace

Automated:-

Deployments,

Billing, etc

Designed to offer security-as-a-service quickly and easily

Benefits for Customers
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Thank you, Drive Through

▌Manoj.Bhati@thalesgroup.com
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Thank you

Manoj.Bhati@thalesgroup.com


