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Identity was part
of a stack
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Workforce Identity
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Identity as an independent
and neutral platform



Customer Identity
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Build it Identity as a
yourself microservice
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Security

YESTERDAY

Network is the perimeter
Firewall, VPN

TODAY
People become the perimeter
Iaentity-driven security

TOMORROW
People are the only perimeter
Zero Trust, Customer privacy
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Workforce Identity

YESTERDAY

Identity was part
of a stack

Customer ldentity
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Zero Trust starts with
a change in philosophy
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UNTRUSTED




Infrastructure Applications APIs
IaaS On Prem Servers Cloud apps  On Prem Apps Public Private

Employees Privileged Users Contractors Partners Customers



Identity Is The New
Perimeter



Credentials Are The
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of data breaches involve of phishing attacks of people reuse same
g ‘stolen/weak credentials target credentials passwords
N
N\ i
Source: 2019 Verizon Data Breach Source: 2016 Verizon Data Breach Source: Ponemon 2019 State of Password
Investigations Report Investigations Report agg (;Ar}cjthentication Security Behaviors
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Attackers Don’t Need To Hack In —
They Just Log In



Contextual Access

App Context

Network Context Device Context Location Context Contextual Response
W Threat Intelligence Managed device New geo-location Allow/deny access
Network anonymizers Impossible travel

User Context
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Zero Trust Access

have the to the in the that is
rlght right level right right assessed
people of access resources context continuously
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Three Fundamental Properties

e

Perimeterless Context Dynamic
Design Awareness Access Control



Adopting Zero Trust



Beyond the Buzzword: Security Leaders Today

Only 16%o of ... but 97% are engaged
organizations today have in Zero Trust projects

an explicit Zero Trust
strategy
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Identity and Access Maturity Curve

Stage 0:
Fragmented
identity
* Active Directory on- 65% of security leaders
premises surveyed do not have a unified
« No cloud integration user directory across all apps,

on-prem and cloud
* Passwords everywhere



Identity and Access Maturity Curve

Stage 1:

Unified IAM

* Single sign-on across #1 priority for organizations in
employees, contractors, | the coming year
R 49%o of organizations plan to

* Modern multi-factor implement MFA in the next
authentication 12-18 months;

* Unified policies across 389% aim to deploy multiple
apps and servers factors across groups




Identity and Access Maturity Curve

* Single sign-on across
employees, contractors,
partners

» Modern multi-factor
authentication

* Unified policies across
apps and servers



Identity and Access Maturity Curve

Stage 2:
Contextual

Access

» Context-based access

policies

* Multiple factors deployed | 189% of organizations have
across user groups a fully automated

« Automated provisioning/deprovisioning
deprovisioning for leavers | Mechanism for employees

« Secure access to APIs Only 7% have automated

provisioning/deprovisioning
for external users




Identity and Access Maturity Curve

Stage 3:
Adaptive
User Base

* Risk-based access
policies

* Continuous and
adaptive
authentication and
authorization

* Frictionless access

Only 8% have
implemented
passwordless access



Identity and Access Maturity Curve

PROTECTION

Stage 0:
Fragmented

identity

* Active Directory on-
premises

* No cloud integration
* Passwords everywhere

Stage 1:

Unified IAM

* Single sign-on across
employees, contractors,
partners

* Modern multi-factor
authentication

* Unified policies across
apps and servers

Stage 3:

Stage 2:
Contextual

Access

 Context-based access
policies

* Multiple factors deployed
across user groups

» Automated
deprovisioning for leavers

* Secure access to APIs

Adaptive
User Base

* Risk-based access
policies

* Continuous and
adaptive
authentication and
authorization

* Frictionless access
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ADOPTION c



Adaptive API Access Universal Lifecycle Advanced Access
MFA Management Directory Management Server Access Gateway

--------------------- WORKFORCE IDENTITY  --------mommommee
PRODUCTS

© Okta and/or its affiliates. All rights reserved. :



okta

Questions?



