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THALES Defence and Security

© SEAFIRE
Mulkifunction radar with four fixed flly
dgital octive anennas, providing
simultaneous air and surface swrveillance,

Self Defence to Extended air Defence.

o © CAPTAS-4 COMPACT
Compaoct variable depth sonar with
high detection capabilily fo effectively
tackle the underwater threct.

__ © IFFBLUEGATE
] doriificaton provided by
BlueGote IFF combined inforrogator
ransponder ond compliant with

Made 5 and Mode S

© SENTINEL
A fully digital electronic warfare
system {radar and communication)
built around @ modular architecture.
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© AQUILON 9 © KINGKLIP MK2

Infegroted digital secured communications o High performance hull-mounted
syster. Guarantees inferoperability and " son

=
connectivity of the frigate and ik crew les delection capabiliies.
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I THALES Digital Identity & Security

©Thales 2018 All rights reserved.
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THALES Digital Identity & Security
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I Business Transformation is here and now
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I Data is the new gold...

DATA RECORDS LOST OR STOLEN SINCE 2013
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O NLY of breaches were and the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

EVERY DAY EVERY HOUR EVERY MINUTE EVERY SECOND

This document may not be reproducec odified, adapted, published, translated, in any way, in whole orin

part or disclosed to a third party without the prior written consent of Thales

THALES

B



Data is the new gold...

Records Stolen/Lost By Industry Breach Incidents By Source Breach Incidents By Type Records Stolen/Lost By Industry Breach Incidents By Source Breach Incidents By Type

DATA RECORDS STOLEN OR LOST BY INDUSTRY

Shows percentage of total records, hover over pie chart for record totals.

NUMBER OF BREACH INCIDENTS BY TYPE

Attackers use a variety of techniques against organizations.

2018 2017 2016 2015 p 2013 ALLTIME
2018 2017 2016 2015 2014 2013 ALL-TIME
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I Business Transformation is driving the need for Access Management

63% of organizations believe cloud apps
make them targets of cyberattacks
Cloud

Mobility |
ser
Convenience

More than 93% believe that MFA & Access
Management can facilitate cloud adoption

Security

Companies have reported more than

41,000 data breaches to EU
authorities since May 2018
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I Protecting the whole digital lifecycle

Authentication Data
encryption
Identity Cryptographic
-+ verification account deletion
s THALES



I But what's wrong with passwordes...

Increased complexity = Many Issues

This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in
part or disclosed to a third party without the prior written consent of Thales - © Thales 2018 All rights reserved.
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But what's wrong with passwords...
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I The Old World....Perimeter Security

©Thales 2018 All rights reserved.
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I The New World - Hybrid IT Perimeter

Passwords to authenticate to the Cloud X
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I The New World - Hybrid IT Perimeter

Different users need access to sensitive data 7 DB
stored inside the perimeter and in the cloud va‘el %
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Safenet Trusted Access

THALES



I Cloud & Web App Support as standard

n

More than
1] Office 365 Google “:"amazon &3] box 100 Apps and
G Suite webservices - GsToMeeting increasing
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I STA: Many User Authentication tokens
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Password Kerberos OTP Push Hardware 3rd Party Google
Authenticator
SMS eMail Voice Pattern-
based

o O

Passwordless Biometric

Utilize the MFA
schemes already
deployed

Extend PKI
authentication to the
cloud

Offer the appropriate
level of assurance

Offer convenience with

Password-less
authentication
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I STA: Password-less Authentication

,

« Strong authentication without the need to remember a password
« Combination of Push OTP with PIN (Windows Hello / Biometric on
IOS or Android)

©Thales 2018 All rights reserved

[C salesforce
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I STA: Context Based Security

- ] Tailor Access Policies to App Sensitivity and User Role
> Step-up security for privileged accounts, such as C-Suite users and IT admins

©Thales 2018 All rights reserved.

> Step-up security for high value apps (e.g. VPN, Salesforce)

» Deny access or step-up authentication based on contextual
information

» Contextual information used to reduce access friction

» Leverage user’'s current Active Directory password

This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in

part or disclosed to a third party without the prior written consent of Thales
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I STA: Manage Risk through Scenario Based Policies
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IT Admins

Access Attempts: History

Standard Users

C-Suite

Access Attempts: per Policy

Policy Scope Default Requirements

& Users @

AllUsers '@ Any of these User Groups:

[ csuie |

T Applications @

All Applications @ Any of these Applications:

x x X

When an access attempt occurs, then access is

® Granted
Denied

DEFINE MONITOR

After authenticating using the factors

+| Password L

Once per session
@ Every access attempt
+| Token Based Authentication (OTP) Q
Once per session
® Every access attempt

ADJUST

=5

THALES



I STA: Reporting & Audit Trail

; | Access event dashboards and unified audit frail

j | Over 40 out-of-the box templates

| Automated delivery

] Prove compliance

‘5% | Integrates with SIEMs

; | All logs can be exported  *~ e
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I STA: Summary

Competitive pricing
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Integrated MFA-AM service
Prevent breaches Allin one license

Multiple tokens included

nt of Thales

((‘ Enable secure cloud Broadest MFA
transformaftion Cloud neutral

Conditional access

W Simplify compliance Rapid fime to ive

Completely automated
Simple policy setup
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I STA - Access Management Handbook

Js0

Get Everything You Need to
Know About Access
Management

Download the handbook to put key concepts, technologies and

standards at your fingertips.

Get your copy now to learn:

The difference between authentication and

access ma ncgemenr

Common open standards used to extend
identities to the cloud, including SAML, WS-
Fed, OpenlID Connect and OAuth

The advantages of context-based

authentication

How to leverage single sign-on (SSO)

Get the Free Handbook

Business Email

First Name

Last Name

Company

Country

State/Province

Phone Number

m | agree to receive information from Gemalto and its offlictes as described

sul |
in our Privacy

ivacy statement.

THALES



THALES

-

Securing Identity & Beyond
More than Access Management

Phil Curtis — Sales Director, UK&I Major Accounts

www.thalesgroup.com



