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What is Identity Governance — The Zero Trust

Approach

Caroline Lawson — Identity Specialist



ldentity Governance & Administration (IGA)

Identity & Access Governance (IAG)

What is Identity Governance?

Access Management Identlty Management (|DM)

Consumer |IAM Privileged Access Management
Single Sign-On (SSO)
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Managing Access
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Managing Access Sounds Simple

People Access
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But it Is complex
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Business Identity Controls
Process Lifecycle & Audit
People Access Data
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Create Deals
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SailPoint Identity Governance is the Glue
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Business Admin Controls
Process Lifecycle & Audit
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®

SailPoint
enables
organizations to
answer
three critical
guestions
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Can you

Prove it?

Who

currently
has access?
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The Identity Lifecycle
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Internal Transfer Account

New Accounts New job/role Termination

Reduce IT costs by Mitigate risk of entitlement Reduce risk and enforce
automating identity creep with automated compliance with automated
processes with policy- provisioning and account suspension
driven on-boarding de-provisioning ensuring de-provisioning
of access
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The Risk-based Identity Governance Lifecycle

Regular / Continuous / Focused Access Reviews
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New Accounts

Reduce IT costs by
automating identity
processes with policy-
driven on-boarding
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Internal Transfer
New job/role

Mitigate risk of entitlement
creep with automated
provisioning and
de-provisioning
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Account
Termination

Reduce risk and enforce
compliance with automated
account suspension
ensuring de-provisioning
of access
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Zero Trust Approach

Least Modelilased Pregigtive
Privilege Lifefjycle Cofjjtols
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Least Privilege for Zero Trust
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Zero Trust Approach

L galst Model-based Pregligtive
Priyilege Lifecycle Cofjjtols
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Model-based Lifecycle

- RBAC lifecycle management...

& [I“ - Ownership & approval...

- Triggers & change control...
Governance

Models - Requestable units...



Model-based Lifecycle
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Governance Embedded Attributes Drive
Models Controls Access




Zero Trust Approach

L galst Modelilased Predictive
Priyilege Lifefjycle Controls
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Predictive Controls
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Smart Approvals &
Recommendations
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Thank You




