From Ground to Cloud

Mission Impossible?
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Public cloud is insecure
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Shared responsibility
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Google You

Serverless execution Managed app Container cluster
environment platform management

@ CloudFunctions App Engine @ KubernetesEngine @ ComputeEngine

VM infrastructure

Source: https://cloud.google.com/docs/overview/cloud-platform-services



Customer is Application Updates Application Security

responsible for
security ‘in’ the Cloud

Security Groups Data Encryption Access Control VPC NACL

AWS Services

security ‘of the Cloud
AWS Global Infrastructure




Responsibility On-prem laaS PaaS Saa$S

Data classification &
accountability

Client & end-point
protection

Identity & access
management

Application level controls

Network controls

Host infrastructure

Physical security

. Cloud customer

[ Cloud provider

Source: Microsoft TechNet — Shared Responsibilities for Cloud Computing
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(Shared) storage data loss

ATTACK TIMELINE » _
= Ty

Scan cloud Connect to Exfiltrate data
provider unprotected and / or
environment resource ransom
for resources company
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Human error such as misconfigured cloud servers,

unsecured cloud databases, and improperly secured rsync backups
were responsible for 43% of publicly disclosed misconfiguration
incidents, resulting in a more than 20% increase since last year.

Source: IBM X-Force Threat Intelligence Index Report - 2019, February 26, 2019
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(Shared) storage data loss

ATTACK TIMELINE » _
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Scan cloud Connect to Exfiltrate data
provider unprotected and / or
environment resource ransom
for resources company
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How to prevent and defend

=

ATTACK TIMELINE »

Enforce
compliance
with policies
Implement Access logging
best practices and reporting

for service
SOPHOS
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How to prevent and defend

Enforce
compliance
with policies

Implement
best practices
for service

SOPHOS

==

File and
record-level
encryption

Access logging
and reporting

Implement a
backup
strategy and
regime 17



Case 2
Cloud cryptojacking
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Cloud cryptojacking

artack TIMELINE >

Access keys
stolen (from
SCM)
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Cloud cryptojacking

Access keys
stolen (from
e\

SOPHOS

dWS
)

Attacker
accesses cloud
account

ATTACK TIMELINE »

Monitors
account
activity

<=

N

Automates
provisioning
of instances

-

Hardens
settings and
revokes access
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How to prevent and defend

Use private
SCM
repositories

SOPHOS
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Implement

Access
IAM best | )
] 0ogging,
practices : g
Safely store reporting an
secrets and alerting
use secure
execution




How to prevent and defend

Use private
SCM
repositories

SOPHOS

dWS
)

Implement
IAM best
practices

Safely store

secrets and
use secure
execution

Access
logging,
reporting and
alerting

Cost anomaly
reporting

Administrative
event logging
and alerting

&@

Implement
least privilege

access
Enforce VM
compliance

and endpoint

security 29



Case 3
Cloud-specific malware
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Cloud-specific malware

ts

Scans for
open
management
ports
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Attempts
dictionary
attack

%

Installs kernel
mode driver

ATTACK TIMELINE »

22

Diverts traffic
on host

Execute
commands
when
instructed

24



How to prevent and defend
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ATTACK TIMELINE »

Implement
MFA for
remote access
Block remote Logon
management hammering
port exposure prevention
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How to prevent and defend

% Q

Implement
MFA for
remote access
Block remote Logon
management hammering
port exposure prevention
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ATTACK TIMELIN

Deploy
endpoint
workload

security Deploy on-
host IPS

2

®

Extend
filtering with
WAF and IPS

Access logging
and reporting

pAS)
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Five-point public cloud action plan

Define your cloud security posture

Enforce and test compliance with your posture

Deploy a Cloud Security Posture Management solution
Extend platform security tools where needed

Continuous monitoring and alerting
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SOPHOS

BEST
PRACTICES
FOR SECURING
THE PUBLIC
CLOUD

www.sophos.com/seven
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Security made simple.



