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Cloud Security Posture Management

Security, governance and compliance automation for public clouds and Kubernetes environments.

Gaaxd Cloud Invertory  Compliance & Governance  Network Security Magellan  IAM Safety  Administration
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B Mar 11, AWS CIS Foundations v. 1.1.0

Mar 11,2019 9:34 PM D
i {1 Delete

Bundle: A SF t
Account: AWS Prod (086071956115) | All Regions

Complete visibility into all assets, workloads and security
policies across virtual networks, regions, and accounts on
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Entities by Type, Pass Vs Fail (@ p Canod ' g Poland
Tested Entities ' llllllll et ' ' W |
: \| Continuous enforcement of regulatory compliance
= s 4b uuuuuuu ] standards and security best practices, with flexible rules

engine and auto-remediation.

27 testen 18 ReLevant  [E[3 NON COMPLIANT

Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password
v Rules passed/failed

Active protection against vulnerabilities, identity theft, data loss,
and accidental or unauthorized changes.

Ensure AWS Config is enabled in all regions
|_| Select All 14
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S3 Buckets outside of Europe

53Bucket should have region in{'eu_central_1", 'eu_west_1", 'eu_west_2','eu_west_3')
76 TESTED 76 RELEVANT /53 NON COMPLIANT

Article 25

Description

This rule identifies all the AWS instances outside of the following regions: Frankfurt, Ireland, London, Paris
Remediation

Please refer to AWS documentations about AWS Regions:
htips-//docs.aws.amazon.com/general/latest/grirande.html

GSL

S3Bucket should have region in('eu_central 1", 'eu_west_1', 'eu_west 2''eu west 3"

Findings @

Search for ID, name, region or network

Entity Region
adasdas-asdas-asdas N. Virginia
aws-athena-query-results-086071956115-us-east-1 M. Virginia
aws-logs-086071956115-us-east-1 M. Virginia
aws-logs-086071956115-us-west-2 Oregon
bucket-test-1-aaaa M. Virginia
cf-templates-1fulywcxfOt8b-ap-southeast-1 Singapore
cf-templates-1fulywexfOt8b-us-east-1 M. Virginia
cf-templates-1fulywcxfOt8b-us-west-1 N. California
cf-templates-1fulywcxfOt8b-us-west-2 Oregon

Collapse

VPC Actions
@B e
@B e
@B e
@B e
@B e
@B e
@B e
@B e
@B e
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Protect your Cloud Journey

Cloud Security Posture Management

Continuous Cloud Security Posture Management providing visibility, control &
compliance across all assets and all clouds

@{} Security posture Continuous validation
10 management across compliance rules

Key capabilities:

v Gain visibility Eull visualization of cloud
sualization of clo
ulivisualizati u Privileged Identity Protection

v Customize policies assets
v' Streamline and create
ongoing process
v' Evaluate results Everywhere: Trusted by:
v Take action dWS » Google Cloud cadence Q@mnyway TRADAIR

A e Gy

datastream
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Cloud Intelligence & Threat Hunting

Transforming cloud big data to hi-definition intelligence and actionable security logic.

Security: Detects application and network anomalies in real
time, and quarantines threats utilizing the world’s largest threat
intelligence feed.

Internal [ ¢} LambdaToDB

INFO

Automated: out of the box visibility and threat hunting with
sophisticated learning algorithms and pre-built rules.

Everywhere:

dWS £) Google Cloud A Azure -@-
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Cloud Workload Protection Platform

Automated security for cloud workloads, including Virtual machines, Containers & Functions

B greatreads-slack-chat-

Governance: Define compliance rules and enforce guardrails

@ e Lambda: greatreads-slack-chat-bot-shalomm
fa}
Serverless_Demo (293247823395) R © N. Virginia ist Modified: 02/27/2020 12:38 PM 11d: greatreads-slack-chat-bot-shalomm f d H
& rom CI/CD to production.
=) FSP  NETWORK SECURITY POLICIES  IAMPOLICIES = LOG.IC EVENTS LOG.IC TRAFFIC  ENTITY VIEWER  ALERTS & FINDINGS ~ PROPERTIES

— e Vulnerability Management: Scan code, images and cloud
_ - =, deployment templates to detect vulnerabilities and embedded
o . o T - o threats.
0 e = : .

‘ Run time Protection: multi-layer cloud native protection
leveraging pattern matching, whitelisting & blacklisting applied at
the workload level.

(=) Check Point o
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Cloud Workload Protection Platform

Automated security for cloud workloads, including Virtual machines, Containers & Functions

Lambida: greatreads-iaccchat oot shalomm Security: Full context of the protected workload from code to
T m—— T run time delivers maximum security and accuracy with minimal
overhead.

Compliance Engine Alerts
Log.ic Alerts (0)

Serverless Alerts (4)

Automated: Driven by machine learning and code analysis,
protection profiles are created and maintained automatically
while adapting to application changes.

Everywhere:

dWS /A Azure ’ *
£ Google Cloud & docker
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Posture Explore

e function posture explorer shows an overview

of your function, its upstream '_"i_i_’,.EE"E ana Its downstream
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May 18, 2020 o
226 PM CVE| |CVE-2017-5941 (node-serialize 0.0.4)

Alert Title
CVE| | CVE-2017-5941 (node-serialize 0.0.4)

Alert Description

This lambda function uses a library that has known vulnerabilities.

High

Vulnerable Dependency @&

Alert ID [y

293f9152-2c64-4153-9a7c-ad2d8f22
b871

Cloud Account

aWs Serverless_Demo (29324782339
)

Region
N. Virginia

Finding Information &

Entity Type
lambda

Unassigned

Assign User e

Comments B

DELETE ALERT
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Serverless Alerts (6)

e . - i
\L) Security events detected by FSP. Show in alerts page

ke

*# CreatedTime~v Rule® Assignee ¥ Ack.
Jun 11, 2020 N : ;
9:31 PM CodelnjectionAttack Unassigned
Alert Title @ Blocked Alert ID [ Assign User -

CodelnjectionAttack

What is this?

Protego has detected a Code Injection attack.

Code Injection ([CWE-94] (https://cwe.mitre.org/data/definitions/94.html ))
is the general term for attack types which consist of injecting code that is
then interpreted/executed by the application, limited by the functionality
of the injected language itself. This type of attack exploits poor handling
of untrusted data and is usually made possible due to a lack of proper
input/output data validation. Command injection consists of leveraging
existing code to execute commands, usually within the context of a shell.

What Could It Be?

Someone tried to execute arbitrary code in the function. A successful
attack can compromise the application confidentiality, integrity,
availability and/or loss accountability.

How Was This Detected?
Protego FSP observed a suspicious data that matched a pattern which
identifies a Code Injection attack within nedeis1@.x .

22e593d6-8aa9-4935-b0dc-839b8e8
05797

Cloud Account

aWs Serverless Demo (29324782339
3)

Region
N. Virginia

Finding Information ®

Entity Type
lambda

Comments B

DELETE ALERT

EXCLUDE

(=] Check Point
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Protect your Cloud Journey

Workload Protection

Automated runtime protection for cloud workloads including serverless, containers, VMs,

and other microservices

Key capabilities:

Vulnerability scanning

during CI/CD
v Automated protection, -
development & runtime Detect over permissive
functions
v Automatic profiling of
application behavior
v" Zero trust boundaries Everywhere:
v No latency AWS /A Azure © GoogleCloud

SANE

(=] Check Point
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Runtime protection

Auto-remediation

Trusted by:

23
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CloudGuard

O o|iCHc
; O
= ﬁ Everywhere
Security
From CI/CD to

High Fidelity cloud security production, from private
posture management and Automated to public clouds and

advanced cloud threat kload
From automated deployment to UGBS EI LIS

auto generated protection
policies during CI/CD and in
runtime

prevention

UNIFIED CLOUD NATIVE SECURITY PLATFORM
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