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Can your organisation answer these questions?

Data Protection

SESNTIVE DATA RSK

Where is our sensifive datag
Where it is most at riske

How do we know who has access and
what are they doing with it2

How do | automatically reduce risk
without affecting the business?

Is it as secure in the cloud as it is on-
premises



Can your organisation answer these questions?:

Compliance

O

GDPR/PCI/PII

Where is my regulated data?
How do we know it's in the right place?

How can | prove that only the right
people have accesse

How do | fulfill Subject Access Requestse

Do | still need ite



Can your organisation answer these questions?

How can | detect sophisticated threats
like insiders, malware, ransomware and

APTs?
Infernal ana How do | know what's normal for users,
external threats devices and data?

How quickly can | respond to incidents
THREAT DETECTION & RESPONSE qUICkly Ond deCiSivelya
How do | frack threats from the cloud to
on premises and back again



Can your organisation answer these questions?

Remote Working

VPN or SAAS

Do | have control over my data when its
being accessed remotelye

Are all the devices accessing my data
trustede

Is Increased home working adding new
riskse

Is the activity BAU or something
malicious?

Is the data in new my virtual
collaboration space secure?¢



What if security started with datae

We'd efficiently sustain our secure state

PREVENT

Only the right people would have access
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We'd monitor it for abuse

We'd know where our sensitive data lives




Varonis Data Security Platform

ENTERPRISE DATA STORES

} DATA PROTECTION

|‘ Eg Users &
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PRIVACY &
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Classification Activity -—
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Content Classification
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Understanding your data estate

Varonis Provides over 450 OOTB patterns that allow organisation to better understand
where their sensitive data is.
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Classification Options

New Pattern X

Varonis provides a best in class creation eoeel ] General

engine to build custom patterns to identify . [

sensitive data

Use these singularly or in combination with
OOTB rules.

Comments: On premises and cloud

Regular Expression

Edi-l- Gnd TUne bUil-I- in rUleS -I-o ensure n“ - - w, and then click Test Pattern. Note that
accuracy and eliminate false positive e

Sample text:

Add in large dictionaries of key words

Test Pattern

Create single unified classification schema
across data on premises and in the cloud

Validation Algorithm

Validation algorithm:




Mapping User Access and

Activity
NN
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Understanding Access and Activity

Quickly identify Global Access to sensitive data and remediate automatically

Dashboards Analytics Scheduled Searches

File Servers  HusfiLer m|

Sensitive Files

1 ,624 Files

% Stale Sensitive Files

15

Files

0.0045% Stale Sensitive Files

- Folders With Stale Data

79%

36.76K Folders With Stale Data

Size Of All Files And Folders (GB)

38.85 GB

% Sensitive Files With Open Access

990

Files

61% Sensitive Files With Open Access

i Folders With Open Access (Inc. Inherited)

&

4,944 Folders With Open Access (Inc. Inherited)

11%

Size Of Folders With Stale Data (GB)

11.17 GB

- Sensitive Folders With Open Access

0,
2%
525 Sensitive Folders With Open Access

- Folders With User Permissions

27

Folders

0.06% Folders With User Permissions




Understanding Access and Activity

Determine all access to data within O365 via internal and external sharing as well
as the use of Public (Anonymous) links

Dashboards Analytics Scheduled Searches @ itadmin v

SharePoint Online  Alservers m|

sensitive Files Shared With External Users g % Sensitive Files

% Sensitive Files Shared Publicly (Directly) (Directly)

201 8 462 Files

Sensitive Files Sensitive Files N
> SharePoint —_— E— - size Of Folders With Stale Data (GB)
44% Sensitive Files Shared Publicly (Directly) 2% Sensitive Files Shared Directly With External

Online Users

0.73 GB

i Sensitive Folders Shared Publicly (Directly) $ — fligsrisn(\g\.ri-‘iltcli;)rs Shared With External H i (ng\'(_jeecrts‘ys)hared With External Users

1,262
44% 0.8% Folders

28% Folders Shared Directly With External Users

163 Sensitive Folders Shared Publicly (Directly) 3 Sensitive Folders Shared Directly With External
Users




|ldentify all access to sensitive data
and log all events across monitored
resources.

Understand and monitor all
changes to access groups both on
premises and in the cloud.

Create custom reporting and alerts
to ensure that changes to access
are approved.

Create automated entitlement
reviews to ensure access to
sensitive data is always appropriate

Ensure that only the right people have access

™ Directories
% Reload & View - 7 Filters ~

Resources: | HUB-FILER
I F

Total Hit Count ... | Size

HUB-FILER
=5HH ¢
4% $Recycle Bin
® Boo
ents and Settings
F MR W X

sources
System Vo
Users
WER

*e Windows
WindowsAzure
work

listest?6 shar:

ded Users and G
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Threat Detection and Alerts
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Automated Alerting and Remediation

Built in alerts populate the dashboard from where we can drill down and
forensically investigate each alert.

Dashboards Analytics Scheduled Searches @ itadmin
ALERT DASHBOARD

All Servers 8 Last 7 Days Severity: ALL Alert Status: Open, Under Investigati... v 47 Results

File Servers

ALERTS OVERTIME | Per day Severity: @ High 2 Medium @ Low (3)
Directory Services

Exchange

SharePoint

Exchange Online

SharePoint Online
TOP ALERTED ASSETS @ TOP ALERTED USERS TOP ALERTED THREAT MODELS
OneDrive

L ! itadmin (vrnslab.se) - g
GDPR i C$ (HUB-FILER) & Built-in account for administering the computer/domain - File Shared Externally OneDrive

i varonistest76.onmicrosoft.com (Azure) (Exchang 5 . ANONYMOUS LOGON (Abstract) Unusual volume of data was shared publicly

i (https://varonistest76-my.sharepoint.com) C William Smith (varonistest76.cnmicrosoft.com (... /] File Shared Externally SharePoint Online

i (https://varonistest76.sharepoint.com) /] Zoey Matthews (varonistest76.onmicrosoft.com ... /] Abnormal behavior: unreasonable GEO hopping

James Shoemaker (varonistest76.onmicrosoft.co... = Abnormal service behavior: atypical access to platform ...




Automated Alerting and Remediation

Built in alerts populate the dashboard from where we can drill down and
forensically investigate each alert.

Dashboards Analytics Scheduled Searches

Alert Info: B3... X
File Shared Externally OneDrive N Previous Alert ¥ NextAlert

Summary PLAYBOOK
A playbook for this threat model is not available

AlertInfo: A Ale © Exfiltration Status:
varonistest76.onmicrosoft.com (Azure)\Zoey Matthews performed File shared link created event on Folder "\personal\zmatthews_varonistest76_onmicrosoft_com\Documents' v Next Steps

Users

Data Alerted events

Time
Alerted data
Copy alert id

Manage alert

Account was not chang n the 7 days prior to the current alert
Account is not on the Watch List
User Actions Account is not
Is not a privilege
Triggered 5

Additional in

No assets were used for the first time by the users in the past 90 days
Folder: Document
Her:Dacime! nsitive Folder Documents was affected

\personal\zmat _varonistest76_on..
4 Additional hts

Additional in




Automated Alerting and Remediation

Built in alerts populate the dashboard from where we can drill down and
forensically investigate each alert.

Dashboards Analytics Scheduled Searches @ itadmin w




Automated Alerting and Remediation

Varonis collects information on all user activity on the monitored estate, both on premises and
in the cloud.

By adding this context to our understanding of an organizations sensitive data, we can build
an accurate profile of how your users normally interact with data.

We add additional telemetry from AD. AAD, VPN, DNS and Proxy and enrich these logs to
ensure we have a complete picture of user behavior and use this baseline to alert of malicious
activity.

We provide over 150 OOTB alerts to ensure that should any malicious activity occur our
customers are alerted immediately.

Custom alerts can also be created, and remediation scripts can be used to automate
response.



Preparing for the Cloud
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Preparing for the Adoption of Cloud Bl e oo

Varonis provides key insights into unstructured data before the data migration
begins

Understand your entire unstructured data estate.

Define the proper site and permission structures for SharePoint Online and
Microsoft Teams.

Define acceptable sharing policies for SharePoint Online and OneDrive and
Teams.

|ldentify high risk data that should remain on-premises.
|ldentification and archiving of Stale Data.

Implement effective classification and labelling



Classification and Labelling
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Enhancing Azure Information Protection (E3 and E5) B Microsof
Bl Silver P:

Varonis fills the gaps when data classification tags are not applied by users or

automatic policies and Identifies sensitive data not classified by AIP.

Varonis provides an automated discovery of sensitive data on-premises or in cloud.

ldentify when employees shouldn't have access to sensitive data or try to
misuse/steal sensitive data.Also identify where labels haven't been correctly
applied.

Simplified permission management using Varonis Recommendations for SharePoint
Online, OneDrive, Microsoft Teams and Exchange Online enable you to implement
Privacy By Design or a least priviege model.

Sharing detection, reporting, alerting and controls for sensitive data that has been
shared internally or for external access.



Labelling — Securing Data In-Place

Varonis's classification to labels policy (tagging schema) needs to be set and maintained,
similar and in parallel to AIP.

After setting up the policy in AIP, a parallel setup should be done in DCF, using the same
configuration of labels and values.

Microsoft Azure Azure Information Protection - Global policy 0O Search resourc

Azure Information Protection - Global policy

i+ |l

GENERAL

Configure labels for this policy and order them by sensitivity level

LABEL NAME MARKING PROTECTION

[} s

n ¢



AIP - Configuration

Label: Corporate Protected

contoso ems546820 - Azure Information Protection

i

Specify how this label is displayed in the Information Protection client on user devices

ions for documents and emails containing this label

Label: Corporate Protected

contoso ems546820 - Azure Information Protection

t from list

for automatically applying this label &

notes for ad




Ongoing Labelling and Protection
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Automatically Labeling On-Premises Data

Using Varonis data classification alongside Microsoft AIP, you can generate the most
accurate labeling of your on-premises data.

Tabs Tools Help
ork Area | «| Review Area 4 Statistics Log = Reports g] Alerts iJ 14 Work Area: C\Sh

% Reload & View - 7 Filters -
Resources: hitp://sharepoint2
Look For:
Directory File System Permissions Explanations | Total Hit Count Size Classification ... | Classification . Classification Labels
= iﬁ hitp://sharepoint2
=T, 771GB *PC .. HIPAAPHID
= stes
4 E‘rﬁ finance
- fi§ HR
appdata

0/7),Highly Confidential - Reg
Formn Templates

List Template Gallery




Security Ecosystem and Varonis W Siive: Part

Varonis and Microsoft are Partnering on classification and labeling and alongside
Azure Information Protection, Varonis will provide a complete solution to discover
and tag data automatically.

By integrating with Azure Information Protection, customers will be able to
automatically apply classification labels and encrypt files that Varonis has
identfified as sensitive.

Microsoft AIP can take action to apply RMS templates to protect and track data if
it leaves the organization.

DLP tools educate users when they are about to share sensitive data externally



Hybrid Considerations
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The Need for a Hybrid View WS et Parn

Organizations strategy for cloud adoption needs to consider the existing environment,
as there will always be a need to keep some data/services on-premises.

Therefore, Security needs to extend seamlessly across on-prem and cloud services to
provide an aggregated view.

Varonis provides:

Effective permissions visibility with a Bi-directional view across on-premises & O365 to identify
overexposed and stale data and remediate these risks.

Unified auditing & threat detection with a comprehensive security dashboard reflecting an
holistic view.

Accurate classification to identify data that should stay on-premises and provide a unified
classification structure that applies to all unstructured data.



Microsoft Teams
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Microsoft Teams is W Microsoft
likely to be your MM Silver Partner
go-to collaboration  emaus | |
platform

Exchange
Online

USERS, GROUPS, | A | — L\ Teams
AND PERMISSIONS | | Azure Active | |
‘ Directory

e ______________ o /

/ S ’
| COLLABORATIVE
PERSONAL FILES : : | SATA

OneDrive SharePoint
‘ Online



What really happens when you create a Teamge

0365 group and
“sub-groups” in
Azure AD

HE Microsoft
B Silver Partner

0365
Group

Permissions are flat

by design
P L oo o0
Team Site in Hidden mailbox e

and calendarin
Exchange Online

SharePoint Online



Activity in Microsoft Teams

What did the user do?¢

MS Team member
or owner added

File shared for
edit

File shared outside
the team

File Sent via MS Teams
Chat

Varonis event captured

5 9 I ®

Group
Owner/member
added

File Modified

Share link created

File uploaded, Permission
added

Platform
@ Azure AD
) SPO

S SPO



Many complex sharing settings

Auditing your configuration is
important

/& OneDrive

You can block all sharing, but users
may work around it, which can be
worse

Shadow IT

eable links that don't reg

ernal users

Configuration can be confusing
and complicated

Tenants, sites, folders, files

SPO, OD, AAD, Teams

Single or multi tenant

Private channels are not visible in SPO

Your sharing setting for OneDrive can't be more permissive than your setting for SharePoint.


https://info.varonis.com/thank-you/course/office-365-sharing

O365 permissions visibility challenges

Team members are visible in Azure AD &
Teams, but not SPO

Shared links aren’t visible in Teams or Azure AD
(only SPO after drill down)

Site-only access isn't visible in Teams

Delve/Search allows easy visibility into data for
users and has no context into its applicability JF_ James Finance

candra Walfara kanamar
Sandra Welfare Manager

WF

OneDrive adds another data storage location
LF  Linda Finance
Owners can designate co-owners who can
expand Team access independently
Can include external guest users




. . M Microsc
Varonis and Microsoft Teams B Silver Partne

Varonis provides the ability to easily understand where sensitive data is across your Microsoft Teams
estate.

We cover both SharePoint Online and OneDrive to ensure we can see all locations where Teams stores
its unstructured data.

Custom reporting and alerts mean that you can ensure that all access changes in Teams can be seen
by the relevant data owners.

Visibility challenges are removed with a single place to see all sharing links (both internal and external)
and private channels.

Varonis scales to provide coverage of you Team environment, no matter how large it gets.



Varonis Operational Journey

Q

N>

Deploy

* Automatically
discover
privileged
accounts

* Automatically
classify
sensitive data

- Baseline
activity

» Prioritize risk

+ Schedule
regular QBRs

73]

Operationalize

» Configure
dashboards and
automate
reporting

* Enable alerts
and automate
responses

* Create and test
incident
response plans

- &)

Fix

Automatically
remediate
overexposed data

Eliminate AD
artifacts

Automate data
disposition,
quarantining,
policy
enforcement

5%
N/

Transform

Identify and assign
data owners

Simplify
permissions
structure

Enable ownership
reporting

@

Automate

Automate periodic
entitlement reviews

Automate data
owner self-service

al

Improve

Quarterly
review of risks
and business
value



Start With A Risk Assessment

ToUpS . Activity T
FindingS: GlObalAccessG Key Findings: yser Activity Key Findings
Key el

. . . /
uantity ris A1H v
' 5 millio
S file opens
CCESS 66 . . 423,110
AL GROUP AC 182,335 fle modifications

Where is sensitive data

+ 5,120 file deletions

. 22,965 permission changes

overexposede

Where are the holes in . s 750,000"'

snts 950 events on sensitive data

Active Directory?

RISK SUMMARY:

How are users and

deViCGS OCCGSSIHQ The - DISTRIBUTION OF SENSITIVE FILES
e meow,
network and data? sz wm oma

*CIFSFS3 7% * CIFS_FS.3

*CFSFS4  20% . CIFS.Fs.4
*SP_FS1
* EXCH_Fs_)

MMENDED ACTIONS:
*SP_FS_1

* EXCH_FS_)



